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ABSTRACT 

The development of telecommunication systems and 
planning methods for network extension have a 
strong influence on the system reliability. 
This ag~in depends on the structure of the net
work and the distribution of the carried traffic 
load in case of a network disturbance. This pa
per presents a comparision of communication 
networks with different modes of operation in 
regard to their~ulne~a~il~t~to disturbances 
caused by system component failures and cable 
flaws. 

For the comparison of the network reliability 
a measure of disturbance is introduced and 
calculated for simple model networks with both 
centralized and distributed switching. 

1. INTRODUCTION 

For rating the reliability of communication net
works the first question to be asked is which 
criteria are best suited for this task. 

In the theory of reliability, methods are de
veloped for the description of the realibility 
of complex systems, which consist of a multitude 
of components, based on boolean functions. These 
functions with the range of values {O,1} (1 = in 
operation, 0 = out of operation) depend on func
tions of subsystems and boo lean variables 
which - with the same range of values - are at
tached to subsystems and systems components re
spectively. 

Communication networks are systems consisting 
of a large number of components assembled to 
different structures. Since a total network 
failure is very unlikely, these networks for a 
large number of subscribers may not be des
cribed sufficiently by those given states and 
their probabilities. Most failures consist of 
the partial exclusion of a limited number of 
all connected subscribers or the subscribers 
at least are restricted in their possibility' 
of establishing connections. 

In addition, a growing number of subscribers re
quire hierarchically constructed networks with 
alternative routes between sources and destina
tions of traffic. Therefore disturbances gene
rally lead to a traffic restraint. 

Besides the reliability of the network compo
nents a more extended description of the~eliabi- ' 
lity of communication networks has to take into 
account the traffic volume and the traffic dis
tribution of all connected sources and destina
tions. Furthermore this extension is necessary 
if networks for integrated service of different 
bandwidth are included in these considerations. 
In this case, the offered traffic load has to 
be assessed by a bandwidth or bit-rate ratio. 

In order to carry the whole traffic load in the 
network, there is not only a primary route a
vailable but also a number of secondary routes 
(alternate routing, partial network meshing). 
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Thereby the traffic flow is divided partially 
and the total network exploitation is improved. 
If a network disturbance occurs at any point of 
the network, the traffic flow between connected 
terminals is partially interrupted and partially 
reduced through an overload in the remaining 
network routes. 

Taking into consideration the offered load of 
the subscribers in order to estimate the relia
bility of communication networks, it is necessa
ry to apply methods of traffic theory when the 
total distribution of traffic flow in the net
work has to be determined. 

It is obvious that the grade of service for a 
communication network, judged by the subscriber, 
depends on whether or not the desired connection 
is established, regardless of the cause of rejec
ted call attempts. For the case that a network 
is not well dimensioned according to the offered 
traffic load, the effect of overload of ' trans
mission channels on the grade of service is the 
same as that of disturbances by means of com
ponent-failures. 

The result is, that a poorly dimensioned network 
does not signify a lack of reliability. There
fore the traffic degradation in a communication , 
network through disturbances has to be observed 
in reference to the carried load in an undistur
bed state of the network. 

2. ESTIMATION OF THE RELIABILITY OF COMMUNICA
TION NETWORKS. 

If networks are to be valued and compared with 
regard to their vulnerability through component 
failures and cable ~laws, the criteria to be 
applied must take into account the effect of 
traffic degradation by failures and moreoverhaye 
to be independent of the special structure of 
the network. 

The different effect of failures can be descri
bed by the distribution of life expectation of 
nodes and edges in a graph as a model of a 
communication network. The limited life expec
tation necessarily resul,ts in a maintenance ef
fort for the upkeep of the network and, depen
ding on this, a limited repair time for the 
defective components. 

With the well known mean time between failures 
(MTBF) and the mean time to repair (MTTR) a 
failure probability p for each network compo
nent can be indicated, which in the long period 
of time describes the portion of time during 
which the component is out of operation 

MTTR 

p = MTTR + MTBF 
(1) 

When all effects of network disturbances are 
described by system components and their failure 
probabilities, the portion of traffic not fur
ther carried in the network, averaged by all 
possible M failures, may be defined as a measure 
of disturbance 
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M 
c = L nk Pk 

k=1 
(2) 

Herein Pk refers to the probability that at any 
given tiMe, there exists a failure k of M pos
sible failures, which could be a failure of one 
or more network components at the same time. 
Corresponding to practical conditions, the fai
lure of different network components may be 
considered statistically independent. 

The traffic distribution in a communication net
work may be described by a matrix with the di
mension of the number N of connected terminals 
(subscribers, concentrators or exchanges). Each 
element a ti,j) of this matrix denote~ the 
traffic transmitted from source i ' to destina
tion j. The sum of all matrix elements of row i 
or column j leads respectively to the outgoing 
traffic of source i or the incoming traffic of 
destination j. 

In the portion of traffic 

N 

1 -

L s.Ak(i) 
i=1 l. 

N 
L s.AO(i) 
i=1 l. 

(3) 

A (i) in general describes the outgoing traffic 
02 source i within a considered part of a net
work and the incoming traffic from all sources 
outside of the subnetwork to destination j in 
the overall network without any disturbances. 
A" (i)co'rresponds to the same size A (i), but 
i~ consideration of traffic degradatign by fai
lures of network components. s. is the number 
of channels a request of sourc~ i seizes in a 
service integrated network. If only one ser
vice is transmitted in a network s. reduces to 
one for all connected terminals. l. 

In this way the measure of disturbance c, as 
given in (3), describes the traffic degradation 
by component failures, normalized by the traffic 
carried in the network without disturbances. 
Therefore the measure c may be applied to sub
networks where the attachment points generate 
an internal and external amount of traffic. 

The calculation of measure c, depending on net
work structure and switching, requires a great 
deal of work and is therefore only possible 
with extended simplifications. The determina
tion of traffic load by measurement in a net
work with alternating load conditions is not 
practicable because of the necessary effort of 
measuring. Aside from this difficulty, one 
has to recognize that the measure c estimates 
freouent disturbances of short ttme as well as 
rare long term disturbances. A higher evalua
tion of critical disturbances with a large traf
fic degradation for a great number of terminal
attachment-points is possible in general by 
forming the central moments ' of ~k of higher 
order. Nevertheless with some asgumptions of 
traffic load and traffic distribution, commu
nication networks of different structure and 
different modes of operation may still be com
pared~y u~!ng the measure c i~ regard to 
their' vulnerability through fal.lures ' of net
work components. 

3. RELIABILITY OF COMMUNICAT~QN NETWORKS WITH 
DIFFERENT MODES OF EXCHANGE 

3.1 DOUBLE LOOP NETWORK WITH INFORMATION FLOW 
IN OPPOSITE DIRECTIONS 

The calculation of the measure c, defined in 
paragraph 2, will be pointed out by the.example 
of a network for one service and with dl.fferent 
modes of exchange. In this network the ter-
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minals are connected via access units to a bidi
rectional loop system (Fig. 1). 

In this system each terminal has access to two 
parallel loops, where the information is trans
mitted in opposite directions. The connections 
between subscribers are established in a time 
division multiplex mode, independent in both, 
loops. With this precaution, existing connec
tions can only be disturbed for a short period 
of time when splitting a loop to attach addi
tional terminals or by loop inte~ruptions caused 
by cable flows. The exchange of subscriber call 
requests may be realized in different manners. 

a) Centralized switching 

The whole system-control is assembled in the 
central exchange which handles the whole inter
nal and external traffic of all terminals con
nected to the loop. 

b) Distributed switching 

The control and switching of connections in a 
time-division-multiplex-mode are distributed 
all over the terminals of the considered network 
part. On the point, where the subnetwork is at
tached to the higher level network, the central 
control has only a restricted task. It has to 
switch all those connections, that are part of 
the incoming and outgoing traffic to or from 
the outside subscribers' area. 

CE 

higher level 
network 

Central exchange 
/ 

T T Terminals 

Fig. 1: Loop network with , information flow in 
opposite directions 

In order to identify a call which is addressed 
to a terminal, the terminal itself supervises 
the transmission lines and hunts all channels 
within. Without any centralized function, the 
terminal information will be taken over from and 

, added to the information carried in the loop, 
autonomously. Arising from these tasks, the ter
minal units have to include the components to 
perform the signalling, request identification 
and switching technique. Therefore, the central 
exchange with the limited task, mentioned above, 
has only little influence on the overall relia
bility of the whole system as opposed to the 
system with centralized switching in a central 
control. 

In both switching modes, the low sensibility 
through an interruption of both transmission 
loops is transferred in a high vulnerability 
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caused by the loop-breaking-failures of the ter
minal-access-units. On the other hand, these 
failures have less influence on the system reli
ability and only lead to very short time distur
bances, if terminal-access-units are out of ope
ration on the same loop. Therefore they inter
rupt only one direction of the information flow. 
Assuming a high reliability of these access 
units, the low vulnerability through cable flaws 
leads to communication networks of high overall
system-reliability. This results from the fact, 
that there only is a little chance to reduce 
the frequency of cable flows under a given limit, 
which are responsible for the majority of net
work disturbances. 

Furthermore, if a local power supply to feed 
terminals could be realized and call requests 
are exchanged by distributed switching, several 
breaks of both loops by cable flaws or access
unit-failures lead to seperated terminal groups 
with only a restricted traffic distribution. Of 
course this reduced ability to establish con
nections for terminals within separated termi
nal groups is impossible, if switching is lo
cated in a central exchange. Therefore, the low 
traffic degradation from using the distributed 
switching mode results in an increased overall
system-reliability. 

By using the measure c, defined in the precee
ding paragraph, in the following, the different 
consequences of network disturbances by compo
nent failures and cable flaws to the traffic 
degradation will be evaluated in both switching 
modes mentioned above. 

3.2 TRAFFIC DEGRADATION IN LOOP SYSTEM WITH 
CENTRALIZED AND DISTRIBUTED SWITCHING 

Using a loop system with the precaution of two 
parallel loops, both carrying the whole infor
mation to be transmitted in opposite directions, 
one break of both loops at the same time and at 
the same location has no influence on the traf
fic distribution. Terminal-access-unit failures 
each interrupting one of both loops, only have 
significance, if more than one failure occurs 
at different loops and at the same time. Bi the 
various number of access units in a network, 
designed for a large number of terminals, nume
rous possible failure states exist. 

In the presence of k access-unit-failures and 
with altogether N terminals attached to the 
loop system, there are 

different failure states. But 

possible failure states have no significance on 
the degradation of traffic distribution. The 
number of remaining different faiYure states 
characterized by k access-unit-failures, from 
which each influences the traffic distribution, 
is given by 

N < k ~ 2N 
(4) 

o <k ~ N 

each occuring with failure-state-probability 

(N k) [ 2N] k (1_Po)2N-k 
Ps ' = k Po (5) 

p refers to the probability of an access-unit
fRilure, interrupting one of both loops. Cons i-

- dering real communication networks, the proba
bility p of an increased number k of access
unit-fai!ures occuring at the same time has 
to decrease. Deciding whether or not these fai
lures have to be included in order to evaluate 
the traffic degradation by using measure c, 
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one has to take into account the number Nand 
ns in conjunction with failure-state-probabiliw 
PO' Simplifying the calculation of number n , an 
aproximated relation may be given s 

1~k<N 
N '» 1 

which is derived in appendix (A). 

(6) 

The traffic degradations by failure states, cha
racterized by more than·-:.two access-unit-failure~ 
only vanish if the relation PO(2N - n ) «1 is 
valid, assuming there is a traffic de~radation 
of nearly equal size in each failure state. 
Therefore, in a long period of time, traffic de
gradations arise from failure states, characte
rized by two access-unit-failures at the same 
time and on different loops, provided the equa
tion mentioned above is applicable. 

These traffic degradations depend on the swit
ching mode (centralized or distributed) realized 
in the loop system. To evaluate this difference, 
a loop system is considered where all of N ter
minals attached to the loop generate an amount 
of traffic a per terminal. The part aa , with 
0< a < 1, is ~ransmitted to the subscrib2rs con-

nectedto· the network outside the loop, both at
tached to the same higher level network. 

to the central exchange 

group (2) 

termi
nal 

group 
(1) 

j.L-v-1 

Fig. 2: Seperated terminal groups by access
unit-failures on different loops 

In presence of two failures of terminal access 
units on the different loops the traffic degra
tion ~(i) of terminal i - may be expressed by 
equation (7) which mainly consists of three 
parts. The two terminal groups between the two 
failure points ~ and v according to fig. 2 has 
an restricted traffic distribution to the groups 
itself, whereas the terminals, connected by the 
failure points are o~t of operation although 
one of the two access units operates undisturbed 
In addition, an access of all terminals included 
in one of the two groups mentioned above, to 
subscribers outside the loop area are impossible 

1 a o (1-a) 
~ N-1 (j.L - v - 2) v<i<j.L, j.L-v>1 

= { 0 i=v, i=j.L ,j.L-v;;;' 0 

(7) 

Assuming a homogeneous distribution of the ~nter
nal traffic from any terminal-access-unit to 
all other N-1 respectively leads to a whole 
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traffic carried in the loop which is given by 

N 

~ AO(i) = ~ (1 + a) aoN 
i=1 

(8) 

The calculation of measure c depending on traf
fic degradation expressed by equation (2) is 
presented in appendix (B). 

2 [ 1 1-a 2 1 ] Co = Po }N(N+1)+2(N+2)-T+a(N-1)+} T+a(N-2) (9) 

The result contains a part which is mainly de
termined by N squared. For a large number of 
terminal-access-units an overall reliability 
of the whole system requires access units of 
high reliability. 

In regard to the traffic shared in an internal 
and external part the measure c has a maximum 
value at a=1 (pure external traffic). The dif
ference to the minimum at a=O is 

c (a=1) - c (a=O) = p2 (2N-1) o 
and is proportional to the number of terminals. 

Taking into account network disturbances through 
cable flaws, the calculation of measure c is 
similar as in case of failures of terminal-ac
cess-units. Again only two cable flaws at the 
same time have an influence on the network re
liability and lead to a traffic degradation in 
two devided groups. These groups are establish
ed by the locations of the cable flaws in the 
network. Beside the restriction to the internal 
traffic in the terminal groups themselves, one 
terminal group has no access to subscribers 
outside the considered part of the network. 
With the assumption of an in~ernal traffic in 
the separated groups, which is only possible 
with a local power supply, an analog calcula
tion of the measure c leads t9 the expression 

_ 2[1 N 1 1-a N+2 2 a N-1] 
Cc - Pc 2" N+1 - "6 '"f+'(i N+1 - } T+a N+1 (10) 

Comparing the result with the measure Co accor
ding to equation (9) yields the consequence 
that cable flaws have a much smaler influence 
on the system reliability than failures of the 
terminal-access-units. This insensibility to 
cable flaws results from the parallel loops 
with opposite directions of transmission. It is 
a characteristic property of this type of net
work. 

If in contrast to the distributed switching in 
the network all connections are established 
via a central control in a local fixed point 
of the area, failures of terminal-access-units 
have an increased influence on the network re
liability. This arises from the impossibility 
of a restricted internal traffic between ter
minal in groups, that have been separated by 
failure of access units. 

For example the measure of disturbances Cc 
resulting from cable flaws yields in case e 
of centralized switching in the network to 
the increased size of 

( 11 ) 

which is only different from c in equation (10) 
if all connected subscribers p~oduce an inter
nal traffic volume (a~1). Assuming a pure ex
ternal amount of traffic, the considered net
work is, regardless of the switching mode iden
tical from the reliability point of view. 

4. INFLUENCE OF INHOMOGENEOUS TRAFFIC DISTRIBU
TION ON THE TRAFFIC DISTRIBUTION BY FAILURES 

In the foregoing paragraphs a homogeneous traf
fic distribution was assumed. That means the 
generated amount of traffic from a certain ter-
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mina I attachment is transmitted to all other 
connected terminals with equal parts. In reality 
the traffic distribution is different from this 
postulated distribution. To find out in which 
way the traffic degradation is influenced by 
failures of system components depending on vari
ous traffic distributions a rough model is used: 

The traffic between terminals connected to the 
double loop system depends on the positions of 
the local attachment points. It increases with 
longer distances to a minimum at a far distant 
attachment point. The dependance is assumed to 
be exponential with distance which itself cor
responds to the positions of the attachment 
points in the loop system. As a normalizing con
dition a fixed traffic volume from each termi
nal is assumed, undependent from traffic distri
bution and number of destinations the subscri
bers can attain. 

The traffic distribution therefore may be des
cribed by the portion of traffic a (i,j) trans
mitted between source i and destination j by 

a(i,j) 

Herein b is a constant, i and j mark the posi
tions of attachment points in the loop and 
o <q ~ 1 refer's to decrease of traffic going 
from one attachment point to the next. In the 
limit q=1, a(i,j) is related to the homogeneous 
traffic distribution from source i to 2 s < N = 
= 2m+1 destinations (N,m,s integers) 

If from every terminal a fixed amount of traffic 
a is generated and distributed all over 2 s 
t2rminals the normalizing condition mentioned 
above is given in the form 

i+s 
2 L a (i ,j) = an 

j=i+1 
(12 ) 

Thereby the symmetry of traffic distribution 
with regard to the point where the traffic is 
generated is used. The calculation of a (i,j) 
in detail is carried in appendix (Cl. 

5 10-
3 s= r------.------,------,------r-------, 

50 

40 

2r-----r-----+-----~----_r--~_220 

10 

c 

5 

5r-----~--~~------+_----~-----4 

2 10 0,2 0,6 1 ,0 

q 

Fig.3: Measure of disturbances as a functiOn 
of q , m=50 

Fig. 3 shows the influence of q, being related 
to the traffic distribution, on measure c, if 
different numbers of terminals are attainable 
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by each source. The most critical traffic degra
dation occurs, as one could expect, in the homo
geneous traffic distribution. The decreasing 
from this point is strongly marked if a source 
distributed its traffic to an increasing number 
of terminals and a large number of terminals are 
connected to the network. But the worst case at 
all occuring in this example, is given by a pure 
external traffic of all connected- terminals. 
Tnerefore, in order to estimate the effect of 
network disturbances to communication networks, 
one has to distinguesh between different load 
conditions given by the traffic distribution. 
The worst case analysis may lead, especially in 
extended communication networks to a traffic 
degradation far away from its real situation. 

5. APPENDIX 

(A) NUMBER OF DIFFERENT FAILURE STATES IN THE 
LOOP SYSTEM, RESULTING IN TRAFFIC DEGRADA
TION 

n s 

N+vj k 
y'1- N+v 

N+v 

--k 
~e 

The sum may be estimated by 

which leads to the expression 

1..;;k..;;N 

N » 1 

] N » 1 

(A1) 

(B) CALCULATION OF MEASURE Co FOR A LOOP SYSTEM 

The degradation of traffic for all terminals 
connected to the loop has to be derived from 
equation (7) and results in 

N 
L Ak(i) 
i=1 

1 q.O (1-a) 

2" N-1 

a o(1-a) 

N-1 

(N+V-IJ.-2)] (N+v-IJ.-1) 

(N-2)] (N-1) 
(A2) 

!-L-v~ 1 

Considering failures of access units which at
tach the central exchange onto the loop addi
tional traffic degradation occur, resulting 
from the suppressed part of external traffic. 
This portion, normalized by the value given in 
(8) has to be used in addition to expression 
(A2) in calculating measure c according to (2) 
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2{N-1 
2p L 

\1=1 

N L [_l=! (1J.-\l-2) (lJ.-v-1) 
1J.=\I+1 1 1+a N-1 

1-a (N+\I-1J.-2) (N+\I-1J.-1) 
-,-:;:a N-1 

2a N+V~IJ.-1] -,-:;:a 

+_1_ + [1 1l=! (N-2) (N-3)]} 
1+a l 1+a N(N-1) 

I 

(A3) 

This equation can be rearranged to a simple sum
mation. Using designations given in fig.2 an ar
britary function g of argument IJ.-V may be written 
in a form where only a summation in one variable 
is necessary 

\I 

v=N 

o 

1 

2 

2 IJ.=N 

/t'\. ... t'\. t:~ " ~ ~~~ ~,"'~ I\.. 

'" '" ~'\~ "'r\."~ I\.. 

'" "" ~"~ '" " ~ t\. "-
'I\..' ~"~ "'," ~ 
',' " ,,~"'~ ~ ~ 

',' ~"~ ~V 

','" '\ 
~ ~ 

"r\."" ~I'\~ 
""r\. ~\. ""~ 

r"", I'" :I 
I~ 

N-j elements 

N-2 elements 

N- e lements -

j=lJ.-v 
=N-1 

j 

j=IJ.-\I 
=1 

Fig.4: Rearragement of a double sum into a 
single one 

N N 
L L g(IJ.-\l) 

,,= 1 1J.=\I+1 

N-1 
L (N-j)g(j) 
j=1 

(A4) 

Therefore expression (A3) for measure Co after 
some manipulations leads to the relation (9). 

(C) CALCULATION OF INHOMOGENEOUS TRAFFIC DISTRI
BUTION 

In general, the traffic distribution as used in 
paragraph 4 may be expressed in the form 

a(i,j) = b a q \i-j\ o 
Considering a O as the outgoing traffic from each 
terminal the normalizing condition 

i+s 
2 L a (i, j) = a

O j=i+1 

leads to a constant 

b = ~ a O l l=g 
q 1_q S 

Numbering the terminals in the loop system, be
ginning with that next to the control exchange 
as used in appendix (B), the traffic distribution 
may be described in more detail by 
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( ' ') 1 .l=g a 1.,J ="2 a O 1_q s 

where the function d(i,j), describing the de
creasing of traffic with increasing distances 
between terminals, is given by 

d (i, j) 

qi- j 

j-i 
q 

1 ( j < i 

i < j ( i+s 

o i+s < j < N+i-s 

qN-j+i N+i-s < j < N 

q ij-ii ij-ii (S I 
o s < I j - ii ( N - s-1 

1 <; i < s +1 

s+1 (i ( N-s 

S~N+i (, j <, i-SJ 
qi- j 

l.-S (J < 1. 

J' -i -s < i ~ N 
q i<j(N 

qN-i+j ( j ( s-N+' 

o 

d(i,i) = 0 1(j, i~N, j r i 

In this form it is used for calculation of mea
sure c as a function of a with parameters s 
and N presented in fig. 4. 
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