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The policing issue is, to this date, a problem largely unexplored and not well understood. 
Neither clear definitions nor models capable to lead to effective procedures have been given. 
The existing proposals for the policing procedures assume a source traffic statistical model, 
defined by some parameters, and try to enforce the source to respect the declared param
eters. Such mechanisms have shown intrinsic limitations that pose severe doubts on their 
applicability. This paper provides a systematic approach to the problem, in which an unam
biguous definition is given together with a measure of efficiency. This approach leads to some 
guidelines in providing efficient policing procedures. 

1. INTRODUCTION 

Among the advantages allowed by the Asynchronous 
Transfer Mode (ATM) the possibility to exploit at best 
the network resources by using statistical multiplexing 
is one of the most relevant. Since this technique assigns 
resources on a statistical basis, it may happens that 
user requests exceed the capacity allocated causing the 
loss of some cells. The cell loss probability PR is a 
measure of the undesirable interference among users 
and is often used to represents the grade of service of 
the network. 

The practical use of statistical multiplexing require the 
solution of the following three problems: 

• User Classification. This consists of a procedure 
capable to classify the behavior of users with re
spect to their suitability of being multiplexed. 

• Resource Allocation. This step requires a pro
cedure capable to evaluate the minimal amount 
of resources that must be globally allocated to a 
given mix of users, to guarantee the nominal cell 

loss PR' 

• Traffic Policing. A policing procedure is needed 
to assure that possible changes in users' behavior 
do not affect the cell-loss suffered by other users. 

The resource allocation problem has been widely stud
ied in the literature [1,2,31 assuming that users' be
haviors are represented by some classic stochastic pro
cesses, such as the Poisson point process or other more 
sophisticated (e.g. bursty sources). Evaluations have 
been performed using both analytical and simulation 
tools and the resource allocation problem may be con
sidered solved, at least by simulation, for any statistical 
model of user behaviors. 

Once the resource allocation has been planned assum
ing some traffic model, all efforts to provide a correct 
ATM operation have been devoted to design mecha
nisms that guarantee that users behave according to 
the assumed model. However, to this date, this is a 
problem largely unexplored and not well understood. 
Neither clear definitions of policing nor models capa
ble to lead to effective procedures exists in literature. 
Widely known policing mechanisms, such as the Leaky 
Bucket, the Sliding Window and others [41, are mech
anisms capable to control some theoretical parameters 
of the cell arrival process such as the peak bit rate, the 
mean bit rate and the mean peak duration. Unfortu
nately, the performance analysis of these mechanisms 
has shown some limitations in their ability to control 
the call parameters without affecting the traffic of well 
behaving sources. These limitations are not due to the 
specific implementation but are intrinsic of the overall 
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approach and pose severe doubts on its validity. This 
is mainly due to the fact that the attempt to control 
parameters, such as the average, faces the conflict be
tween the need of a good estimate, which means a long 
observation period, and the speed required to detect 
unwanted changes. 

The new approach to the policing problem in ATM 
networks, suggested in this paper, is based on a precise 
model of the multiplexing environment which allows to 
exactly evaluate the effect of traffic parameter changes 
on the network grade of service (Le., the cell loss) and 
to detect changes of users' behaviors which have un
desired effects. The approach followed provides also a 
practical definition and measure of the policing ability 
to fulfill its task. The above listed problems are recog
nized to be strictly related to each other and are solved 
together. 

In Section 2 we give a definition of policing based on 
the definition of efficiency which allows to compare dif
ferent techniques. As an example, the leaky-bucket effi
ciency is estimated in Section 3. In Section 4 we discuss 
the issues related to a formal description of the user 
classification which provides a solution of the polic
ing problem. The architecture of an optimum policing 
machine with the discussion of its applicability, is also 
given. 

2. POLICING DEFINITION AND EFFICIENCY 

The use of statistical multiplexing in sharing a common 
channel of bandwidth W (Fig. 1) among different user 
traffics with peak bandwidth Bp allows to reduce the 
bandwidth assigned to a single source, with respect to 
its peak value. 
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N 

Figure 1: Scheme of a multiplexing unit. 

This is possible because, due to statistical fluctuations, 

the users' requirements which exceed the assigned band
width are, with high probability, satisfied using the 
bandwidth unused by others. It may happen, however, 
that the global bandwidth requirement exceeds Wand 
some cells are lost. 

The fraction of lost cells P is a measure representing the 
unwanted interference among user traffics and must be 
kept very low. The bandwidth to be assigned depends 
on the maximum cell loss allowed Pn and on several 
other factors. Among these, a key factor is represented 
by the policing procedure applied to each user, as it 
will be shown next. 

In order to analyze the multiplexing advantages, de
signers usually assume that users' traffics are completely 
characterized by some statistical processes. In this 
work we also assume that the sources to be multiplexed 
are homogeneous, meaning that all of them are rep
resented by independent samples of the same process 
X(t) (the nominal process). 

For any environment, defined by Pn, Wand X(t), we 
define the nominal number of users N as the maximum 
number of independent users that can be accommo
dated at the multiplexer. The nominal bandwidth Bn 
of the source is then defined as Bn = W / N. 

The relationship among Bn and the traffic and system 
parameters have been widely investigated in literature 
(see [1,2,3] for examples strictly related to the ATM 
world). Unfortunately, these models do not take into 
account practical issues which are expected to strongly 
influence the results. In fact, users' behaviors are largely 
unknown and no answer to the problem regarding their 
identification is given. But, worse than that, these 
behaviors may change in time. Therefore, the band
width assignment must be determined in such a way 
that these changes do not cause a cell loss larger than 
the nominal one. 

A possible solution is to assign the nominal peak band
width, which is an easily controllable parameter. Un
fortunately, this choice would vanish any advantage 
provided by statistical multiplexing. As a consequence, 
if we want to maintain some advantage we must in
troduce a procedure capable to control and limit the 
source changes and this is indeed what is expected from 
the policing procedure. The tighter the control exerted 
by the policing procedure the greater is the bandwidth 
save. 

From the above comments, it follows that the band-



width assignment can be defined only in conjunction 
with a given policing procedure. More specifically, for 
any given environment as previously defined and a given 
policing strategy, we define the effective number of users 
Ne as -the maximum number of users that can be ac
commodated at the multiplexer so that the reference 
user X(t) is guaranteed the nominal cell loss whatever 
is the behavior of other users (Fig. 2). 
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Ne - 1 ---t.~o~li£ce~r]--~ 
Ne ref. user 

Figure 2: Conceptual scheme to measure Be. 

In order to get the maximum multiplexing gain, the 
bandwidth that must be assigned to users represented 
by X(t), called the effective bandwidth B., is given by 
Be = WINe 

A quantitative measure of the ability of a policing pro
cedure to maintain the multiplexing advantages is the 
policing efficiency, defined as 

Ne-Np 
'1= N-N. 

p 
(1) 

where Np = W I Bp is the maximum number of users 
that can be multiplexed if the peak bandwidth is as
signed. 

The efficiency is one if Be = BR, meaning that the mul
tiplexing advantages corresponding to nominal param
eters are completely maintained, and is zero if Be = Bp, 
meaning that the procedure is completely ineffective. 
The factor Bpl BR depends on the class of the process 
and represents the nominal gain factor of multiplexing. 
It influences the efficiency since a policing procedure 
may be more or less effective depending on the class of 
the process. 

The definition of policing efficiency allows to introduce 
an operative definition of the policing itself as a pro
cedure capable to provide an efficiency '1 greater than 
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zero. A procedure having efficiency one is defined as 
optimum. 

To evaluate Be one should know what is the worst case 
process W(t) which, as implied by the definition, de
termines Be. Unfortunately, the identification of such 
a process is quite difficult since it strongly depends on 
the policing technique used. Anyway, upper bounds 
to the policing efficiency may be obtained assuming as 
W(t) any other process. 

Another issue involving policing mechanisms is the way 
they directly affect reference users, i.e. users which be
have according to nominal parameters. In fact, it may 
happen that statistical fluctuations within the nominal 
behavior cause the dropping of some cells by the polic
ing mechanism. Of course, the fraction Pd of cells erro
neously dropped must be smaller than PR. The fraction 
Pd may constitute another parameter to be considered 
when comparing policing mechanisms of the same effi
ciency. 

3. A CASE STUDY: THE LEAKY BUCKET 

In the following we evaluate the efficiency of the leaky 
bucket policing technique, assuming a bursty traffic 
model for the source behavior. In this model, cells 
arrive in bursts at a peak rate P, the burst size is a geo
metric random variable of average B (cells) and the gap 
between consecutive bursts is a negative-exponential 
random variable determining an average cell arrival 
rate A. Both the gap and the burst length are assumed 
to be independent. 

The leaky bucket mechanism [4] is defined by the pa
rameters K and R which specify the pseudo-queue length 
and the speed at which it empties, respectively. By dis
carding input cells when the pseudo-queue is full, the 
leaky bucket limits both the average rate and the burst 
length to values given by R and D = KI(1 - RIP) 
respectively. It does not affect the peak arrival rate, 
which, anyway, can easily be controlled by other mech
anisms. In our scenario we assume that the peak rate 
P can not be changed by users. 

No matter how the parameters are set, this mechanism 
can not reach efficiency one. In fact, for any value 
R > A there is a minimum value of D which assures 
that a given cell-drop probability Pd at the leaky bucket 
is never exceeded, and this minimum value increases 
without limit as R tends to A. A strict control on the 
average ( R -+ A) can not be achieved since this means 
very high values of D. But very long bursts arriving 
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P(Mbls) PIA 

10 5 
10 5 
10 5 

10 5 
10 5 

10 50 

50 50 
50 50 

P(Mbls) PIA 

10 5 
10 5 
10 5 

10 5 
10 5 

10 50 

DIB 

RIA = 1.1 
RIA =2 

B 

100 
100 
100 

10000 
10000 

100 

100 
100 

B 

100 
100 
100 

10000 
10000 

100 

TABLE I 

PIA=5 

26 
4.5 

TABLE 11 

PIA = 50 

33 
5 

Average control parameter RI A = 1.1 

Q N Ne 

25 33 29 
100 38 28 
500 44 27 

50 34 26 
500 35 26 

50 275 236 

50 20 13 
500 43 7 

TABLE III 
Average control parameter RIA = 2 

Q N Ne 

25 33 19 
100 38 20 
500 44 21 

50 34 18 
500 35 20 

50 275 125 

Np fJ 

15 0.78 
15 0.49 
15 0.43 

15 0.58 
15 0.55 

15 0.85 

3 0.59 
3 0.10 

Np fJ 

15 0.22 
15 0.22 
15 0.21 

15 0.16 
15 0.25 

15 0.42 



at the multiplexer at a peak rate force to assign the 
peak bandwidth. Thus R must be sensibly grater than 
A with a consequent and unavoidable loss of efficiency. 

The behavior of D versus A has been investigated in 
[6], where it has been observed that, for a given nor
malized rate RI A, the cell-drop probability depends on 
the ratio D I B and is practically insensible to the ab
solute value of B. An example of the results obtained 
is given in TABLE I showing the minimum ratio D I B 
needed to achieve a cell-drop fraction Pd = 10-6 for 
different values of RI A and PIA. 

To evaluate an upper bound to the efficiency of the 
leaky bucket, we assume as W(t), worst case, the pro
cess representing a source which is continuously trans
mitting at peak rate P. In this case, the traffic entering 
the multiplexer, after the leaky bucket policing, has an 
average rate R and is composed by bursts of constant 
length equal to D. The parameters Rand D are cho
sen so that the cell drop of the reference source does 
not exceed 10-6 • 

As described in [6], simulations have been performed 
in order to find the maximum number (Ne - 1) of 
worst case users that can be multiplexed with a ref
erence source still maintaining the nominal packet loss 
Pn equal to 10-6 • In TABLE 11 we report the values Ne, 
N and the bound to the efficiency assuming W = 150 
Mb/s, Pd = 10-6 and R = 1.1A. These results are 
reported for several values Q of the multiplexer queue 
length and different users' characteristics. In TABLE 
III similar results are shown assuming R = 2A. 

The results show that the value of R is very critical 
for the policing efficiency. More extensive investiga
tions are needed to find the optimum set of parameters, 
which may change changing the environment. 

4. SOLUTION TO THE POLICING PROBLEM 

In Section 2 we have given an operative definition of 
policing. In this Section we further investigate the is
sue in order to get guidelines to obtain optimum or 
highly efficient policing machines. We will see that 
this problem has impact on User Classification and the 
Resource Allocation problems. As in Section 2, we as
sume that the system is represented by a statistical 
multiplexer with output bandwidth W. The policing 
problem refers to the behaviors of user traffic just be-
fore the multiplexer, where some constraints on the 
traffic shape are set by transmission lines, peak con
trollers and so on. We denote by S the space of these 
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behaviors and assume that actual behaviors are inde
pendent samples drawn from this space. 

We have already seen that policing is a mean to con
trol and limit source changes. The changes we are in
terested in are those which cause an increase in the 
cell-loss fraction P beyond the nominal value Pn (we 
will call this an excess loss) in the multiplexing situa
tion with N users (shown in Fig. 1). IT a detector of 
these changes exists, then we may build an optimum 
policing machine following the scheme shown in Fig. 
3. The switch is used to cut out the source from the 
multiplexer if the change is detected, while the delay 
D is introduced to compensate the detecting delay and 
its choice will be discussed later. 

~ . - .. ------- ------ ----------- ----- ... --- --_ .. , · . · . · . · . · . · . · . · . · . · . · . 
y(t)! ! 

---;....----.1 

~ .. .. .......... :J:>.<?.1~~~!. ................ 1 

Figure 3: The policing machine. 

Since the notion of change is strictly related to a change 
in the grade of service (GOS) at the multiplexer, a 
definition of GOS which is dynamic by itself is needed. 
Note that a dynamic measure of GOS is also required 
to better characterize the bursty nature of the cell-loss 
process. In fact, long term averages, as often assumed 
in literature, can not represent the differences observed 
in loss processes with the same average but different 
burst lengths. 

We do not further elaborate on GOS definition, as it 
is out of the scope of this paper, and simply assume 
that the GOS is defined on a moving time window of 
length l' as the fraction 1(1') of cells lost in 1'. A more 
complete GOS definition could be given by a set of 
such measures (l( 1'i)) over windows of different lengths 
1'i . From the above assumption, l' turns out to be the 
time resolution of the change. We will also assume that 
the memory of the overflow process is negligible with 
respect to T so that the definition of sources' behavior 
and change can be restricted to a window of the same 
extension. 
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The definition of change implies a definition of refer
ence behaviors, Le., the behaviors of sources that do 
not present change8. We will refer to these behaviors 
as hone8t while we will call di8hone8t the behaviors that 
present change8. 

Note that practical change detectors may present two 
kind of errors. The first, type I error, occurs when 
changes which actually do not exist are detected, Le. 
honest users are recognized as dishonest. This causes 
the policing machine to take actions against honest 
users, a situation that can not be accepted in a proper 
design. The second, type 11 error, is due to failures in 
detecting existing changes. This error is less critical 
than the previous one since the only consequence is a 
loss of efficiency in the policing machine: the higher 
the uncertainty in detecting the changes, the higher 
the efficiency loss. A detector which avoids both types 
of errors is said to be ideal. 

In the following we look for an absolute classification 
(still relative to the bandwidth W of the channel) of 
users' behaviors, which we call hone8ty level, such that 
all behaviors of a given level k can be considered honest 
when multiplexed in groups of size k or less. This is 
fundamental in the policing problem since these levels 
can be used: 

• to classify users in their behaviors, with respect 
to the fixed GOS (User classification problem). 

• to design the Admission Control (Resource Al
location problem), assuming that users declare 
their level. 

• to check, with a level detector (change detector), 
whether or not the user's behaviors belong to the 
declared levels (Traffic Policing). 

As the existence of such a classification can not be as
sured a priori, we need to find the conditions under 
which it can be obtained. 

Let assume AA: be a subset of S such that all k-ples com
posed by its elements do not cause excess loss. Suppose 
also that it is possible to determine the set AHI ~ AA: 
such that all (k + I)-pIes composed by its elements do 
not cause excess loss while this is not assured for all 
(k + I)-pIes containing any element of AA: - AA:+l' If 
this is possible, we can determine a succession of sets 
Ao = S 2 Al -2 A2 2 As, ... , which can be used to 
classify the elements of the set AA: as hone8t behavior8 

up to level k. In fact, these elements would be the only 
ones of S which assure no excess loss when multiplexed 
in any group of size k. 

The elements of the set )lA: = AA: - AHl are defined as 
hone8t behavior8 at level k. These sets provide a clas
sification of behaviors according to their multiplexing 
degree with respect to the grade of service (excess loss). 
Note that honest behaviors at level k never cause ex
cess loss when multiplexed in groups of size j ~ k and 
that the elements of )10 always cause excess loss. 

The definition of honest behavior given above appears 
quite natural. Unfortunately it is not consistent with 
some requirements, listed below, which are also natural 
and mandatory, since the definition would be useless if 
these requirements are not respected. 

1. A honest behavior must be uniquely defined. 

2. Honest behaviors must allow multiplexing gain, 
Le. the effective bandwidth assigned to them 
must be less than their peak bandwidth; 

3. If y(t) is honest at level k, all its delayed replicas 
y(t - 6) must be honest at the same level. (Since 
y(t) is defined in a window of duration r, the de
layed replicas are obtained from y(t) by delaying 
it by 6 on a circular time axis of length r). 

The definition of honesty attempted above violates con
dition 1 since, in general, there is no way to uniquely 
determine AHh and then )lA:, given AA:. 

Condition 2 is violated if condition 3 is respected. In 
fact, if y(t) E AA:, its delayed replicas, even for very 
small delays, are in AA: (condition 3); but in this case, 
because of the possibility of identical replicas (6 -+ 0), 
the peak bandwidth must be assigned and no multi
plexing gain is obtained. 

To satisfy both conditions 2 and 3 it is sufficient to 
require that, in defining AA: and )lA:, 

a: the exce88 1088 i8 avoided with probability 1-E, where 

l is very small i/ compared to the nominal loss proba
bility. 

This new condition allows to ignore k-ples with almost 
identical replicas provided that, as it usually happens, 
their occurrence is very unlikely. 



Furthermore, to guarantee a unique honesty definition, 
it must result that 

b: different sets A~i) ( }lii) ) at the same level k differ 
at most for a set whose probability is negligible, i.e.: 

(2) 

In this case, we will say that the sets A~i) (}lii») are 
almost equal (Le. equal with high probability) and 
anyone among these sets will indifferently represents 
the sets honest up to (at) level k, thus providing a 
unique classification of users. 

Note that, as a corollary of condition and b we have 
that 

c: no subset CIe C }lie, of finite measure, exists such 
that any i-pie, i > k does not cause excess loss. 

In fact, if such a subset CIe exists, it must be a set having 
the same properties of a subset of Ai' thus violating 
condition b. 

In the sequel we assume that the above requirements 
can be met. A brief discussion on how we can verify 
such an assumption and on the consequences of the 
impossibility to define absolute honesty is postponed 
to the end of the Section. 

Note that, from requirements a, b and corollary c it 
follows that the function a(m), representing the prob
ability that a m-pIe of }lie causes excess loss, is a non de
creasing function of m, such that a(Np ) = 0, a(k) < E, 

a(k + 1) > 1 - E. The same property is shared by all 
subsets of }lie of finite probability measure. This sug
gests the following way to find sets }lie. 

Consider the function a(m) defined on the set Y of all 
delayed replicas of a behavior y(t) and let N the higher 
value of m that satisfies the inequality 

a(m) ~ E. 

The set lie composed by all y(t) that present N = k, is 
almost equal to the set }lie, Le. 

(3) 
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and thus N is the honesty level of y(t) (with probability 
1- E). 

In fact, if the above condition is not true, it must hap
pen that some set CIe C }lie, of finite measure, belongs 
to a set Ii with either i < k or i > k. The first case is 
excluded by definition while the second one is excluded 
by the corollary c. 

The above procedure to determine the honesty level 
of a behavior y(t) suggests a simple architecture of a 
change detector, shown in Fig. 4, which is called the 
level-N replica detector. The delays 0 < tt < tz < 
... < tN-l are chosen so that y(t) and its replicas be
have like independent samples, Le. they are randomly 
chosen on the interval [0, r]. IT no excess loss is ob
served at this machine, the behavior y(t) is considered 
honest (up to level N)j otherwise it is considered dis
honest (Le. honest at some level i < N). 

1 

2 

N-1 

N Y t 

Figure 4: The replica detector. 

The replica detector does not present type I errors with 
a probability greater than 1 - E, which means practi
cally no error. With the same probability it does not 
presents type 11 errors. However, in detecting dishon
est behaviors, we cannot rely only on probabilistic ar
guments, since dishonest behaviors may be deliberately 
generated by some users. IT these dishonest behaviors 
are easily determined, designers can choose N. < N 
to avoid excess loss (thus accepting an efficiency re
duction). IT not, we may accept the probabilistic ar
gument, treating as impossible those behaviors that 
constitute a negligible set of S. 

The use of a replica detector in the policing machine 
shown in Fig. 3 requires a delay D > tN-l, in order 
to guarantee that a dishonest source is cut out before 
it causes excess loss at the multiplexer and to assure 
the optimality of the policing machine. To keep D 
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small, tN-l must be the smallest value that guarantees 
that replicas represent independent samples. This is 
obtained by choosing tN-l - t' x (N - 1) where t' is 
the lowest value at which the autocovariance function 
c(t), of samples at level N, reaches negligible values. 
We may reasonably expect that t' x (N - 1) « T, 

since the nominal cell loss and the delay introduced by 
the queue at multiplexer are expected to be very small. 

This issue was investigated in [5], for the traffic model 
assumed in Section 3 with the following parameters: 
p,. = to-6

, B = 20, PIA = 11, N,. = 10, Q = 45, 
and W I P = 4. The autocovariance function of this 
process has a negative exponential shape whose time 
constant may be expressed as B(l - AlP) = 18 (cell
time). It has been verified, by both analytical models 
and simulations, that replicas behave as independent 
samples if we choose t. as low as t. = i x 90, and that 
the behavior of the replica detector is practically ideal. 
However, investigations performed assume as GOS the 
cell-loss probability measured over an unlimited time 
interval, which is the only GOS parameter that allows 
theoretical investigations. Wider and more precise in
vestigations are needed, especially to evaluate the effect 
of lower values of t •. 

The admission control procedure can be designed to 
operate in real time by using a multiplexer simulator 
fed by the traffic mix representing accepted calls. A 
new call, say of level k, is accepted if, adding a level k 
sample in the simulator, no excess loss is observed. 

The honesty level of a user can be measured by using a 
bank of replica detectors M. with i inputs. According 
to the definition given, the honesty level is k if Mk+l 

presents excess loss and MI, M 2 , ••• M" do not present 
excess loss. 

H we have a sufficiently great set of samples of S, we 
can classify them as belonging to some sets 1i as spec
ified above. Statistical tests can then be performed to 
see if these sets can represent honest sets )/i. H it is 
not so, no absolute definition of honesty can be given. 
However, sets 1; can be assumed to represent a relative 
honesty definition which may be useful since it may 
be easily verified by using the replica detectors. Users, 
whose behavior is recognized of level k, are never recog
nized as dishonest by the change detector of the same 
level. Thus no type I error occurs. Type 11 errors are 
possible and must be prevented from causing excess 
loss by reducing the policing efficiency. 

5. CONCLUSIONS 

In this paper we have presented an approach to the 
policing problem capable to provide useful insights and 
practical guidelines to the solution of the policing prob
lem. This approach is based on the exact modeling of 
the change in performance due to changes on traffic pa
rameters. This modeling is obtained by assuming the 
loss at a multiplexer as the parameter that must be 
controlled by policing procedures. The assumption of 
a single multiplexer may lead to an oversimplification 
of the policing problem in ATM networks; however, 
the methodology presented can be extended to more 
appropriate models. A quantitative definition of the 
ability of a policing procedure to fulfill its task has been 
given. We have recognized that a dynamic definition 
of the grade of service is needed to properly approach 
the problem. As a main result, we have defined the 
conditions, on the user behavior space, for the exis
tence of an optimum policing machine and have pre
sented a practical implementation based on the replica 
detector. The proposed implementation appears to be 
very attractive even when optimality conditions are not 
satisfied. More accurate performance evaluations need 
more specific identification of users' behaviors. 
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