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store-and-forward deadlock (SFD) prevention in packet-switching 
WANs consists in ·the appropriate design of the rule controlling 
acceptance of incoming packets in each node, called a controller. In 
this paper, an approximate stochastic analysis is carried out to 
learn what network throughput degradation is to be incurred in 
exchange for SFD-freedom under various controllers. structured 
buffer pool, circulating token and erasable packet controllers 
are analysed to demonstrate the need of combining the 
controller with a properly designed congestion control mechanism. 

1. INTRODUCTION 

store-and-forward deadlocks (SFDs) in 
packet-switching wider-area networks 
were observed as early as the mid-70's 
and immediately recognized as a serious 
threat to smooth network operation. They 
were subsequently described and 
classified in a number of papers (e . g., 
[1-3]), and extensive research started 
to find suitable anti-SFD mechanisms . By 
now a large variety of such mechanisms 
have been incorporated in the 
packet-switching network software, while 
the methodology of their evaluation 
remains far from satisfactory. This 
paper presents an analytic approach to 
stochastic performance evaluation for a 
class of anti-SFD mechanisms and 
stresses the need of combining them with 
congestion control. 

SFDs in a packet-switching network are 
brought about by the use of reliable 
(ARQ-type) node-to-node protocols along 
packet routes from source nodes to the 
respective destination nodes. Suppose A 
and B are two consecutive nodes along a 
route. Node A retains a copy of each 
packet sent to node B and awaits a 
positive or negative acknowledgement 
(ACK or NACK) , subsequently issued by 
node B depending on whether it has 
accepted or rejected the packet: in 
the former case the packet is granted 
one free buffer in node B. A returning 
ACK causes node A to discard the copy of 
the packet being acknowledged, whereas 
upon receipt of a HACK node A regards 
the copy as a packet ready for 
retransmission. Nodes can thus be viewed 
as reusable nonpreemptible resources 
fulfilling the well-known "wait-for" 
condition and thereby constituting a 

deadlock-prone environment [4]. 

The term SFD refers to an indefinite 
wait state in which there is a set of 
packets such that any packet of the set 
can only move when some other packet of 
the set has moved. Fig la shows an 
example of an SFD where the condition of 
acceptance is simply the presence of at 
least one free buffer in a node's buffer 
memory. By requiring in addition that 
the number of packets routed to any 
neighbouring node not exceed a given 
limit, say 2, one can produce an SFD 
shown in Fig. lb. 

Ofree buffer ~ packet routed as shown 

Fig.1 Examples of SFDs 
(packets in nodes A, Band C 
follow routes A-B-C, B-C-A 
and C-A-B, respectively) 

Prevention of SFDs consists in the 
clever design of a rule controlling 
acceptance or rejection of packets in 
each node (a controller) [3,5-12]. Up to 
now there has been little an evaluation 
of a controller could be based on. In 
1981, Toueg and Ullman [6] formulated 
what might be called the liberality 
criterion whereby, informally, one 
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controller is superior to another 
if it employs a weaker ( "more liberal") 
condition of acceptance. Stochastic 
behaviour of some controllers was analy
sed in [13,14] and simulated in [15]. 

Our point of departure is that the main 
cost of SFD prevention is a degradation 
of network throughput as compared to a 
network where no controller is applied 
(i.e., where the condition of acceptance 
is merely the buffer memory not being 
full, as in Fig. la). The goal of this 
paper is to fit as many existing 
controllers as possible into a unified 
stochastic model of a network so as to 
evaluate the resulting network 
throughput degradation. The model we 
adopt assumes symmetry in the network 
topology, control and traffic pattern, 
thus permitting to focus the analysis on 
a single isolated node, modelled as a 
markovian queueing network with 
population size constraints and variable 
arrival rates [16], with the presence of 
other nodes reflected through 
appropriately modified arrival and 
service rates [17]. The relevant 
probability distributions are obtained 
via the convolution algorithm [18], 
modified so as to take advantage of the 
symmetry of the model. 

In Sec.2 we briefly describe the four 
analyzed controllers, of which two rely 
on structured buffer pools (SBP) and the 
other two exploit the concepts of 
circulating tokens and erasable ~~kets. 
In Sec.3 the adopted model is presented 
and Sec . 4 outlines the approximate 
evaluation of the network throughput 
degradation under our controllers as 
well as some numerical results and 
comments. Sec.5 concludes the paper. 

2. MECHANISMS OF SFD PREVENTION 

A packet-switching network consists of a 
collection of nodes interconnected by 
duplex channels. Each node is equipped 
with a buffer memory containing B single 
-packet buffers , a routing unit and a 
controller unit. For an incoming packet, 
the acceptance or rejection decision 
of the controller depends on: l)the 
local class of the packet and 2)the 
current node state, both defined by 
the controller. In what follows we 
assume that the local classification of 
packets 1s based on the number of hops 
(i.e. , channels) to the destination node 
as determined by the routingunit (fixed 
routing must be applied). Class 0 
packets will be called destinat~on 
packets. Let H be the maximum route 
length (in hops). 

The first controller, referred to as 
Separate Pools (SP) [5], belongs to the 
SBP family and consists in having the 
buffer memory divided into H+1 separate 
pools each containing Bh buffers (Bh)O 

and Bo+' .. +BH=B, which requires B)H), 

accessible exclusively for class h 
packets, h=O, ... ,H. A more liberal SBP 
controller, further referred to as 
Nested Pools (NP) [7] is obtained by 
requiring that B = B-h and that the 
h-th pool be accessible for class h, 
h-1, ... ,0 packets. SFD-freedom under SBP 
controllers is usually proved by 
constructing a loop- or knot-free 
relation among all packets in the 
network. Also, it has been proved that 
NP is the most liberal among all 
conceivable SBP controllers (7]. 

The next two controllers are motivated 
by the following theorem [9]: 

Theorem 1. If a given controller C 
always accepts a packet provided that 
this does not lead to having the buffer 
memory full od non-destination packets, 
then C is more liberal than NP. 

Consider first the Circulating Token 
(CT) controller [9, 10]. The idea is to 
have a unique token circulate in the 
network (either attached to a packet or 
as a control message) and to let a node 
grant the last free buffer only in the 
presence of the token or at least one 
destination packet. Here SFD-freedom can 
be proved in the same way as liveness in 
a state transition system. By Theorem 1, 
CT is more liberal than NP, moreover, by 
letting more than one token circulate in 
the network, its liberality can be 
further increased; up to 3 tokens may be 
allowed unless certain topology pre
arrangements are made [9]. 

Finally, the so-called Erasable Packet 
(EP) controller, recently proposed in 
[12], is somewhat unconventional in that 
it allows a "conditional acceptance" 
decision and relies on an arbitration 
scheme assigning unequivocal global 
priorities to all packets in the network 
(e.g., time stamps). A "conditionally 
accepted" packet is considered erasable 
i.e., may be erased to make room for an 
incoming packet of higher priority in 
the case the buffer memory 1s full of 
non-destination packets. At any time 
there can be at most one erasable packet 
in a node (always a non-destination 
packet). An erasable packet changes its 
status to non-erasable when any buffer 
in the buffer memory is freed. We assume 
that the acknowledgement procedure is 
ARQ-type except that if a packet is 



transferred along its route as an 
erasable packet i.e., is "conditionally 
accepted" in successive ,nodes, and 
eventually gets erased then a NACK is 
passed backwards along the route to the 
node where the packet was last 
considered non-erasable and causes that 
node to retransmit the packet. The proof 
of SFD-freedom proceeds by showing that 
the highest-priority packet in the 
network is always free to reach its 
destination node, perhaps erasing some 
other packets on the way [12]. 

3. NETWORK MODEL 

Although B)H and fixed routing are not 
necessary for CT and EP , we shall keep 
both these assumptions in force to allow 
fair comparison between CT, EP and the 
SBP controllers. We also assume that 

1. External traffic forms a Poisson 
arrival stream with total arrival rate 
of r packets/sec.; packet transmission 
times are exponentially distributed with 
mean value of 1/~ sec./packet in a 
node-to-node channel and negligible in a 
node-to-local-terminal channel (thus no 
queue of destination packet ever forms). 

2. Packets stored in the buffer memory 
Ll a node are arranged in Q output 
queues served in FIFO order with the 
provision that a copy of a packet 
rejected by the next node reappears at 
the end of the queue as a packet ready 
for retransmission; no limit on the 
number of retransmissions is imposed. 

3. The traffic pattern and routing rule 
are fully symmetrical i.e. , produce 
equal arrival rates to all output queues 
in the network. 

4. An N-node fragment of the network is 
analysed, with no traffic arriving from 
the rest of the network; in each source 
node let gij denote the proportion of 

external traffic to be transferred along 
routes consisting of i hops, of which 
exactly j belong to the fragment in 
question (subject to Ei Ej g ij =l). 

5. Transmission and processing times of 
control messages are negligible. 

6. Congestion control is performed in 
each node by the Input Buffer Limit 
mechanism [17] whereby the number of 
~~~~ce packets (arriving from local 
terminals) is limited to B' (B':::B). 
Source packets are distinguished from 
transit packets (arriving from other 
nodes) by the congestion control unit. 
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The purpose of Assumption 4 is to 
provide certain degree of freedom 
regarding the distribution of load by 
local class - by changing gij'S one can 

change the proportion of, say, class 0 
or 1 packets to class H packets even 
though the traffic pattern and routing 
rule remain symmetrical. 

4. EVALUATION OF NETWORK THROUGHPUT 

As was mentioned before, owing to the 
symmetry of the network model it is 
enough to analyze a single isolated node 
with appropriately modified arrival and 
service rates. The node is modelled as a 
queueing network with Q queues and 
population size constraints imposed by 
the controller and the congestion 
control mechanism. To distinguish 
between source and transit packets, the 
node state is defined as 

y = (ys'Yt)=[Ys1··· YsH'Yt1·· 'Yt,H-1] (1) 

where Ysh (Yth) is the number of class h 

source (transit) packets h hops away 
from their destination nodes (YsO=YtH=O 

since no 0- or (H+1)-hop route exists 
and YtO=O due to Assumption 1). Denote 

by PSh and PTh the probabilities of 

rejection of a class h source (transit) 
packet and by rshand r th the normalised 

source (transit) packet arrival rates 
seen by each queue. 

We shall first consider the SBP 
controllers. The normalised arrival 
rates are state-invariant in this case 
and can be computed, under Assumptions 1 
through 4, as 

r sh = 
~NQ( 1-PTh_1 ) 

H 

r E (l-PS i )G i i-(h+1) 
i=h+1 ' 

(2) 

~NQ(1-PTh)(1-PTh_1) 

i 
where Gik=Ej=kgij' The term 1-PTh in the 
denominator accounts for rejections by 
the local controller unit whereas 
1-PT

h
_

1 
accounts for rejections 1n the 

next node. From the description of SP 
and NP we get 

(3) 
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and PShis the probability of the above 

event or Ilyll=B' (IIvll denotes the sum of 
all components of a given vector v). 

Consider now CT with m tokens. When 
IIyll=B-1, an incoming packet can only be 
accepted in the presence of a token 
(recall Assumption 1). Assuming a fair 
token distribution policy, a token is 
present with probability m/N, which 
implies the reduction of the arrival 
rates to m/N of those given by (2) 
whenever ~y~=B-1. The probabilities of 
rejection may be expressed as 

PS = Pr(IIyll=B or IIYsll=B') + 

sgn(h)(1-m/N)Pr(~y~=B-1 or ~Ys~=B') 

PTh = Pr(~y~=B) + (4) 
sgn(h)(1-m/N)Pr(IIyll=B-1). 

Finally, let us consider EP. Recall that 
whenever a packet gets erased, it is 
retransmitted by the node where it was 
last considered non-erasable; virtually, 
it moves backwards a number of hops 
dependent on the arbitration scheme 
applied. In the ideal case an erased 
packet moves just one hop backwards; 
from the description of the EP 
controller it may be deduced that the 
network then behaves as if no controller 
was applied i.e., 

PTh ~ PT = Pr(~y~=B). (5) 

Indeed, only finding a full buffer 
memory causes a rejection or erasure and 
in our case this results in exactly one 
extra hop, namely the retransmission of 
either the incoming packet or the erased 
packet. In the worst possible case an 
erased packet moves backwards all the 
way to its source node. Let ~ denote the 
average number of hops an erased packet 
moves backwards and w denote the average 
number of extra (re)transmissions caused 
by an incoming packet finding a full 
buffer memory. Then 

w = 0.5 + 0.5 (
1 + (~-1 )w ) 

l-PT (6) 

where the first term accounts for the 
incoming packet retransmission (since 
full symmetry is assumed, this happens 
with probability 0.5) whereas the second 
accounts for erasing a packet, which 
next moves ~ hops backwards; this 
results in one extra retransmission from 
the previous node and, on average, 
(~-l)/(l-PT) (re)transmissions to reach 
the previous node, each of which in turn 
results in w extra (re)transmissions in 
the case of finding a full buffer 
memory. Solving for w we find 

(~-1) -1 

w = (1 - 0.5 1-PT ) (7) 

with ~ rang*ng from 1 (the ideal case) 
to 1+E(~-2) where the random variable R 
represents the route length in hops (the 
worst case). The idea of our 
approximation is to modify the arrival 
rates (2) by substituting w/(l-PT) for 
l/(l-PTh ) and 1/(1-PTh _1 ) and carry on 

as if no controller was applied i.e., to 
assume that the influence of packets 
moving backwards manifests itself only 
through increased arrival rates. 
Assuming that source packets must not be 
erasable, we have 

PSh~ PS = Pr(IIYII~B-1 or IIYsll=B'). (8) 

It remains to' compute the probabilities 
of rejection in terms of the arrival 
rates in queues. This can be done using 
the well-known solution for queueing 
networks with population size 
constraints [16]: if Y denotes the set 
of all feasible node states then for any 
U ~ Y and any controller C 

Pr(yeU) = 
EyeU n(y)vQ(y) 

Eyey n(y)vQ(y) 
(9) 

where n(y)=m/N when IIyll=B and C-CT with 
m tokens, and n(y)=l otherwise, 
while vQ(y) denotes the coefficient at 

Ys1 YsH Yt1 Yt H-1 
~sl "'~sH ~t1 "'~t,H-l in the 
power-series expansion of the function 

( 
H H-1 -Q 

V(~) = 1 - t rsh~sh - t rth~th) (10) 
h=l h=l 

and may be obtained via the convolution 
algorithm [18] 

H 
Vq(Y) = Vq _1 (y) + t r hV (y-1 h) + 

h=l s q s 
(11) 

with VO(y)=l for ~y~=O and 0 otherwise; 

lsh and lth are the unit vectors in y. 

The following theorem, proved in [9], 
permits to reduce the computational cost 
involved in computing vQ(y) to l/Q of 

that required by (11). 



Theorem ~. 

(12) 

.. 
where v (y) is defined for the 
power-series expansion of the function 

.. H H-1-1 V (~) = (1 - Q ~ r ~ - Q I: r ~ ) 
h=l sh sh h=l th th 

(13) 

that is, can be obtained as for a 
single-queue network with arrival rates 
Q times the original ones. 

Since vQ(y) depends on PSh and PTh 
(through the arrival rates) we arrive, 
similarly as in [17], at a set of 
nonlinear equations which may be solved 
iteratively for PS h and PTh to produce a 

unique solution. The network throughput 
is given by 

H 
T = r E (l-PSh )GhO · 

h=l 

100 

(14) 
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For convenience we shall introduce 
normalized network throughput and load, 
Tn=T/Tov and rn=r/rov ' where Tov and rov 
correspond to the overload point (i.e., 
one at which the throughput vs. load 
curve reaches its maximum) in a~ 
packet-switching network in which 
neither SFD prevention nor congestion 
control is applied; therefore Tn is an 

adequate measure of the cost of 
SFD-freedom. 

In Fig.2 we plot Tn vs. rn for N=6, B=5, 

Q=3, H=3, gij'S as indicated, and two 

values of B': 2 (found to be optimal at 
heavy load) and 5 (meaning that no 
congestion control is applied). A 
general conclusion one can draw is that 
at moderate and heavy load one should 
carefully combine increased liberality 
of a controller with tightened 
congestion control in order to maintain 
high network throughput. Too loose 
congestion control may lead to a 
situation (reported in [14]) where even 
a very restrictive controller, like SP, 
becomes superior to more liberal ones. 
For EP,the distance between the ideal 

70~~~--~~~~~~~~ 

Tn 
~/oJ 
60~~--+--+--~-+-=~~~4-~ 

40 
60 

-8,'-2 <>CT,3tokensxE~ideQlcase cNP 
- -- BaS 9 C 1: 1token ~ Et;'worst case 0 SP 

70 80 90 100 110 120 130 140 150 
tn CO/oJ 

Fig.2 Normalised network throughput vs. load 
glj=o , g20=·15,g21=·l,g22=·05,g30=·3,g31=g32=·15,g33=·1 
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case and the worst case curves is what 
may be gained or lost when designing the 
arbitration scheme, though even at its 
best EP does not seem to outperform CT 
with 3 tokens. The comparison between NP 
and CT is affected by a number of 
factors; small buffer memory, large H 
and gij'S resulting in high proportion 

of packets faraway from their 
destination nodes favour CT. 

5.CONCLUSIONS 

The danger of store-and-forward 
deadlocks Is inherent in packet networks 
as a consequence of reliable (ARQ-type) 
node-to-node protocols. Prevention of 
SFDs consists in the clever design of a 
controller i.e., a rule which controls 
the acceptance of packets in each 
network node. We have presented a method 
of approximate evaluation of the network 
throughput degradation caused by a given 
controller, which, we feel, is the main 
cost of SFD-freedom. A few controllers 
were analysed within a unified 
stochastic model of the network· these 
included structured buffer' pool, 
circulating token and erasable packet 
controllers. Thanks to the symmetry of 
the model, the computational cost 
involved was made independent on the 
network size. Congestion control by 
means of the Input Buffer Limit 
mechanism was incorporated in the model 
to demonstrate that increased liberality 
of a controller only guarantees high 
network throughput at heavy load when 
combined with properly chosen parameters 
of the congestion control mechanism. 

REFERENCES 

[lJ Raubold, E. and Hanle, J., A method 
of deadlock-free resource allocation 
and flow control in packet networks, 
in: Proc. ICCC'76, Toronto, 1976, 
pp. 483-487. 

[2] Gerla, M. and Kleinrock, L., IEEE 
Trans. Comm. COM-28 (1980) 553. 

[3J Gunther, X., IEEE Trans. Comm. 
COM-29 (1981) 512. 

[4] Coffman, E. G. et aLe, Comp. 
2 (1971) 47. 

Surveys 

[5J Merlin, P.M. and Schweitzer, P.J., 
IEEE Trans. Comm. COM-28 3 (1980) 
345. 

[6J Gelernter, D.,IEEE Trans.Comput. 
C-30 10 (1981) 709. 

[7] Toueg, S. and Ullman, J.D., SIAM 
J.Comp. 10 (1981) 594. 

[8] Gopal, I.S., IEEE Trans.Comm. COM-33 
12 (1985) 1258. 

[9] Xonorski, J., Application of circu
lating tokens to store-and-forward 
deadlock prevention in packet 
networks, Tech.Rep. 02.16, Tech. 
Univ. of Gdansk, 1986 (in Polish). 

[10]Konorski, J., Store-and-forward 
deadlock prevention in packet 
networks - a circulating token 
approach and performance considera
tions, in: Proc.ICC'86, Toronto, 
1986, pp. 4.6.1-4. 

[11]Blazewicz, J. et aL. IEEE Trans. 
Comm. COM-35 (1987) 564. 

[12]Brzezinski, J., An erasable packet 
multiplication algorithm for preven
tion of store-and-forward deadlocks 
in packet communication networks, 
in: Proc.ICCS'88, Singapore, 1988, 
pp. 24.2.1-5. 

[13]Agnew, G.B. and Mark, J.W. ; IEEE 
Trans.Comm. COM-32 8 (1984) 902. 

[14]Swiderski, J., Efficiency of store
-and-forward deadlock prevention 
controllers, in: Proc.ITC 12, 
1988, pp. 4.4a.5.1-7. 

[15]Giessler, A. et aL. IEEE 
Comm. COM-29 (1981) 436. 

Trans. 

[16]Lam, S.S., IBM J.Res.Devel. 21 
(1977) 370. 

[17]Lam, 5.5. and Reiser, M., IEEE 
Trans.Comm. COM-27 (1979) 127. 

[18]Reiser, M. and Xobayashl, H., IBM J. 
Res.Devel. 19 (1975) 283 


