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Network survivability is a major and important issue in design and planning of new 
telecommunications networks. In this paper, after an introduction, a basic traffic 
performance model is discussed. Assuming a two-state model, a simple, but useful 
upperbound of estimating the average blocking probability of a network under failure is 
described. The results of a simulation study of the impact of transmission link failures 
and the associated service restoral times on the call blocking probability is presented 
and analyzed .. Emphasis is on the study and characterization of the interactions between 
the network segments that provide end-to-end path under failure conditions. 

1. INTRODUCTION 

A network element or transmission system may 
fail due to a hardware or software malfunction. 
There may be a natural disaster, such as a flood 
or an earthquake, that impacts equipment in 
many locations. A fire or sabotage may destroy 
an entire switching office, requiring weeks or 
months to restore fully. 

The increasing deployment of interoffice optical 
transmission systems with large traffic carried 
through a few strand of fiber and the trend to a 
fiber-hubbed network architecture, has 
increased concern about the survivability of the 
new fiber communication networks. For 
example, a failure of a mated pair of Signal 
Transfer Point (STP), in a CCS network or a 
critical fiber cut can isolate large areas from the 
rest of the world. 

In order to mitigate these vulnerabilities, several 
functions must be considered. First, the 
performance of the fundamental building blocks 
(the electronic and photonic components and the 
software elements from which systems are 
build) must be improved. Second, robust and 
fault-tolerant network elements must be used. 
And finally, services and infrastructures should 
be plan and design such that to be robust to 
malfunctions of nodes, links, and control 
systems. They must be "survivable" and meet 

engineering performance criteria based on 
user's needs and expectations in the face of both 
expected and unanticipated events, a natural or 
man-made. 
The users of telecommunication networks are 
becoming increasingly dependent on the 
network. Increasing use of networks for vital 
business communication transactions such as 
electronic funds transfer, order processing, 
customer service and inventory control makes 
survivability planning more important than ever 
before. Business sector users depend on network 
availability for the profitability of their 
business. They expect network providers to 
deliver rapidly a high level of service 
restoration after a catastrophic failure and more 
and more require and demand service 
approaching 100% availability on an end-to-end 
basis. 

2. SURVIVABLE NETWORK 
DESIGN/pLANNING 

Network survivability can be defined as the 
capability of a network to recover and provide 
service with minimal perceived degradation or 
loss after a failure of its elements. These 
elements can be transmission or switching 
hardware, or the software programs that reside 
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in the switches and other elements that contain 
service logic and data. 

Traditionally, network design methods aim at 
satisfying some specified performance objectives 
under nominal load conditions, often on a link
by-link or on end-to--end basis, without explicit 
consideration of network survivability. Thus, in 
these methods, performance under failure is 
unpredictable. 

Based on studies and analysis of network 
performance during failures, (e.g.,[l]), one can 
conclude that network survivability requires an 
explicit and new design/planning methodology. 

With the introduction of new intelligent and 
self-healing techniques and SONET 
(Synchronous Optical NETwork) technology, 
there are new opportunities to plan survivability 
into the network. Most operating companies and 
interexchange carriers are taking advantage of 
the new network architectures and advanced 
digital equipment to increase survivability as 
they evolve their networks to SONET. 

3. NETWORK SURVIVABILITY 
STANDARDS 

In order to design survivable networks, 
standards are required to ensure adequate 
service under failure conditions. This provides a 
new challenge for the teletraffic engineer in an 
area of increasing importance. The development 
of network survivability performance standard 
has several important implications and benefits 
including: 
1. Independent of its size and topology, the 

network can be designed to meet a uniform, 
acceptable level of service under failure. This 
is preferable to setting arbitrary diversity 
and resioration objectives without a clear 
knowledge of the resulting performance. 

2. Capital expenditures can be directly related to 
an expected level of performance. The 
potential for substantial capital saving exists 
since total restoration of all transmission 
systems is not required. 

3. Designing a network to survivability 
standards provides additional value to 
subscribers and allows network providers to 
market their services with a specific grade of 
service under failure, or perhaps a range of 

grade of service based on price. Tailoring 
service needs to customer requirements 
provides greater flexibility to carriers and 
end users alike. 

By setting survivability standards one can be 
sure that, under given failure scenarios, the 
network performance will not degrade below a 
certain known level. To be useful for planning 
purposes, such a set of standards should translate 
to realizable network design and management 
objectives - both economic and technological. 

Studies to characterize the relationship between 
network survivability and network performance 
are an essential first step in developing these 
standards. Any resulting model or rules must be 
simple enough for incorporation into large-scale 
network design algorithms. Reference [1] 
discusses a study of the impact of transmission 
link and switch failures on the (long-term) 
blocking levels in both long-distance and 
metropolitan network models, and derives an 
analytical model to provide an upper-bound on 
the blocking in a failure state as a function of the 
lost capacity and blocked call retrial probability. 

The work described here is restricted to the 
short-term behavior due to a failure and 
associated partial or complete service 
restoration. The case when a blocked call is 
always retried after a certain constant interval, 
D, is considered. Only call reattempts due to 
link unavailability are of interest. 

4. IMPACT OF LINK FAILURE 

The loss of transmission capacity due to a 
facility failure degrades network performance 
principally through interdependence of the 
network components and customer behavior. 
Specifically, the main impacts result from: 
• Loss of capacity on failed link causing 

higher traffic blocking or total 
unavailability of trunk groups, and 
associated effects on traffic routing in the 
rest of the network. 
More peaked traffic overflowing to the 
subtending links on an alternate path. 
Customer behavior e.g. increased blocked 
call reattempts, that cause an increase in 
effective offered traffic during a failure 
and immediately following service 



restoration. This effect is especially 
important now that an increasing number of 
customer equipment (telephones, fax 
machines etc.) have auto redial capabilities. 

These factors are good candidate to be 
incorporated into survivability performance 
model. Obviously, the shorter the fraction of 
time, u, that the network remains in the failure 
or outage state, the better the overall 
performance. This is because, with call 
reaUempt, the level of offered traffic 
immediately following an outage may be 
significantly higher than normal. However, u is 
constrained by network (protection) design and 
technology. Hence it is desirable to characterize 
the impact of u on traffic performance. 

Characterizing the impact of a failure on 
network performance is complicated by the 
interaction among the links, net w 0 r k 
management system and the behavior of 
customers faced with degraded service. Some of 
the more important factors that determine the 
impact of a link failure on the perceived or 
measured traffic performance during such 
interval are: 

• the magnitude of the failure, 
• duration of failure and 
• frequency of occurrence. 

5. PERFORMANCE MODEL 

Two approaches may be considered in 
evaluating network survivability performance. 
The first approach analyzes survivability in 
terms of customer-perceivable service effects. 
In the second approach, the cumulative 
performance of the system is evaluat~d du~n~ a 
specified time period; this is done by IdentIfymg 
a performance variable and determining the 
model that relates this to the network behavior. 
Since network performance is normally 
measured over a time interval to reflect an 
average behavior, in this study, the second 
approach is adopted and the traffic blocking 
level is chosen as the measure. The average 
performance of the network over a certain time 
interval [O,T] of duration T is considered. T is 
long enough to allow a meaningful definition of 
an average behavior. 

To illustrate the main features of the model 
used, a single full availability trunk group is 
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considered and further; assuming that the 
intensity of first attempt traffic is uniform f?r 
entire interval and that the network can be In 
one of only a discrete number of states with each 
state i characterized by the triplet {di,wi,Bi} 
where 
di = average duration of a single occurrence of 

state i; 
Wi = frequency of occurrence of state i (per unit 

time); 
Bi = average blocking associated with state i. 

It is clear that Pi = widi is an estimate of the 
probability of being in state i. Thus the weight:d 
average blocking, averaged over all states WIll 
be: 

Bav = 'LPiBi (1) 

If the traffic offered in the interval is 
nonuniform, a traffic weighting factor can be 
added in a straightforward manner. We assume 
that these states can be defined to correspond to 
different network capacity or performance 
levels. This model can be used for 
standardization purposes by specifying Wi and di 
for given values of B i that represent network 
states of interest. A somewhat similar model is 
proposed in [2] and [3]. 

5.2. Two-state Model 

For the rest of this paper, the discussion is 
restricted to a 2-state model - these states 
being the available state and the unavailable 
(outage) state. In terms of practical systems 
reliability parameters, the d;'s and the Wi's are 
determined by the mean-time-between-failures 
(MTBF) and mean-time-to-service-restoral 
(MTIR). The parameter, u (fraction of time in 
the unavailable state), is often used in network 
reliability and availability analyses. For 
catastrophic failures of interest, e.g. fiber cable 
loss, MTBF can be very large (much larger than 
the period of observation, T, of typically 1 
hour). Typical figures for MTBF are of order 
of thousands of hours. Since we are interested in 
network performance during and following a 
failure event, we define u as the fraction of T 
that the system is in unavailable state. 
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Let B a and B u be the blocking in the available 
and unavailable states respectively. Using 
equation (1) for 2-state case gives 

Bav= (J -u)Ba + uBu (2) 

Thus average perfonnance has two components 
- one due to traffic congestion and the other 
due to system unavailability. In absence of 
blocked call reattempts, B u is a function of only 
the fresh call attempts and the fraction of net 
capacity lost f, hence B av is linear with respect 
to u. However, if reattempts are considered, 
then B u will also depend on both u, the time of 
inception of the failures and customer retrial 
behavior. Because of this interdependence 
between the states, equation (2) may not be 
directly applicable. Computing an exact solution 
for the case with constant retry interval is very 
difficult. Assuming a call retrial probability r, 
an upper-bounding approximation is derived by 
reference [4] for B u' following partial service 
restoration. If u is large enough to allow 
steady-state to be achieved, this approximation 
can be used to obtain an (upper-bound) estimate 
for the blocking 

B - f 
u - l-r(J-/) (3) 

However, this bound is not very helpful when 
blocked calls are always retried i.e. r=1.0. An 
iterative algorithm for computing an 
approximate value of blocking with constant 
retry interval and a given maximum number of 
retries per fresh attempt is given in [5]. 

Considering the case of total capacity loss during 
outage i.e. B u = 1 .0 and complete or partial 
capacity restoration after time u. Under mild 
assumptions of small u (say <0.2) and reattempt 
interval, D , long enough to ignore the effects of 
previous attempts, an approximate upperbound 
for average blocking is 

B 
(4) Bav = D' + (l-D')B 

A 
where B=En(-l-) (the Erlang-B blocking -u 

fonnula), D'= (1 ~)T and n is the number of 

channels in the link following restoration. With 

large-load approximations we get 

B I U + (1-u)f (5) 

Finally, if D is very small, an upper-bound is 
obtained by treating the trunk group as a delay 
system with infinite queue length. 

3.2 Network Perfonnance 

This model can be extended to estimate a bound 
on the total network blocking by defining the 
parameters u '=cu and f=cf with respect to the 
entire network, where c is the ratio of the HU 
link capacity to the total network capacity 
(120/408 in our example below). 

6. SIMULATION MODEL AND RESULTS 

The network model used in these simulations is 
shown in Fig 1. It models the circuit-switched 
(CS) logical network segment between two end 
offices (EO's). The network configuration 
provides two paths between the EO's: a direct 
high-usage (HU) link and a two-link alternate 
path via a tandem node. 

(!) TandemNode(AT) 

o End Office (EO) 

Final Link (FTO) 

, , ,.. High-Usage Link (HU) 

Figure 1 : Network Model 

All nodes are sources/destinations for traffic -
to simulate traffic generated at and destined for 
EO's in other segments of the entire network. 
The parameters used to generate traffic are 
shown in Table 1. All calls have the same traffic 
characteristics - negative exponentially 
distributed call holding and call interarrival 
times. The network is designed so that all links 
have a blocking probability better than 1 % at 
engineered trunk capacity. Trunk groups AT 
and ZT have 144 channels each while the HU 
group, AZ, has 120 channels. 

Key traffic routing rules used in the simulation 
are i) a call that is blocked on the HU link is 
alternate-routed along the tandem path 
subtending the two end-nodes of the HU link ii) 



source-destination 1 (A. h 
EO-EO 45 180 
EO-AT 15 180 
AT-EO 15 180 

l(A. = mean call interarrival period (seconds) 
h = mean call holding time (seconds). 
Interval between call retries, D=900 seconds. 

Table 1 : Simulation Parameters 

the tandem links are 'final' links i.e. calls that 
are blocked on the tandem links are not alternate 
routed iii) calls that are blocked from the 
network are retried after a certain interval. 
Table of end-to-end paths for call routing is 
generated using assumptions i) and ii) above. If 
no free circuit is available on any of the 
alternative paths specified in the routing table 
for a call, then the call is blocked and scheduled 
for retry after a retry interval, D. 

~~~~~-;::;:-==:;:----, successful link, network 

delay 
blocked 

Figure 2 : Call Reattempt Model 

Call processing and switching times are assumed 
to be negligible. The links have failure attributes 
characterized by a mean-time-to-failure 
(MTTF), a mean-time-to-service-restoral 
(MTTR) and their respective underlying 
probability distributions. Total capacity is lost in 
the unavailable state i.e. Bu=1.0, while partial or 
complete capacity is restored in the available 
state. 

Call-by--call simulations of various conditions 
were carried out for the network model of 
Figure 1. Only the RV link fails. The first set of 
simulations studied network performance, Bav 
as a function of u, with capacity fully restored. 
The results, in form of scatter plots, are shown 
in Figure 3. As might be intuitively expected, 
Bav increases with increasing u. For the range 
of u studied, the rate of increase of B a v 
increases with u - a reflection of the increased 
volume of call reattempts. The same trend is 
exhibited by B hu, the performance of the RV 
group which carries only first offered traffic, as 
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Figure 3: Blocking versus u 

shown in Figure 3. The impact of u is twofold: 
direct loss during the period of outage and 
increased traffic attempts following service 
restoral. 
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Figure 4: Network Average Blocking 
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Next, the impact of partial service restoration 
for various values of u was studied. Figure 4 
shows, for each u, a scatter plot of Bav against 
the net fractional capacity lost, f. Thus 1{ is the 
fraction of the normal capacity that is available 
following service restoral and is a measure of 
the system availability. Again, Bav increases 
with both u and f. In Figure 5 similar plot for 
Bhu is shown. 



382 

0.4 
0 

0 

~ 0.3 + 
:= 

i 0 
+ 

~ 0.2- 0 

bO • + 0 

] + 0 

~ 0.1" 
+ 0 0 
0 0 0 

=a 
to) 0 0 

0 
0.0 . 

0.0 0.1 

fractional net capacity loss 

o u=O.O 
u is fraction of time 0 u=O.05 
in outage state + u=O.075 

o u=O.10 

Figure 5: HU Link Blocking 

0.2 

We also use these results to validate the 
approximations given by equation (4). This 
model gives a good upper-bound on the 
blocking level, albeit overestimating it for low 
blocking. Bav and Bhu with the high load 
approximation of equation (5) are shown in 
Figure 6. 

At low blocking, the penalty for slow 
restoration can be heavy. For example, at a 
capacity loss level of 30% (f=0.3), instantaneous 
restoration (u=O) gives about equal average 
performance as 15% capacity loss level and 10% 
restoration time. This indicates that a parameter 
that combines both duration of a failure and the 
restored capacity is a better indicator of network 
traffic performance. For the range of 
parameters studied, preliminary results suggest 
that the performance may depend more on u 
than on!. 

7. CONCLUSION 

Y'e have ~sed simulation to investigate the 
Impact of lInk capacity loss and service restoral 
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Figure 6: High Load Approximation 

times on network traffic using a constant 
(blocked) call reattempt model. Our preliminary 
results suggest that performance may depend 
more strongly on service restoral interval than 
on the net amount of capacity lost, when both 
values are "small enough". This implies that it 
may be more beneficial to rapidly restore a 
small~r amount of capacity than to delay for too 
long III order to restore a larger capacity. 
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