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Abstract: This paper presents a distributed and scalable bandwidth reservation scheme to 
provide end-to-end QoS guarantees in IP networks. The basic idea of the scheme is that the 
joint problems of adaptive bandwidth reservation and link rearrangement(Rerouting) for 
multimedia traffic under the event of congestion/failure of link is taken into account by 
sending probing packets along selected paths to keep load balance within the core network. 
Not only does each router passively monitor the arriving traffic and mark the probing packets 
with its network status, but also makes proactive rearrangement for incoming traffic prior to 
QoS failure if necessary.  
Keywords: QoS, Rerouting, Bandwidth Reservation, DiffServ 
 
1. INTRODUCTION 

 
Nowadays the massive deployment of real-time applications such as video conference 

and on-demand services, etc., which usually have stringent performance guarantees in terms 
of throughput, packet loss and end-to-end delay, has motivated the research community to 
investigate new quality of service(QoS). Since assured levels of services must be provided, 
efficient bandwidth reservation schemes are indispensable. In conventional IP networks, 
bandwidth reservation was firstly introduced as a common element in Integrated Services 
(IntServ)[1] architecture. It typically uses a signaling protocol such as RSVP[2] to reserve 
resources along a new connection’s path and provide QoS guaranteed services. However, 
IntServ requires state information of each flow to be stored at each router, which does not 
scale well for large network such as Internet. Due to this scalability problem, Differentiated 
Services (DiffServ)[3] architecture was proposed to provide QoS support for aggregate traffic 
rather than individual flows. It requires no per-flow state management and signaling process 
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at each router. However, as the Internet is essentially an enormous collection of various 
network run by different organizations, QoS must be provided end-to-end through a 
heterogeneous infrastructure. Unfortunately, DiffServ cannot provide end-to-end QoS 
guarantees for aggregated flows because of lacking an effective bandwidth reservation 
mechanism[4]. 

Static bandwidth reservation schemes reserve only once after admitting the application, 
such as peak rate reservation, but under-utilizes network resource due to variable bit rate 
(VBR) services. Adaptive bandwidth reservation schemes reserve bandwidth online according 
to the implicit and explicit feedback about the network state from intermediate nodes and 
receives , pricing policies, application priories, queuing based reservation, etc.  

Recently, several dynamic bandwidth reservation schemes were developed to provide 
deterministic or statistical QoS guarantees in DiffServ framework [5,6,7]. A so-called 
aggregation RSVP scheme was proposed in [5,6], in which the resources are reserved for 
aggregated flows and the reservation quantity is adjustable if necessary. But the weak point of 
aggregation RSVP scheme, such as bottleneck effect and scalability has to be envisaged due 
to the fixed path. Zhang et al presented  a new bandwidth Broker (BB) architecture to 
manage all the reservation states and store the network topology information[7]. Under this BB 
structure, an admission control algorithm was designed to provide end-to-end guaranteed 
delay service. There are several drawbacks in this approach: 1) it is difficult for a BB to 
manage all the information for a large network; 2) a hierarchy BB structure is doomed to 
result in competition and resource fragmentation.  

Since conventional IP routing uses shortest path technique for packet routing, network 
load will be unevenly distributed, paths get congested and degrade performance of the 
network. Hence, it is necessary to consider the joint problems of rerouting and adaptive 
bandwidth reservation under the congestion/failure situations to optimize network during 
failure and reserve resource on the alternate routes. When such measure is taken, it is possible 
to increase the probability that applications QoS needs will be satisfied by the network and 
simultaneously to balance the network load. In addition, proactive actions could be taken 
before applications are affected by QoS failures. Some woks [8,9] done on adaptive bandwidth 
reservation and rerouting under traffic load variations are proposed specially for ATM 
networks. The work given in [10] considers a proactive management and rerouting framework 
but aimed at active network. 

To address the above issues, we propose a new adaptive bandwidth reservation scheme to 
provide end-to-end QoS provision in IP networks. In this scheme, rerouting decisions are 
performed at ingress routers of the network based on the feedback of current network status. 
Each router along the connection’s path marks the probing packet with its network status. The 
ingress router is thus able to obtain the available network resources and initiate rerouting 
operation as soon as a critical section is found out by receiving the reflected probing packets 
back from core routers.. 

The key aspect of our scheme is the introduction of a rerouting approach which pushes 
complex traffic management towards the boundary of the network and keeps the functions of 
the core routers as simple as possible. In our scheme, only edge routers are required to make 
rerouting decisions. The core routers are merely responsible for passively monitoring the 
arriving traffic and marking the resource/rerouting probing packets. The scheme is thus fully 
scalable. Since preliminary results establish an exponential relationship between path length 
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in hops and path computation time [11], the rerouting strategy here is set to be a partial one, the 
idea behind which is to restrain the searching area for alternative paths so that the number of 
routers and links involved in rerouting operations becomes small. The final result is a lower 
processing time and consequently, lower rerouting latency. Moreover resource consumption in 
rerouting task is also reduced turning the scheme more scalable. 

The remaining of this paper is organized as follows. Section 2 introduces the network and 
traffic models used in this paper. Our proposed resource management scheme is outlined in 
Section3. In section 4, we present the details of the rerouting scheme. Section5 describes our 
implementation of the scheme on a prototype router. Finally, Section 6 concludes the whole 
paper. 

 
2. NETWORK AND TRAFFIC MODELS 

 
In this section, we describe the network and traffic models that will be used in the rest of 

this paper. 
 
2.1. Network Model 

Fig.1 shows the reference network model discussed in this paper, which is composed of a 
core network and two customer networks. The core network is DiffServ domain, while the 
customer networks may be IntServ network. The sender and the receiver of traffic are both 
located at the customer networks. 
 
 
 
 
 
 
 
 
 
 
 
 
Figure1. Reference network model 
 
2.2. Illustrations 

According to the characters of DiffServ, traffic arrivals at the ingress router of the core 
network are classified by its QoS requirements. All arriving traffic with the same QoS 
parameters is treated as an aggregate class and each such aggregate is assigned a single 
codepoint which signify that the packet should be handled differently by the core routers. The 

QoS requirement of class i can be expressed as follows: Let )(τiX  be the instantaneous 

arrival rate of flows belong to class i during time period τ, we want )(τiX  such that: 

ii Br εττ ≤>−Χ }])(Pr{[                                                         (1) 
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Where r is the available bandwidth, B is the buffer size, ε i is the probability of lost packets. 

The traffic in this model is from a Markov-modulated fluid source of bits with peak and 

mean rate, which generates traffic having J(≥2) QoS classes. As mentioned before, the QoS 

requirement is specified by a packet loss probability ε i for class i. i∈[1,2, …, J]. We assume 

that traffic arrivals are regulated by a standard Dual Leaky Bucket (DLB)[12]. This implies that 
each source is fully characterized by its Traffic descriptors, given in terms of three DLB 
parameters, namely Ps (Peak Rate, in byte/s), Rs(Sustainable Rate, in byte/s), BBTS(Token 
Bucket Size). Hence the number of bytes, b(t), emitted by a source during an arbitrary time 
window of size T is upper and lower bounder as follows :  [13]

TSsTSs BTRTbBTR +≤≤− )()0,max(                                              (2) 

 
3. BANDWIDTH RESERVATION SCHEME 

 
In this section, we propose a distributed and scalable adaptive bandwidth reservation 

scheme to provide end-to-end statistical QoS provision in DiffServ network. 
The main idea of the scheme is that the joint problems of adaptive bandwidth reservation 

and link rearrangement(i.e. rerouting) for multimedia traffic under the event of 
congestion/failure of link is taken into account by sending probing packets along selected 
paths to keep load balance among the core network. 

In particular, the proposed adaptive bandwidth reservation scheme works as follows(see 
fig.1). When user1 wants to transmit data packets to user2, it first issues a connection request 
with flows traffic descriptor and QoS requirements to ingress router A of the core network. 
For the traffic descriptor, we use the deterministic traffic emitting rate given by Equation 2.  

Upon receiving the request, the ingress router A first decides the connection aggregate 
class and corresponding egress router, which is router F in this example. A virtual path 

(A→B→C→D→E→F) is thus created. The phrase 1, Virtual Path Creation (VPC) is thus 

ended. Subsequent is phrase 2, Virtual Path Monitoring (VPM). In this phrase, egress router F 
sends periodically its local QoS parameters to the upstream core router E by initializing 

resource probing packet. Each routers along the upstream path (F→E→D→C→B) marks the 

packet with its local QoS status and sends the modified packet to the upstream core router. In 
this way, during the VPM phrase, the QoS information of all routers belong to the selection 
path is aggregated and delivered to ingress router A. Ingress router A uses this aggregated 
information to estimate the status of the virtual path. If no congestion exits, the aggregated 
RSVP is used to implement the bandwidth reservation. Otherwise, the critical section 

(C→D→E) is figured out. At this time, the phrase 4, Backup Path Searching (BPS) starts. In 

BPS phrase, the backup paths instead of critical section are found out. The ingress router 
chooses the best alternative path on receipt of a rerouting request which is sent by ingress 
router A. Now enters Phrase 4, named Redirecting Flow (RF). The hand-off latency is a 
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crucial issue because high latency can degrade the QoS. Hence, an early label assignment 
approach is adopted which means the creation and assignment of labels on the alternative path 
was committed in advance in VPM phrase. Fig.2 shows the flow of our proposed bandwidth 
reservation scheme. 

 

Figure2. Flow chat of our proposed scheme 
 

From above description, it can be envisioned that our scheme consists of four main 
components: 1) local measurement and critical section judgment method; 2) an efficient 
rerouting algorithm which is utilized to find alternate path; 3) a stateless Endpoint-originated 
Resource Probing Protocol which is used to collect path information; 4) a Rerouting Probing 
Protocol used to find alternate backup routing path to replace the congested/failure links. 

The key point of our adaptive bandwidth reservation scheme is that all reservation 
decisions and traffic management are performed at the edge routers. The core routers are not 
needed to perform such operations or maintain per-flow state. Hence, it achieves full 
scalability. 

Second, the introduction of the proactive rerouting scheme can improve the network 
resource utilization, keep the network load balance, and provide a better end-to-end QoS. 
Furthermore, by in-band marking of the probing packets originated form endpoint, the 
proposed bandwidth reservation scheme can obtain accurate description of the network status 
with minimal overheads. 

 
4. DETAILS OF MAIN COMPONENTS 
 
4.1. Local QoS status measurement and critical section judgment method 

Since each router in core network with high output bandwidth serves number of network 
applications, it is natural to approximate the traffic arrivals from an aggregate class as a 
Gaussian process described by using mean and rate variance. In this way, the extra control 
such as traffic shaping or jitter control at each router can be eliminated. The mean and the 
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variance of the aggregate arriving rate is required to estimate available bandwidth of a router 
and can be obtained by measuring the maximal arriving rate over multiple timescales [14]. Let 

ℜ(t1,t2) denote traffic arrivals from an aggregate class in the interval [t1,t2]. Time is divided 

into M time windows, each of them contains number of small slots with equal lengthτ. For the 

past m-th time window from current time t, the maximal rate of aggregate arriving traffic  

over interval kτ can be obtained as follows: 
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An available bandwidth estimation approach proposed in [15] is adopted in our scheme to 
evaluate the QoS status in each core router. According to the approach, the arriving traffic 
from class i is inserted into a finite queue with length L, which is set to: 

dcL ⋅=                                                          (5) 
Where c is the guaranteed minimal bandwidth and d is the delay bound.  

The distribution of the aggregated traffic is characterized by using the Central Limit 

Theorem(CLT). With the mean and variance of aggregate arriving rate over time intervals kτ 

as (4), B(kτ) follows: 

),(~)( 222
kk kRkNkB στττ                                                (6) 

The delay violation probability for a random packet is approximated by [16]: 
cd}ckτprob{B(kτrmaxd}Prob{D

βkτ0
≥−≈>

≤≤
                                       (7) 

where β is the worst-case busy period1. By (7), the delay violation probability is calculated 

via the “maximum variance” approximation proposed in [17]. 

Let k’τ denote dominant time interval giving the maximal delay violation probability. If 

the instantaneous maximal delay violation probability exceeds a predefined threshold, the 
variable bandwidth of the router is set to zero. Otherwise, it is estimated as follows. 

Let s denote the available bandwidth at a router with delay bound d and delay violation 
                                                        

1 The calculation of β is discussed in [15]. 
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probability ε. With the dominated time scale k’τ, we have  

εcd}τck'-τsk'τ)Prob{B(k' ≈≥+                                                  (8) 

Hence, the distribution of aggregate traffic B(k’τ) is approximated as a Gaussian one[15], 

so the follows can be derived: 

)
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where Φ is the cumulative Gaussian distribution from (8) and (9), the available bandwidth s 

can be solved as follows: 
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Where α is given by 1-Φ(α)≈ε and has approximated value )2log( πεα ≈ . 

A further detail of the on-line bandwidth estimation method can be found in [15-17].  
Through the introduction of the local on-line bandwidth measurement approach 

mentioned above, we propose the critical section judgment method. In our method, the egress 
router launch the resource probing behavior by sending resource probing packets to ingress 
router along the established virtual path in upstream direction. Each router along the path 

gauges its local QoS parameters (e.g. ε) using above approach and marks the packet with the 

calculation results. The ingress router can thus obtain the aggregate QoS status expressed in a 
serialization format. The algorithm is presented as Fig.3 to judge the critical section by 
specifying the start and end of the section. 

To diminish the side effect produced by the position changing of the critical section, a 
triggering function is designed here through which the critical section can only be fixed after 
K consecutive critical section computations lead to the same results. The value of K should be 
small to keep the position of the critical section changing over time. In out experiment. K is 
set to 5. 
 
4.2. Rerouting method 

The BPS phrase starts with when the first router receives the rerouting instruction sent by 
ingress router and ends as soon as the best backup path is founded. As to the core network, if 
the link status routing algorithm is adopted and the size is not very big, spanning trees can be 
planted for each core router and utilized to realize the backup path searching. But this is 
unpractical considering the explosive development of the network. Therefore we propose a 
controlled flooding scheme to attain the goal. In our scheme, the ingress router customizes the 
rerouting packet, including the IP address of the last router in the critical section and the 
required bandwidth of one aggregate flow. To limit the searching area, which includes the 
routers and links involved in searching tasks, a specific counter is incorporated in the 
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rerouting packet and a filtering scheme is provide as well through which the flooding 
concerned area is further limited. From the first router of the critical section, each concerned 
router in the core network implements following algorithm shown by Fig.5:  

 
 
 
 

 
 
 
 

 
Figure 3 Critical Section Judgment Algorism 

L= Length of the aggregate status serialization 
R is the ordinal subset of 1..L; 
For i=1 to L 
    If εi < b(t) then R=R∪{i} 
Endfor; 
Critial_section_start=min(R); 
Critial_section_end=max(R) 
End of the algorism 

 
 
 
 

 
 
 
 
 
 
 
                                    

 
 
1. The core router receivers and resolves the rerouting 

packet; 
2. The core router then validates whether the last router of 

the section is included in its next-hop routers by looking 
up the local router table.  
If yes Then marks the packet with its IP address and local 
QoS status, then sends the rerouting packet to ingress 
router, and goto step 5; Else goto 3; 

3. Decreases the counter by 1.  
If the value of counter equals to zero Then discards the 
packet and goto 5; Else goto 4;   

4. Verifies whether the local available resources can satisfy 
the QoS requirements. If yes Then marks the packet with 
its IP address and local QoS status, and sends the 
modified packet from all active interfaces, excluding the 
arriving one; Else discard the packet, and goto step 5. 

5. End of the algorism. 
 

 
 

1. Upon finding out the critical section, the ingress 
router first decides the head and the tail of the 
section.  

2. The ingress router sends a rerouting packet to the 
head router of the section and starts a rerouting 
timer, whose timeout value is set by the double of the 
aggregate class’s delay bound. 

3. If no response is received in the timer period, the 
rerouting operation is abandoned and goto 5; 

4. The ingress router calls the RF phrase to redirect the 
flow along the rerouted routine. 

5. End of the algorism. 

Figure 4 Ingress Router Behavior Algorithm    Figure 5 Core Router Behavior Algorithms 
 

Once the above algorithm is ended, several backup paths are found out and fed to the 
ingress router according to the requirement of the aggregate flow. The ingress router can then 
use the feedback information to choose the best alternate path form the results and replace the 
origin critical section. Hence, the early label assignment approach mentioned in Section 3 is 
used in RF phrase to continue the flow transference along the newly created virtual path. The 
concrete behavior algorism of ingress router is described as Fig.4. 

 
5. IMPLEMENTATION DETAILS 

 
In this section, the implementation details of our scheme is described in the context of 

IPV4 networks, including the infrastructure of edge router and packet formats of both 
resource probing packet and rerouting probing packet. 

 
5.1. Infrastructure of edge router 

The infrastructure of edge router consists of two components: control plane and data 
plane. As to the control plane, the Admission Control model is responsible for receiving new 
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connection’s request and making admission decision to the corresponding host. The Policy 
Control module performs authentication of the request and is in charge of network policy such 
as classification criteria and QoS adaptation. The Route Database module stores a topology 
information database and determines routing path towards destination according to QoS 
request. The Resource Probing module implements the collection of the QoS status along the 
routing path by sending Resource Probing Packet. The Rerouting probing module take the 
responsibility of triggering the rerouting probing process by sending Rerouting Probing 
Packet to the head router of the critical section.. The infrastructure of edge router is shown as 
Fig.6. In the data plane, the Classifier module classifies and aggregates the incoming packets 
from different flows to the corresponding class. The Marker module sets the DiffServ Code 
Point (DSCP) in the packet’s IP header. The QoS Adaptation module reshapes the flow’s 
traffic to the minimal available bandwidth according to the results from Policy Control 
module. 

……

Network QoS Status

Vers Marking Type Code Flow ID

 
Figure6 Infrastructure of edge router          Figure7 Format of both kinds of probing 

Packets 
 

5.2. The format of resource probing and rerouting probing packets 
The unused one high-order bit of the FLAGS field in IP packet header is used to is 

defined as the Resource Probing Packet bit or Rerouting Probing Packet bit. 
We utilize the IP OPTIONS field of IP header to store control message and network QoS 

information.. Fig.7 shows the arrangement of IP OPTION field with 32 bits per line. Field 
Vers is used to distinguish the two kinds of probing packets, 0 is for resource probing and 1 is 
for rerouting probing. The 1-bit Marking field specifies whether the Network QoS Status field 
is writable. If set to 1, each router along the forward path can mark the packet with its local 
QoS parameters. Otherwise, the marking operation is forbidden. The fields of Type and Code 
identify the control messages and provide further information. Filed of Flow ID is assigned by 
the ingress router to identify aggregate flows. The Network QoS Status field is used to store 
the network QoS information, here is the available bandwidth. In the case of rerouting 
probing packet, the requested peak rate has to be set to filter out those unconformable links.  
 
6. CONCLUSION 
 

This paper addresses how to provide adaptive bandwidth reservation for multimedia 
traffic in IP networks by introducing rerouting strategy. We propose a new rapid rerouting 
scheme in which the ingress router would trigger a rerouting operation based on the resource 
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probing protocol and rerouting protocol. The scheme is fully scalable and can support a 
variety of service classes. Simulation results show that our proposed scheme can improve 
resource utilization and minimize the packet losses with different traffic models and network 
topologies.  
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