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Abstract: To present a solution to the problem of address space exhaustion in the Internet, 
this paper proposes a multi-tier addressing architecture of the Internet (IPEA), illustrates the 
address space and addressing scheme of IPEA, defines the format of IP packet with extension 
address, and hierarchical routing algorithm. This paper analyzes and evaluates the 
performance of IPEA with simulation, and concludes that IPEA has advantages over IPv4 and 
IPv6. 
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1. INTRODUCTION 

 
IPv4 is facing problems of address space exhaustion in the Internet, routing table 

explosion, management of networks, new demands from the new applications. There are two 
major approaches in dealing with these problems: to design brand new IP protocols [2], or to 
make patches on the IPv4. Among the first category, the next generation IP protocols--IPv6 [5] 
is released. Among the second category, private IP address [19], temporarily assigned IP 
address [23] and DHCP [6], more efficiently use of IP address--CIDR [10], multiplexing of IP 
address--NAT [7], are put forward. 

Due to the interoperability with IPv4, IPv6 hasn’t been deployed widely yet. Those 
patches on IPv4 cannot solve the problems thoroughly, and NAT produces difficulties for 
some end to end applications. 

Is it possible to deploy multi-layer, variable-length address in IP networks like in the 
telephony systems? How to number and how long the number is are decided locally, the local 
number prefixed with area code and country code will be globally unique. This is hierarchical 
naming and addressing [20, 4]. TCP/IP has a hierarchical model very early, and the IP address 
is hierarchically divided into network number and host number too. 

To expand address space of IP networks, a hierarchical addressing architecture (IP with 
Extension Addresses, IPEA) is put forward in this paper. The contribution in this paper is that 
different classes of address are proposed to designate different levels in the hierarchical 
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networks, and routers in different levels, and the associated hierarchical routing algorithm is 
analyzed. The differentiation of levels in the network saves the intermediate routers of altering 
addresses in the packets in the procedure of packets forwarding. 

Related work is in section 2, hierarchical addressing architecture is illustrated in section 
3, the format of IPEA packet is designed in section 4, associated hierarchical routing 
algorithm, correctness proof and the complexity analysis are illustrated in section 5, the 
interoperability between IPEA and IPv4 is illustrated in section 6, simulation results in section 
7, finally, the conclusion in section 8. 
 
2. RELATED WORK 

 
Similar works are PIP [8], IPNL [9], IP4+4 [22], Nimrod [3], and layered naming [1], etc.  

PIP brings forward multi-layer, variable-length addressing, address can be reused in different 
domains. But there are two problems with this scheme: 1) PIP domain has no hierarchy, its 
address string is an extension of IPv4 source routing mechanism; 2) in the forwarding 
procedure of its packet, source and destination address has to be reverted by every hop, or the 
router cannot know which address of the packet should be forwarded based on, which 
increases the computation overhead of the router. IPNL has a 2-byte realm number as part of 
address which makes the parts of IPNL address cannot be treated uniformly, and location field 
in IPNL packet has to be altered by intermediate routers. IP4+4 includes address swapping too. 
Nimrod, layered naming, etc, deploy a hierarchical naming to address services and data, by 
establishing some DNS-like mechanism to translate hierarchical name to IP address. This 
category of schemes focuses on multiplexing names of services and data on IP address, and 
does not expand IP address space. 

Hierarchical routing is originated from McQuillan [15]. Kleinrock and Kamoun [12] 
analyzed, in McQuillan’s scheme, the relation between the reduction of routing table length 
and the increase of routing path length regarding to the increase of the levels of the networks. 
They conclude that hierarchical networks can reduce routing table length significantly, while 
the increase of routing path length is trivial. Tsai et al observed the impact of update period, 
and some other parameters, on the performance of hierarchical routing [21]. Based on 
distributed Bellman-Ford algorithm, topology broadcast algorithm, distributed Dijkstra 
algorithm, many hierarchical routing algorithm have been put forward [18,13,16,14]. In this 
category of works, nodes in the network are identified using Dewey notation [12], no 
hierarchical naming or addressing has been explicitly mentioned, but hierarchical routing is 
proved to be feasible and effective. 

 
3. HIERARCHICAL ADDRESS SPACE AND ADDRESSING SCHEME IN IP 

NETWORKS 
 

Definition 1. According to the definition of class A, B... address in IPv4, we generalize it 
to class Z address. 

Definition 2. <IPEA (global) address> ::= [<Class A address>][<Class B 
address>][<Class C address >]...[<Class Z address >][<IPX address> | <NetBIOS name>]; the 
first address fragment of IPEA (global) address is called top-level address of IPEA (global) 
address, it must be a valid IPv4 address, these addresses belong to IPv4 routing domain. 
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To simplify the illustration, the case of that the extension addresses might be IPX address 
or NetBIOS names is not considered in this paper. 

Definition 3. The last fragment of IPEA (global) address is called local address. The 
substring of IPEA (global) address cut out the local address is called prefix of that local 
address. 

Definition 4. IPEA (global) address with class A top level address is called class A IPEA 
(global) address, similarly there are class B, C... IPEA (global) address. If a local address is a 
class A address, it is called class A local address, similarly, there are class B, C... local 
address. 

Definition 5. All the IPEA (global) addresses with same top level address constitute an 
IPEA domain (autonomous domain, AD).  

Definition 6. Those nodes with class α local address and with the same address prefix 
constitute an IPEA cluster, which is a class α cluster, α ∈{A,B..., Z}. The local address is 
unique in an IPEA cluster. 

Theorem 1. An IPEA (global) address is globally unique. 
Proof. As the local address in any IPEA cluster is unique, it is still unique in this IPEA 

cluster after concatenated with its address prefix. Two local addresses in different IPEA 
clusters might be same, as their address prefixes are different, so the two IPEA (global) 
addresses are different. 

Corollary 1. IPEA has a bigger address space than IPv4 does. 
Proof. Although some bits of every 32 bit fragment of IPEA address are reserved to 

identify the class of the addresses, which cannot be assigned to identify local address, as an 
IPEA address is made up of several fragments of address, there can still be more bits to 
identify global address than IPv4’s 32 bits, and the address space can reach IPv6’s address 
space. 

Definition 7. The routers (hosts) with class α local address are called class α routers 
(hosts). If a router’s IPEA address is prefix of a class α router’s address, it is called that class 
α router’s uplink router. The IPEA cluster where the uplink router resides is called adjacent 
cluster of that class α IPEA cluster where the class α router resides. 

Definition 8. The maximum number of the fragments in an IPEA (global) address in a 
network is called the number of layers of this network. 

Definition 9. The cluster with IPEA (global) address with only one fragment of address is 
called 0th-level IPEA cluster, similarly, there are 1st, 2nd... level IPEA cluster. 

Definition 10. The router in a 0th-level IPEA cluster and linked with IPv4 routers is 
called IPEA domain border router. 

Definition 11. The IPEA router linked with routers in adjacent clusters is called IPEA 
cluster border router, the other routers in the same cluster are called cluster internal routers. 

Definition 12. The stretch factor of address, s, is the ratio of the length of the address vs. 
the address actually needed. 

So , where |N| is the number of nodes in the network. 
. IPEA with k layer address, 

IPv4 2s 32/ log |N|= ⎡⎢ ⎤⎥

IPv6 2 IPv4s 128/ log |N| 4 *s= =⎡ ⎤⎢ ⎥ 2s *32/ log |N|k= ⎡ ⎤⎢ ⎥ , it is safe to assume 
that IPEA does not involve more than 5 layer address, then . 

IPEA 2 IPv4s 3*32/ log |N| 3*s= =⎡ ⎤⎢ ⎥

Corollary 2. IPEA address is more compact than IPv6 address. 
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4. IPEA PACKET FORMAT 
 

The format of extension address header is similar to the format of IPv6 extension header 
[5], but is aligned by 32 bits (Figure 1). 
 

Next header Address type and 
length Extension address 

Extension address Padding 
Fig. 1. Format of extension address header 

 
The value for next header field is protocol numbers defined in RFC1700, with a new 

number 101 which identifies IPEA extension address, to identify the type of next header or 
payload. The highest bit in address type and length field is 0 for the source extension address, 
1 for destination extension address. The succeeded 4 bits identify types of extension address, 
the numbers are shown in Table 1. The last three bits identify the length of extension address 
header in 32 bit words. All destination extension address extension headers are placed after 
source extension address extension headers. 

 
Table 1.  
Address type number 
Type of extension address Protocol 
0 Reserved 
1 IPv4 address 
2 IPX address 
3 NetBIOS name
 

IPv4 packet format with extension address is illustrated in figure 2, when extension 
address presented, the protocol field is set to 101. The value of the version field is still 4, so 
that IPv4 routers and hosts can still process the new packet format. IPv4 packet and IPEA 
packet are differentiated only by protocol field, i.e. whether there’s an extension address 
header present. 
 
Version IHL Type of service Total length 

ID Fragment offset 
TTL Protocol Header checksum 

Source address 
Destination address 

Options 
Extension address header 

Fig. 2. Format of IPEA packet header 
 
If IPEA packet is fragmented in the intermediate router, there are two options: 1) with 

nontransparent fragmentation mode, extension addresses are duplicated in every fragments, 
and the fragments are reassembled in the destination host, which demands that the 
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intermediate routers are extension address sensitive; 2) with transparent fragmentation mode, 
extension addresses don’t have to be duplicated in every fragments, the fragments are 
reassembled in the border router of the IPEA domain, then the assembled packets are 
forwarded to destination IPEA host in nontransparent mode. 

 
5. IPEA ROUTING ALGORITHM, PROOF OF CORRECTNESS, AND 

COMPLEXITY ANALYSIS 
 
5.1. IPEA Routing Algorithm 
5.1.1. IPEA Intra-cluster Routers’ Update Algorithm 

By RIP or OSPF protocol, the intra-cluster routers periodically propagate routing 
message to its adjacent intra-cluster routers with local address, receive routing message from 
them, and maintain an intra-cluster routing table. 
5.1.2. IPEA Cluster Border Routers’ Update Algorithm 

1) Perform intra-cluster routers’ update algorithm; 
2) The border router periodically propagates keep-alive message and its downlink 

message to its uplink router with IPEA (global) address, and maintains an inter-cluster routing 
table. If no keep-alive message is received from the downlink router in three periods, the entry 
for that downlink router will be deleted from the inter-cluster routing table. 
5.1.3. IPEA Domain Border Routers’ Update Algorithm 

1) Perform intra-cluster routers’ update algorithm; 
2) With BGP protocol, exchanges routing message with adjacent routers in IPv4 domain 

with IPv4 address, maintains the IPv4 domain routing table. 
5.1.4. IPEA Intra-cluster Routers’ Forwarding Algorithm 

1) The router checks the source and destination address of the packet, to determine that 
its own IPEA address is in the source address string or in the destination address string, so as 
to determine to route the packet by the source address string or by the destination address 
string in the packet; 

2) The router decides which fragment of the address string that it should process 
according to the router’s class; 

3) Routes the packet with RIP or OSPF protocol. 
5.1.5. IPEA Cluster Border Routers’ Forwarding Algorithm 

1) The router checks the source and destination address of the packet, to determine that 
its own IPEA address is in the source address string or in the destination address string, so as 
to determine to route the packet by the packet’s source address string or by the packet’s 
destination address string; 

2) The router decides which fragment of the address string that it should process 
according to the router’s class; 

3) If the destination address of the packet is not in the local cluster, the packet is 
forwarded to adjacent cluster; otherwise the packet is routed with RIP or OSPF protocol. 
5.1.6. IPEA Domain Border Routers’ Forwarding Algorithm 

1) The router checks the source and destination address of the packet, to determine that 
its own IPEA address is in the source address string or in the destination address string, so as 
to determine to route the packet by the packet’s source address string or by the packet’s 
destination address string; 
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2) If the destination address of the packet is not in this IPEA domain, a) if the source and 
destination addresses of the packet are both IPv4 addresses without extension address, the 
packet is routed according to IPv4 routing algorithm (RIP, OSPF or BGP), end of the 
algorithm; b) the packet is forwarded to a NAT proxy [7], where the packet is encapsulated in 
an IPv4 packet [17] with which the addresses are set to the top-level addresses of the IPEA 
addresses of the original packet, and is done protocol and address translation,  the new 
packet is routed according to IPv4 routing algorithms (RIP, OSPF or BGP), end of the 
algorithm. 

3) If the destination address of the packet is not in the local cluster, the packet is 
forwarded to adjacent cluster; otherwise this packet is routed with RIP or OSPF protocol. 

 
5.2. Correctness Proof of IPEA Routing Algorithm 

Theorem 2. If there exists a path between two nodes, IPEA routing algorithm can search 
it out. 

Proof. In case of the two nodes in the same IPEA cluster, as RIP or OSPF protocol is 
used for intra-cluster routing, the correctness of RIP or OSPF routing protocol guarantees the 
proposition true. In case of that the two nodes are in different IPEA clusters, as every IPEA 
cluster border router periodically propagates link state to its uplink routers, which guarantees 
the inter-cluster connectivity is aware, and the link between two border routers is 
point-to-point, no loop can be there, so the case with two nodes in different clusters is 
identical to the case with two nodes in the same cluster. In case of that the two nodes are in 
different IPEA AD, as the inter-AD routes are generated with BGP, whose correctness 
guarantees the proposition true. 

Theorem 3. IPEA routing path is loop-free. 
Proof. An IPEA routing path consists of intra-cluster paths, inter-cluster paths, and 

inter-domain paths. As every inter-cluster route has only one hop, and the cluster changes by 
every hop, so inter-cluster path is loop-free. While intra-cluster path and inter-domain path are 
generated by RIP, OSPF, or BGP protocol, the loop-avoidance mechanism of these routing 
protocols keeps the intra-cluster path and inter-domain path loop-free. 

Theorem 4. IPEA routing algorithm converges in finite time in absence of network 
topology changes. 

Proof. The IPEA routing algorithm consists of point-to-point inter-cluster routing, RIP, 
OSPF, and BGP routing algorithm. The convergence mechanisms of RIP, OSPF and BGP 
routing algorithm guarantee this property. 

 
5.3. Complexity Analysis of IPEA Routing Algorithm 

If average number of neighbors of every node in an IPEA cluster is k, as an IPEA router 
propagates routing message only to its adjacent nodes in the same cluster (the border router to 
its adjacent border routers), the time complexity of computation taken in a node is O(k). If it 
spends one unit of time to process one routing message, the time complexity in the worst case 
is O(|N|), |N| is the number of nodes in the local cluster. 

 
6. INTEROPERABILITY 
 

As illustrated in previous sections, IPEA is a superset of IPv4, an IPv4 packet is 
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equivalent to an IPEA packet without extension address, a system (a host, a router or a 
network) that supports IPEA will support IPv4 as well. The problem is how IPv4 network 
should deal with IPEA packet? With the traffic between two nodes in different IPEA domains, 
when either the source address or the destination address of the packet is IPEA address with 
extension address, the packet is encapsulated in an IPv4 packet and done protocol and address 
translation by an IPEA domain border NAT box in the middle, to traverse IPv4 clouds (as 
indicated in section 5.1.6). 

The interoperability between IPEA and IPv6 is similar to that between IPv4 and IPv6. 
 

7. SIMULATION RESULTS 
 

The simulation is done in ns-2 [11] environment, we rewrite the hierarchical routing 
module, DV, to implement IPEA routing protocol with RIP routing algorithm. 

Definition 13. Convergence time of an update is such a time interval, from a network 
event (e.g. a link disconnects or a routing table entry ages) happened until the last routing 
table has been update in the network. 

Definition 14. Communication overhead of an update is the all routing message traffic in 
the network in the Convergence time of an update. 

Definition 15. The stretch factor of IPEA routing path length, sp, is the ratio of average 
IPEA routing path length vs. average routing path length generated by non-clustered DV 
algorithm, in the networks generated by the same Waxman random graph model [24]. 

The objective of our clustering of the network is mainly concerning extending address 
space and management of networks, instead of optimizing the clustering structure of the 
network to gain the most reduction in computing, storage, and communication overhead in 
every node in the network [12]. So in our experiments, the clustering is randomly generated, 
the link degree of every node is generated by Waxman random graph model [24]. The 
bandwidth of the link is set to 100kbps, the period for nodes to propagate routing message is 2 
seconds. With different numbers of nodes and different clustering structure of the network, the 
convergence time, communication overhead, and routing path stretch factor are observed and 
compared among IPEA, RIP and RIP with IPv6 address (Figure 3, 4, 5). 

The results of the simulation show, due to partition of the network, the number of nodes 
in every cluster is reduced, so the computing, storage, and communication overhead taken for 
maintaining routing tables in every node is reduced. As the number of nodes in the network 
increases, the reduction of the maintaining overhead of routing tables is more significant, 
while the increase of the routing path length becomes more trivial, which is consistent with 
Kleinrock et al’s results [12]. 

Compared with IPv6, IPEA is more interoperable with IPv4, IPEA address scales better. 
With communication between hosts in the same cluster, only 32 bit address is deployed, while 
always 128 bit address in IPv6. The size of IPEA routing table does not exceed the size of 
IPv4 routing table, which helps dealing with routing table explosion. The functional 
enhancements of IPv6 come mainly from its introduction of extension headers, though only 
address extension header is introduced into IPEA here, the other extension headers of IPv6 
can be introduced into IPEA as well without resulting in more incompatibility between IPEA 
and IPv4. 
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8. CONCLUSION 
 

If IPEA is supported in an AD, the TCP/IP protocol stack in the routers and hosts in this 
AD has to be updated; the method of extracting addresses from the packet has to be modified, 
while with routing algorithm there is nothing special. The transition from IPv4 to IPEA is 
mostly in software update, the cost should be low. 

IPEA has such advantages: 1) it provides a solution to the problem of address space 
exhaustion in the Internet; 2) it reduces the routing table length, helps dealing with routing 
table explosion; 3) it makes little change in the IPv4 addressing scheme, easy for transition; 4) 
it makes the autonomous network more manageable as using private address. 

The modification of protocols concerning IPEA, e.g. ICMP, DNS, etc, is not included in 
this paper. 
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