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In this paper, we study the behavior of TCP protocol over multihop ad-hoc networks.
TCP is a reliable transport protocol that at first was conceived for wired networks. The
congestion control mechanism of TCP is designed for wired environments and is not
adapted with wireless networks such as multihop ad-hoc networks which have different
characteristics in terms of loss. TCP congestion control mechanism is based on the fact
that the main reason of loss in wired networks is the buffer overflow. This mechanism is
not adapted with ad-hoc networks where the main reason of loss is link contention caused
by hidden terminal problem. Through simulation, we show that TCP throughput drops
significantly because it generates somewhat a “bursty” traffic that increases the contention
in the MAC layer which results to collisions and packet losses. We then introduce a new
approach to improve the performance of TCP. For controlling the “aggressive” traffic of
TCP, we propose to add a shaper in order to release the packets in the network in a
controlled rate. We show that using this mechanism plus the delayed ack option improves
TCP throughput by 120% when compared to standard TCP. Previous work [1,2] have
shown 30% improvement for the same simulated scenarios.

1. Introduction

Mobile ad-hoc networks, is an increasingly important topic in wireless communications.
These networks consist of a set of hosts communicating among themselves using wireless
links, without the use of base stations. The hosts might be mobile or stationary. These
types of networks are useful in any situation where temporary and unpredicted network
connectivity is needed [6]. Lots of research works have been concentrated on developing
MAC layer protocols and routing protocols for these types of networks.

As the technology of ad-hoc networks evolves more and more, supporting Internet
applications by these networks seems a challenging issue. TCP (Transmission control
protocol), is a protocol that is widely used in Internet applications including WWW
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(HTTP), file transfer (FTP), email (SMTP) and remote access (Telnet) traffic. However
this reliable transmission protocol, which at first was conceived for wired networks, is not
adapted with wireless environments. The congestion control mechanism of TCP relies on
the assumption that the reason of loss in the network, is buffer overflow which is in fact the
main reason of loss in wired networks, while in wireless environments the link contention
and hidden terminals [1] are the main reasons of loss. TCP can not differentiate between
throughput.

In an ad-hoc network that uses IEEE 802.11 MAC protocol, the RTS/CTS mechanism
[4] can not solve the hidden terminal problem because this mechanism assumes that all
hidden nodes are within the transmission range of receivers. This is not always the
case. For example when the number of intermediate hops between the sender and the
receiver is larger than 3 and the nodes are about the transmission range apart (figure 1).
Recently, several work have proposed modifications in the MAC layer or in the TCP layer
to increase the throughput of TCP connections over multihop ad-hoc networks. However,
the proposed solutions do not provide substantial improvement in the throughput (10%-
30%). In this paper, we found that burstiness has a significant impact on packet losses
that are due to hidden terminal problem. Thus, we introduce a new approach to increase
the throughput of TCP connections over multihop ad-hoc networks.

The rest of the paper is organized as follows. Section II presents briefly previous
work. In section III, we examine the impact of burstiness on TCP throughput in a
multihop wireless network. Then, in section IV, we describe our approach to increase
TCP throughput. Section V concludes the paper and includes some propositions for the
future work.
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Figure 1. If nodes A and D are transmitting
simultaneously, DATA packets of A are lost
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Figure 2. An end-to-end approach to as-
sist TCP congestion control

2. Related Work

Fu et al [1] have concluded that there is a window size in which TCP has the best
performance in the multi-hop ad-hoc networks and further increasing the window size
results to further contention and consequently to throughput reduction. This optimum
window size depends on the number of hops in the network and limiting the maximum
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window size results to higher TCP throughputs. We shall show later that it is not the
number of packets in each transmission window which causes the throughput reduction
but the inter-arrival time between the packets. [1] has also proposed two techniques in
order to improve TCP throughput over ad-hoc networks: Distributed Link RED(LRED)
and adaptive pacing. These techniques propose to change the MAC layer mechanism. The
maximum improvement obtained is 30%, and it corresponds to the fixed chain topology.

Jiang et al [5] have also studied the effect of congestion window size over TCP through-
put and loss. They have proposed to increase MAC protocol’s retry limit in order to let
the sender retransmit an increased number of times. The author claims that this method
can decrease the probability of collision when the nodes are static. [5] has also studied
the effect of packet size on TCP performance and it is concluded that depending on the
network topology and traffic conditions there is likely to be a threshold for TCP packet
size, beyond which link failures due to interference, become more probable.

Delayed ack option is proposed over transport layer, as one of the solutions for improving
the TCP performance [3]. Altman et al [2] have proposed this scheme in order to improve
the TCP performance over Ad-hoc networks. As in wireless link the data and ack packets
compete over network bandwidth, reducing the flow of ack packets seems a good approach
to increase the spatial channel reuse. In this way the chance of collision between ack
and data packets decreases. This mechanism has the advantage of improving the TCP
performance without changing the MAC layer protocol. [2] has studied the effect of
delayed ack for d=2,3,4 over TCP throughput and loss. The simulation results show a
20%-30% improvement in TCP throughput when the maximum window size is unlimited.

3. Impact of burstiness on TCP Throughput

Congestion control mechanism of TCP is designed to react to the losses caused by buffer
overflow. As in multihop ad-hoc networks, the packet loss events happen usually because
of link contention and not because of buffer overflow, we need another mechanism to react
to these kind of losses (figure 2). In this section, we introduce a new approach to attain
this aim.

In the standard TCP, after each RTT (Round Trip Time), the sender tries to inject a
window to the network. Since the router’s capacity in wireless link is large (2Mb), the
processing time in the routers is small in comparison with the round-trip propagation
delay. That is why the transmission of packets by TCP happens somewhat in burst. The
ideal case is when TCP data packets and ack packets are synchronized in the network
in a manner that concurrent in flight packets are evenly spaced in order to respect the
interference range. However, we can not attain this optimal case with standard TCP.
Through our simulations, we found that there is a direct relationship between burstiness
and collision.

3.1. Simulation scenario

We use the NS2 network simulator [7]. The link layer of the simulator uses the IEEE
802.11 standard MAC protocol. The bandwidth is 2Mb/s. Each node has a 50-packet
link layer buffer queue managed in a drop-tail fashion. The routing protocol used in the
simulation is AODV (Ad hoc On-Demand Distance Vector)[8]. We consider as in most
previous work the string topology (as in figure 1). Two adjacent nodes are about 200m
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apart. For each wireless node the transmission range is 250m, its carrier sensing range
is 550m and its interference range is about 550 meters which is a realistic assumption.
Nodes are not mobile during the simulation, so the link failure problem are not caused
by node mobility. The TCP data length in each packet is 536 bytes which is a so used
Maximum Segment Size (MSS). The source and destination of connection are placed at
both ends of the chain. We use TCP Reno for TCP simulation scenarios and activate the
delayed ack option of TCP.

We have chosen two simulation scenarios to show the negative impact of burstiness over
network performance in injecting the packets, into ad-hoc networks.

1- Simulation with CBR traffic
2- Simulation with TCP using RFC3465

3.2. Impact of burstiness in CBR traffic

To study the effect of burstiness in wireless links, we implement different scenarios of
CBR (Constant bit rate) traffic, over the string topology of ad-hoc networks. In all these
scenarios, we have the same mean rate of data transmission. Their difference, is in the
quantity of burst in each scenario. We try 4 scenarios:

Scenario 1: One CBR traffic with rate = r.
Scenario i: i CBR traffics with rate = r/i, i ∈ {2, 3, 4} (the i CBR traffics start exactly

at the same time in order to provide a bursty traffic).
The first three scenarios are summarized in figure 3.

Figure 3. Different CBR traffics

The results corresponding to r = 32 packets/sec are shown in table 1. This rate is
chosen so as the loss probability is very small in scenario 1. For larger rates, the loss
probability of all CBR traffics of all scenarios is increased. We observe that scenario
number 1 (one CBR traffic with the minimum burst) has a significant difference with the
other scenarios and has the best goodput (The rate of receiving data at the receiver) and
also the lowest loss probability (Goodput is approximately equal to Throughput). This
confirms that the bursty data traffic increases the chance of collision in ad-hoc networks.
Between 2,3 and 4 there is no considerable difference since the effect of burst seems to be
mitigated while the rate decreases.

Intuitively, in the case of a burst of two packets sent at the first node, two situations
are more likely to happen while the two packets are traveling through the chain: (1) The
two packets are one-or-two hops a way. In this case losses will be caused by unsuccess-
ful repetitive transmission attempts using the contention window. In IEEE 802.11 the
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maximum retry count for transmitting the RTS is 7. This is due to the fact that the
neighboring nodes want to transmit the received packet nearly in the same time. (2) One
of the packets win the access to the media (using the contention window) before the other
more than twice, then a packet will be lost due to the hidden terminal problem. To illus-
trate the last situation, assume in figure 1 that the first packet is in the queue of node A,
the second is in the queue of node B. The second packet can win the access to the media
first by choosing a slot number smaller than the one chosen by the first packet. Thus,
the second packet will be transmitted to node C. Here again, it can win the contention
and it will be transmitted to node D. Otherwise, we fall in the first situation. Node A
and D can transmit simultaneously and a data packet can be lost. The longer the chain,
the larger the probability of a loss event. Besides, a bursty traffic will accumulate more
packets in the queue of D which increases the contention period between A and D. Now,
consider the case where the two packets are spaced. The delayed packet is provided to
the MAC layer when the media is already sensed busy (virtually or physically), and thus
the contentions are reduced. Still, the second situation can also happen. That is why our
simulations show that the delay between the packets should be at least larger than the
average transmission time (measured in the simulations) of a packet through 4 nodes.

Table 1
Different CBR traffics in terms of burstiness

Number of CBR traffics Goodput Loss probability
1 31.49 0.0092
2 19.19 0.3955
3 20.84 0.3440
4 21.42 0.3255

3.3. Impact of RFC3465 on TCP throughput

This RFC proposes a small modification to the way TCP increases its congestion win-
dow. Rather than the traditional method of increasing the congestion window by a con-
stant amount for each arriving acknowledgment, this RFC suggests basing the increase
on the number of previously unacknowledged bytes each ACK covers.

If we use delayed ack mechanism, this algorithm can improve the performance of TCP
by mitigating the impact of delayed ACKs on the growth of congestion window. However,
the modified congestion window (cwnd) growth algorithm causes larger bursts of segments
to be sent into the network.

Thus, while RFC3465 tries to recover the rate reduction of cwnd growth, imposed by
delayed ack, it increases the burstiness factor in the network. So as we try to keep the
same rate of congestion window growth, we increase the burst. We have profited from this
character to study the effect of burstiness over throughput of TCP in multihop ad-hoc
networks.

We implemented proposed modification of RFC3465 in NS2 code and performed the
following simulation.

In figure 4 TCP throughput is compared in two cases. The effect of delayed ack over
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TCP throughput with and without RFC3465 is shown. Figure 4 shows the TCP through-
put as a function of maximum window size for d=2. This figure shows that although for
small values of maximum window size, the proposed mechanism of RFC3465 can improve
a little the TCP performance, for larger values, the burstiness of this method results to
throughput reduction.

3.4. Conclusion

These two experiments show clearly that the bursty traffic results to reduction in per-
formance in ad-hoc networks. That is why standard TCP experiences such a considerable
drop in throughput. In the next section, we propose to control the burstiness of TCP
traffic and thus increase the throughput.

4. Use of Shaping to Increase TCP throughput

If we control the rate of releasing packets to the network in order to avoid the burstiness
of TCP traffic, we decrease the chance of collision between the packets.

We propose a shaper that can be used at the sender to release the packets into the
network at a controlled rate. Packets might be generated in a bursty manner, but after
they pass through the shaper, they enter the network evenly spaced. This method of traffic
management, can approach us to the optimal case in ad-hoc networks and also helps us
obtaining spatial channel reuse. In fact, in addition to congestion control mechanism of
TCP, shaper accomplishes a second control before releasing the packets to the network in
order to control the losses caused by link contention problem.

In the following experiments, we have used this mechanism plus delayed ack method to
improve the channel performance for TCP protocol.

Figure 5 shows the simulation results of the chain scenario for n=20. TCP throughput
as a function of maximum window size is shown in this figure. Each point is the average
of 100 simulations. We observe that delayed ack mechanism improves TCP throughput
when d=2 and d=3. The Confidence intervals show that between d=2 and d=3 is not a
significant difference.(As with d=4 and d=5, no more improvement was observed, they
are not shown in this figure). Figure 5 also shows that the maximum TCP throughput is
obtained with a limited window size and larger sizes results to throughput reduction.

The results of shaping and delayed ack for d=5 is shown in the same figure. We observe
53% improvement in TCP throughput comparing with TCP (d=3) and even more, 120%,
when compared to standard TCP (d=1). In addition, since the shaper always controls
the flow of packets entering the network, TCP throughput does not suffer any more from
window size evolution. We can observe this in figure 5. (It should be noted that here the
optimum rate has been chosen for the shaper’s rate, We will explain this later).

Figure 6 shows the TCP throughput with the shaper as a function of maximum window
size when d=1,2,3,4,5. In this figure, each point represents also an average but we do not
plot the confident intervals. We can observe that the best result is when d=5. In fact,
by minimizing the flow of acks in the network and implementing a shaper to control the
rate of releasing the packets, we have approached to the optimum spatial channel reuse
by minimizing the contention between data packets and ack packets. The limit of d = 3
is bypassed.
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Figure 4. TCP throughput with rfc3465
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Figure 5. Improving TCP throughput us-
ing a shaper

4.1. Optimum rate

Having a shaper who produces a constant rate for transmitting the packets, finding the
best rate in which TCP has the best performance and the packets are spaced with the
optimum distance, seems a challenging issue. What is the rate at which TCP has the best
performance? The best rate is the rate at which maximum number of nodes transmit
their packets concurrently with the minimum chance of collision. In this rate there is no
loss while we have the maximum number of packets in flight and the packets are spaced
in the optimum way.

This optimum rate depends on the number of hops, delayed ack factor and the inter-
ference range. Figure 7 shows the throughput of TCP as a function of shaper’s rate when
the number of nodes is 20 for d=1,2,..5.

Figure 7 shows that for the low rates of shaper the TCP throughput is approximately
equal to shaper’s rate. In the optimum rate the throughput is maximum and the loss
probability is approximately equal to zero. As soon as we pass the optimal rate, the TCP
throughput decreases while the loss probability increases. This is because with a high
rate shaper, we increase the rate of releasing packets and decrease the time space between
them so we increase the chance of collision. Thus TCP performance reduces when we
pass the optimum rate. If we continue increasing the shaper’s rate, we arrive to the point
where there is no more control over TCP. Here, TCP follows its normal behavior and the
packets will be lost because of collision.

Further, figure 7 shows that d=5 has the best performance. Thus minimizing the
number of acknowledgments to 1/5 of standard TCP, beside using a shaper with the
controlled rate, minimizes the chance of collision between TCP and ack packets.

4.2. Impact of Number of Hops

According to the number of hops, the optimum rate might be different. Figure 8 shows
the optimum rate of shaper as a function of number of hops in the network. We observe
that the optimum rate of shaper decreases while the number of hops in the chain increases.
As interference increases with number of hops, a chain with greater chance of collision
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Figure 6. TCP throughput with shaper
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Figure 7. TCP throughput as a function
of shaper’s rate

forces us to decrease the releasing rate of packets to the network. It is also worthwhile
noticing that the gain in the throughput decreases as the the number of hops decreases.
When the number of hops is equal 8, the gain is 33% (d = 2). Again, this is due to the
fact that lesser hops results in lesser harmful collisions. The conclusion is then, when the
number of hops is relatively large in an ad-hoc network deploying TCP as the transport
protocol, packet spacing should be used.
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tion of number of hops
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4.3. Impact of the bucket size of the shaper

Token bucket is one of the network shapers that can help us to control the flow of
TCP in Ad-hoc networks. Token bucket consists of a token buffer with a predetermined
maximum buffer size and the tokens are generated with a specific token generating rate.
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A data packet can pass through the token bucket only if it can get a token from the
bucket.

In all the previous experiments we have used a “token less” token bucket that allows
one packet in each 1/rate seconds. Figure 9 shows the throughput of TCP as a function
of the bucket size in number of tokens. We observe that the best throughput is when the
number of tokens is equal to 1. Again, this confirms our previous results about effect of
burstiness on TCP throughput in ad-hoc networks.

4.4. Effectiveness of Shaping in Presence of CBR traffic

In the previous simulations, the TCP connection is using the total capacity of the
network. Next, we study the impact of a background CBR traffic on the gain obtained
for the throughput. Table 2 shows the relative gain in the throughput as we increase
the rate of the CBR traffic. The CBR connection shares all the nodes of the network
with the TCP connection, i.e. they have the same source and destination pair. The
gain is computed relatively to the best TCP throughput achieved by the optimum tocken
bucket parameters. The number of hops is 8 and the delayed ack factor d is 2. The UDP
packet size is the same as TCP packets. We observe that the gain increases as the UDP
rate increases. This is intuitively the normal behavior, since incerasing the UDP rate
increases the interferences and thus the harmful collisions. Packet spacing helps to reduce
the negetive impact on TCP throughput.

Table 2
Impact of UDP background traffic on the throughput gain using packet spacing

UDP rate (packets/s) Gain (%)
0 33.6
4 40.1
8 48.6
12 63.5
16 72.8
20 83.2

We should also note that when the UDP rate is equal to 20 packets/s (very high),
the TCP throughput is very small (5, 81 packets/s with a confident interval [5.71, 5.91])
without using a shaper. When we use a shaper, the absolute increase is small (2.55
packets/s), however the relative gain is large.

5. Conclusions and Future Work

Through simulation, we noted that TCP throughput drops significantly because of
link contention caused by hidden terminal problem and also because TCP produces a
“bursty” traffic that increases the chance of collision. An “aggressive” TCP sender causes
an increased contention at the MAC layer which results in increased collision and packet
loss. We then made this point clearer by presenting some examples that generated the
bursty traffic intentionally in multihop ad-hoc networks which resulted in throughput
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reduction. We proposed a new approach to improve the TCP performance. We found
that implementing a shaper at the sender can control the aggression of TCP data traffic
which results in 53%-120% improvement in TCP throughput. Previous work [1,2] have
improved TCP throughput by 30% for the same simulated scenarios. We then showed
that delayed ack mechanism beside the shaper, results to an unexpected improvement in
TCP throughtput when compared with standard TCP. In fact the dalayed ack factor can
go further than 3 using the shaper. In this way, we approach to spatial channel reuse. We
also found that the rate of shaper has a direct effect over TCP throughput and there is an
optimum rate in which TCP has the best performance. The optimum rate is dependent
on the number of hops and decreases when the number of hops increases.

Our ongoing work aims to design an adaptive algorithm to find the optimum rate
of the shaper for the different topologies. One idea to find the adaptive algorithm is
calculating TCP throughput dynamically while changing the rate of shaper. This idea is
based on the fact that in the rates which are below the optimal rate, TCP throughput is
approximately equal to the rate value of shaper and as soon as we pass this value, TCP
throughput decreases. The other idea is to use of shaper’s queue size. Since shaper’s
queue is full while the rate of shaper is below the optimum value and as soon as it passes
this value, the average queue size drops to the very low values. This happens because
the optimum rate is the rate in which we have the optimum spatial channel reuse and
in the same time the lowest loss probability. Passing this rate to higher values results
to higher loss probability that forces TCP to decrease its window size. Therefore, the
number of packets sent to the leaky bucket’s queue decreases. We can profit from this
fact to implement an algorithm to find the optimum rate of leaky bucket while the number
of nodes changes.
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