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Abstract. Telecommunication Network often fellows some running pattern. If the operation 
pattern of telecommunication system changes, it means that some thing has occurred to the 
telecommunication network, which may bring out the running failure. In this paper, we 
proposed a new detected idea, which can help us find the failure of telecommunication 
network in time. This paper develops a neural network approach, which can detect the 
changes in the operating mechanism of telecommunication network. Through this method, we 
not only can dig out the possible malfunction of telecommunication system in time, but also 
can distinguish the possible type of malfunction in the system..   
Keyword: telecommunication network, malfunction, neural network, structure change. 

1. Introduction and Motivation 

    Detecting for malfunction of telecommunication network is a very active research field 
recently. How can we find the malfunction of telecommunication system? The first thing is to 
recognize the network operating mechanism. As we know, telecommunication Network often 
fellows some running pattern, which will keep up. If the operation mechanism of 
telecommunication system changes, it means that some thing has occurred to the 
telecommunication network, which may bring out the running failure. For the analysis of 
malfunction in telecommunication system as early as possible, the first thing is to recognize 
the pattern information and the operating mechanism of the underlying system. Through 
observation of telecommunication we can obtain the running data of system, which can be 
represented by time series. Then we can detect the change of running mechanism by carrying 
out clustering process on the operating patterns based on neural network approach. The 
network learning are used for the extraction of the pattern structural information so as to 
detect possible malfunction of the telecommunication system. 
    From above analysis, we can know how to obtain the running pattern from the network 
running data. The basic data we used is the telecommunication running data, such as some 
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nodes traffic of telecommunication network, the Internet traffic. This type of data can be 
abstracted by time series. In statistics, there are many methods can be used to analyze the time 
series. Now we concern the running pattern and its structure change, which is embedding in 
network data. So we have idea to find the malfunction of telecommunication system. We can 
apply variable structure analysis method to find the running pattern change in 
telecommunication network. According the type of structure change, we can find the possible 
change of running pattern in system. Some change can indicate the malfunction of 
telecommunication system. At first, let us introduce the structure change analysis.  

1.1.  Introduction to Structure Change of Model 

    Early tests for structural change involved simple statistical models, and independence of 
observations across time. If we observe the running data from different nodes in the network, 
we can obtain the multiple variables time series about telecommunication system. The 
relationship between variables may be nonlinear. This property allows for many more types of 
model misspecification than encountered with stationary variables and linear relationships, 
and the misspecification lead to greater modeling difficulties. 
  Basically, there have been many possible approaches that have been suggested by 
statisticians, such as described in Granger and Teräsvirta(1993). However, most of the 
well-developed techniques for testing for linearity and then modelling nonlinearity are 
designed for stationary variables. If one just tries to use them with nonlinear and 
non-stationary time series, the result may be quite unsatisfactory. 
   Traditional approaches for structural change detection are mainly focused on stationary 
time series. However, Due to the nonlinearity and non-stationary properties of time series in 
telecommunication network, the approach of structural change detection in an observed time 
series is a daunting task, especially when the model (or pattern) class involved is extended 
from linear to nonlinear models. Recently, Ghysels and Perron(1996) and Gregory and 
Hansen(1996) discuss the methods of change point detection with non-stationary time series. 
However, they only deal with the integration time series which is also a linear property of a 
given time series. 

1.2.  The Definition of Structural Changes in pattern 

   Chen and Yeh (1997) point out that the term structural change is ill-defined if it is not 
distinguishable from the observed time series. The essence of structural change detection in 
current statistics rests on the analysis of residuals filtered through a chosen model, and 
structural changes are usually defined as the changes in some parameters of the chosen model. 
In order to see the problem of the definition of structural change, Chen and Yeh(1997) present 
a new description of structure change. 
    The key problem to the detection of structural changes in a given time series is the 
model-specification. For nonlinear multivariate time series xt,, modelling practice are 
becoming even more difficult because of the complicated relationships among the component 
series. 
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1.3.  Structural Changes in Multivariate Time Series 

    We must notice the fact that the relationship between variable is relative stationary when 
the telecommunication system is running in stationary state. However the change of 
relationship will occur when the system is running in malfunction state. 
    In the analysis of structural change detection, we assume that the observations of the 
system can represented as a vector-valued time series. Therefore, we can discuss the detection 
of structural changes in multivariate time series. 
    In telecommunication system, the component variables may be nonlinear and 
non-stationary. Since the component variables are all in one telecommunication system, there 
may be some kind of nonlinear relationships among the component variables. This kind of 
relationship may have some effect on the development of the system, and sometimes it makes 
the system keep an equilibrium state, that is, the component variables keep co-movement 
even though they are nonlinear and non-stationary individually. In fact, this equilibrium 
relationship is nonlinear equilibrium relationship among the component variables. However, 
we have no idea on the exact forms of nonlinear equilibrium functions. 
    This phenomenon is common in telecommunication system. For example, in a Local 
network, the traffic of Mail server, WWW server and business Sever often keeps 
co-movement relationship (called pattern) when the system is running in stationary state. the 
sub-indexes often keep co-movement, which keeps the whole system being in an equilibrium 
state. However, the co-movement relationship (called pattern) is not unchanged forever. The 
relationships among the traffic of different server may be substantially changed due to some 
inner or outer ``shocks'', which may be cause by some device failure. 

The key problem for the detection of structural changes is how to recognize the operating 
pattern of the underlying system, and the current modelling techniques are too limited to 
describe the complexity of the system. 

For a given telecommunication system, its operating pattern could be recognized by a 
cognitive system. Thus the model-specific definition of structural changes can be modified. 
Structural changes or structural breaks simply refer to the loss of the patterns in 
telecommunication system, which system used to live with, and the appearance of a novel 
pattern which system have no experience with. Even though this notation of structural 
changes is not conventional in statistics, it is conventional in our intuition of structural 
changes. In this way, the structure may not have any precise representation, or any definite 
mathematical form. 
    From the point of view of  Artificial Intelligence, structural changes in a system is the 
``shocks'' on the operating mechanism of the system, and the shocks can not be explained by 
some intelligent cognitive process, such as adaptive or self-organization process. Before we 
proceed further studies on structural change detection, we should develop a cognitive 
pattern-specification technique. 

In this paper, we try to present a neural network technique for the cognition of a given 
telecommunication system, and then develop the testing procedure for structural changes in 
the underlying system. The paper is organized as follows:  

section 2 presents the general thinking about structural change detection, which will be 
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used to find the running malfunction in telecommunication system; section 3 presents the 
design of the neural network for the cognition of a system and the detecting methods for 
structural changes, which will help us recognize the running pattern of telecommunication 
and find the pattern change of system as early as possible ; section 4 presents a practical 
example to illustrate the validity and practical importance of the proposed method; the 
conclusion and comments about this paper is given in section 5. 

2. General Thinking about Structural Change Detection  

    We know that malfunction often occurs in the state of running pattern structure changes 
of telecommunication system. The key problem for the detection of structural changes is how 
to recognize the operating mechanism of a system, and to grasp the dynamic characteristic of 
the system's structure. As stated above, there may be equilibrium among the component 
variables in a system, and the changes in the relationship among the component variables may 
result in different structures. In a multivariate time series, the inner structure contains the 
dynamic relationships among the component series, as well as the auto-correlated relationship 
in the development of an univariate time series. With time being forward, the development of 
the system is ruled by some mechanism, which we should recognize based on a period of 
samples. 
    In the analysis of structural change detection, we often choose sub-samples from a given 
big sample through the use of moving window technique. In other words, we carry out the 
learning process based on each sub-sample, and recognize the operating mechanism of the 
system through the observed data. The learning effect can be measured by a function, then we 
can obtain different ``results'' from different sub-samples. If the system has experienced 
significant changes, some of the ``results'' may be distinguished from the others. Thus the 
change points can be detected where the malfunction of system can be find  

2.1. Sub-samples Derived from Moving Windows 

    The aim of the moving window technique is to divide the original sample into several 
small sub-samples, which are overlapped mutually for a period. We carry out intelligent 
cognition process in each sub-sample. Fig.1 presents graphic illustration about moving 
window technique. 
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Figure.1  Graphic illustration of moving window technique. 
N2

In Fig.1, the size of windows is denoted as N1, which is the size of each sub-sample. The 
moving step is denoted as N2, which is also called the size of marginal sample. The size of 
original sample is denoted as N. Each sub-sample contains the information of the static 
structure inside the system, as well as the time-variant properties. Therefore, we can recognize 
the operating mechanism of the system through the sub-samples, which are derived from the 
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moving windows. 
The number of the moving windows is L=(N-N1)/N2. Based on the L sub-samples, we 

can apply the intelligent cognition process, and grasp the dynamic inner structure and the 
operating pattern in each window. If the inner structures and operating patterns of the L 
sub-samples are similar, that means there are no significant structural changes in the 
development of the system. On the contrary, if a recognized structure and operating pattern is 
distinguished from the others, it can be concluded that the system has experienced structural 
change during the period corresponding to the distinguished window. 

2.2. Detection of Structural Changes by Neural Network  

The analysis of the detection of structural changes can be divided into two stages, where 
one is the cognition of the mechanism of the system's operation, and the other is the detection 
of the structural change points. In the cognition process, sub-samples are extracted from the 
original observed data through the moving windows. However, since the complexity of the 
inner structure of the observed multivariate time series, these sub-samples can not be directly 
used for neural network cognition. Instead, we should extract the main characteristics from 
the observed series, and the extracting process should deserves location-invariant, 
scale-invariant and rotate-invariant properties. 

Pre-arrangement 
(moving window) 

Property-invariant 
transformation 

C ompression 
transformation 

Extraction 
characteristic

sample 
Property 

invariant Sample 
Sub-sample

Characteristic 
pattern space 

Figure.2 The extraction of the structural property 
    The extraction process is shown in Fig.2. It should be emphasized that an extraction 
process may not have to experience all the stages shown in Fig.2. For example, if the system 
is of lower dimension, and the sample size is smaller, the compression transformation is not 
necessary. If there are not obvious location shift, scaling and rotating, the corresponding 
property-invariant transformation is not necessary. Of course, if the sample have obvious 
different structural patterns, the extraction process can be omitted. 
    If we have finished the extraction process, the next step is how to proceed structural 
change analysis based on the extracted information, that is, how to classify the different 
operating patterns. We can calculate the degree of similarity between the sample pattern and 
the real dynamic pattern, and set up the space of patterns. Along this line, the different 
patterns for the different sub-samples can be classified in the newly formed clustering space, 
and the structural points can be detected. All these can be deal with by the following neural 
network..  
Remark 1. Fig.3 shows the neural network process for the cognition of the inner structure of 
a multivariate time series observed in telecommunication system. In Fig.3, the APEX 
(analysis of principle element network) can be ignored when the dimension of the system is 
not too large. The extracted information about the dynamic structure and the operating 
mechanism, which is extracted through the use of Kohonen's network, is stored in the form of 

2415



weight matrix. We should make transformations on the derived weight matrix so as to make 
clustering on the operating patterns of the system. What we use here is to transform the 
weight matrix into a vector. 
   Fig.3 presents two schemes for the extraction of structural information, which are ART 
Network and Adaptive Competition (AC) Network, respectively. These two schemes are 
described in detail in section 3. It should be noted that the proposed methods not only can 
carry out the analysis of structural change detection, but also can make classifications on the 
operating patterns.  

Fig.3ure  Neural network for the cognition of the inner structure. 

3. The Design of Neural Network for the Detection of Structural Changes 

3.1. Cognition of the Pattern Structure  

   The pattern of the development of telecommunication system is usually time-dependent, 
that is, the pattern of the system varies with time. The changes in the patterns have two 
meanings, where one is changes in its inner structure, and the other is changes in any 
component variable (such as traffic of mail server and WWW server). Both kinds of changes 
are time-dependent. How to specify the changes in the system patterns through neural 
network fitting? 
   At first, we do not know the running pattern of telecommunication system, but we can 
obtain the running rule by learning. It is clear that some of acknowledge of mankind is 
learned through adaptive and self-organization. Compared with teacher-oriented learning 
network, the pattern specification of self-organized neural network has no prior information. 
All the information are cumulated from the input, and are gradually generated through 
self-organization in the system. The pattern specification system is mainly based on the 
gradually cumulated information. 

Pre-arrangement 

APEX network
(Needed when dimension of sample is large) 

Konhonen network 

Vector transformation on the output weight matrix 

ART network 
(Scheme 1) 

Multivariate time series

Sample Compressionn 

Extract characteristics 

Self-organized competition 
network (scheme 2) 

Structural information
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Figure.4  Structure of Kohonen's adaptive network. 
3.1.1.  Principle of Kohonen's SOFM 
    The self-organization is well illustrated by Kohonen's SOFM theory. Fig.4 is a 
feed-forward network with single hidden layer. The input layer is the vector of observed 
multivariate time series in telecommunication system, and the number of node is the 
dimension of the vector time series; the output layer is a node matrix with total nodes m. 
There are some kinds of local relationships among the nodes. This kind of network maps the 
input sample of observed multivariate time series to the output layer, and forms a 
characteristic figure. Their connecting weights are realized through adaptive cognition, 
therefore, it is called self-organizing feature map (SOFM). 
   The relationships, which exist between the nodes in the output layer of a self-organized 
neural network, can be represented by a feedback restrained function g(x). It is a real function 
looks like a ``Mexico hat'' 
    The basic idea of Kohonen's self-organization theory is as follows. The component series 
of a given system is regarded as the input units of the neural network. In the output layer, a 
may ``succeed'' due to the greatest local ``stimulus'', while the nodes around the succeeded 
node are also stimulated heavily because of the local connection between the nodes. Thus the 
connecting weights between these ``stimulated'' nodes are modified according to their input 
information. When the input series have substantial changes, the succeeded nodes in the 
output layer will change accordingly. Through self-organization the neural network can learn 
the basic structure on the input series, and the basic structure can be reflected through 
characteristic figure in the output layer. 
   From the distribution of the output nodes through Kononen's network, we can transform 
the input series into different classes according to the whole time horizon, and the 
characteristics of each class can also be reflected through the nodes in the output layer. In 
other words, the distribution properties of the nodes in the output layer can reveal structural 
properties of the input series. Therefore, Kononen's network can be used for structural 
analysis on a multivariate time series observed in telecommunication system. 
3.1.2.  Algorithm for Kohonen's SOFM 
The adaptive equations for the perception of outer information is 

     ))}()(()()(){(
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where a(t) is a learning constant( usually 0< a(t) < 1, and decreasing monotonously), ηj(t) is 
the occurring frequency of neural network node, and γ(.) is a nonlinear function. 
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    Supposed that the neighbor area of the node j is denoted as NEj(t). In this area, the 
function ηj(t)=1; otherwise, ηj(t)=0. In most circumstances, γ(0)=0, γ(1)=1. Thus the equation 
(3) can be re-organized as  
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The above representation can also be represented in the discrete form, 
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These equations represent the competition learning process without teacher's tuition. In 
the output layer, the criterion for the selection of the greatest stimulus node is, 
     ||})()({||min)()(|| ttxttx i                           (4) 

ijω −=− ω
Remark 2. It is necessary to point out that the neighbor area is a circle with j as its center and 
a constant as its radius. With the training process continues, the radius of NEj(t) should be 
smaller and smaller gradually. In the end, NEj(t) should contain j only. 
Remark 3. The algorithm for Kononen' SOFM is a vector optimization approach without 
teacher's tuition. It is not necessary to know some prior information about the input series, and 
the classification of the input series is carried out through the network's self-organization. As 
a result, we can obtain a characteristic figure in the end of training process. 

3.2. Testing for the Structural Changes through ART  

The basic structure of an ART network is a very strange two layers network. The first 
layer is the input unit, and the inputted information feed forward through the connecting 
weights bij, the second one is the output layer where the output nodes feed the information 
backward through the connecting weight matrix tij. 
   For the input sample of a given multivariate time series, ART network compares the 
pattern of the inputted sample with the ``model vectors'' stored in tele-traffic trace. The 
similarity degree between the inputted pattern and the stored model is calculated and 
compared with a ``reference threshold'', and then the network decides whether the inputted 
pattern is the ``same'' as the stored model. For the selected models, with which the similarity 
degrees exceed the reference value, the network selects the ``most similar'' one as the chosen 
model for the inputted pattern, that is, the similarity degree between the most similar model 
and the inputted pattern is the largest one. The next step is to increase the connecting weights 
connected with the chosen model. If the similarity degrees between the inputted pattern and 
the stored models do not exceed the reference threshold, a new type of model is set up inside 
the network. The matching process continues until the training process is over. 

Thus the learning process of ART network is adaptive, which is especially valid for 
pattern specification and classification in the multivariate time series with time-varying 
structure. 
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3.3.  Detection Change Points through Competition Clustering System 

   In the output layer of ART network, there is no prior information on the selection of 
succeeded nodes, which is selected through the competition among all the nodes. When a 
node succeeds, the network adjusts weight vectors, which are kept for further competition. 
The succeeded node represents the class of the pattern of the inputted vectors. 
   Suppose that the sample set for the input vector is denoted as {Xt: t∈T} belongs to a kind 
of pattern S, whose properties and probability density function fs(.) are all unknown. Based on 
these samples, the network will experience the training process, and generate a classification 
system. Therefore, when the training process is convergent, the network will recognize the 
right class for the inputted vectors even though there is no prior information about the pattern 
of the input vectors. 
    The general principle for the training process is that the network adjusts the output value 
of nodes in the output layer according to the probability density function fs (.). In other words, 
when training process is convergent, the vector of the connecting weights between the input 
layer and output layer is a reflection of distributional properties of the inputted vectors, and 
the vector of connecting weights is basis for inputted sample classification. 

The learning principle for the network is: for the similar pattern of the input vectors, the 
corresponding node in the output layer is active due to the largest stimulus, and its output 
value is increased. If the input sample can be divided into several patterns, there will be 
several nodes, which have large stimulus, each of which is an center of a class.  

This clustering approach is similar to Hebbian's criterion to some extent.  
   During the learning process, the vector of connecting weights will reflect the different 
patterns of the input vectors, and the main properties of the distribution of the inputted vectors 
can be revealed. In other words, for the inputted sample, the structural properties can be 
reflected through the models of the output nodes in the output layer. 

4. An Example of Running Pattern change Detection  

   Telecommunication is a dynamic system, which can be described by a multivariate time 
series. In this section, there are five nodes’ traffic observed in a telecommunication system, 
which form a vector time series to describe the operation of the system. The five nodes’ traffic 
are the component variables of the telecommunication system, and the whole system is 
represented by a vector-valued time series, denoted as Xt. 
   In order to analyze the detection of running pattern changes through above method, we 
use a traffic series of Xt, which was simulated by different models in telecommunication 
system. The basic condition for the simulated series is shown in Fig.5. 

The final results are shown in Fig.6, which shows that simulate system has experience 
structural changes during the interval from 0 to 250.. 
   Compared with the practical simulated data of the telecommunication system, the 
proposed approach has successfully detected the structural change points, which have 
significantly changes the running pattern of the telecommunication system. 
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5. Conclusion and Comment 

  In this paper, we present a neural network approach for the detection of malfunction in 
telecommunication system. The proposed methods have strong ability to recognize the 
operating mechanism of the system. The practical example illustrates the effectiveness and 
feasibility of the proposed approaches. 
   The propose methods not only can carry out the analysis of pattern structural change 
detection in telecommunication system, but also can make classifications on the operating 
patterns in the underlying system. 
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Fig6 Clustering of the operating patterns of Telecommunication system Figure.5 The traffic of 5 nodes in telecommunication system.
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