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Abstract. This paper investigates the problem of deploying NetFlow with optimized cov-
erage and cost in an IP network. Deploying a network-wide monitoring infrastructure in
operational networks is necessary for practical reasons and Cisco NetFlow is a promising
solution. However, several cost factors are associated with enabling NetFlow given the
current conditions in such a network. We argue that enabling NetFlow to cover a major
portion of traffic instead of the entire traffic will achieve significant cost savings while at
the same time give operators enough monitoring capabilities. Therefore we aim to solve
the Optimal NetFlow Location Problem (ONLP) for a given coverage ratio. We analyze
various cost factors to enabling NetFlow in such a network. We model the problem as
an Integer Linear Program (ILP). Although we are able to obtain optimal solutions for
Sprint’s North America Network by solving the ILP, two heuristic algorithms, Max-Plus
(MP) and Least-Minus (LM), are developed to cope with larger-sized problems, given
the NP-hard nature of the ONLP problem. The performance of the ILP and heuristics is
demonstrated by numerical results and the LM heuristic is able to achieve sub-optimal so-
lutions within 1∼2% difference from the optimal solutions in a mixed router environment.
It is observed that we can achieve 55% cost savings by covering 95% instead of 100% of
the network traffic. The problem and the proposed methodology can be generalized to
optimal deployment of new services and features in any types of networks.
Keywords: NetFlow, Integer Linear Programming, Optimal Placement

1 Introduction

Operating a large IP network without a detailed, network-wide knowledge of the traffic
demands is challenging. An accurate view of the traffic demands is crucial for a number
of important tasks, such as failure diagnosis, capacity planning and forecasting, routing
and load-balancing policy optimization, attack identification, etc. It is obvious to oper-
ators now that network monitoring and traffic measurement is a necessity and Cisco’s
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NetFlow [1] emerges as a viable solution to this problem. NetFlow has received attention
from both industry and academic researchers. For example, NetFlow data has been used
to examine the accuracy of traffic matrix estimation techniques [2]. The prior work on
NetFlow has been focusing on performance issues. Reference [3] compares NetFlow to
SNMP and packet-level data collection, while [4] proposes new sampling techniques that
can be used by NetFlow. In this paper, we study the issues in the deployment of NetFlow.

NetFlow is a set of features available on Cisco routers and other switching devices
that provide network operators with access to IP flow information from their data net-
works [1]. The NetFlow infrastructure consists of two main components: NetFlow Data
Export (NDE) and NetFlow Collector (NFC). The NDE is a module configured on routers
and captures each IP flow traversing a router.3 When a timer expires or the NetFlow cache
becomes full, IP flow statistics, such as number of IP flows, number of packets and bytes
associated to each flow, source/destination AS numbers, source/destination prefix masks,
etc, are exported to a NFC as UDP packets.

IP networks usually contain a large diversity of routers and not all interfaces on all
routers can run NetFlow. Although NetFlow can be configured at per-interface basis,
NetFlow-supporting capability is determined by the linecard and the router. There are
three types of linecards in terms of NetFlow support: 1) linecards that support NetFlow
in most traffic conditions, 2) linecards that do not support NetFlow, and 3) linecards that
support NetFlow in only certain (light) traffic conditions. Care must be taken for type
3) linecards since turning on NetFlow could potentially impact linecard’s performance on
packet forwarding, i.e. cause losses and large latency, or generate inaccurate flow statistics.
Linecards of types 2) and 3) can usually be upgraded to a newer configuration to support
NetFlow.

Enabling NetFlow at specific router interfaces is not enough. The IP flow statistics
exported by NDE modules at each router must be collected by NFCs. Operators process
all the data stored in NFCs to gather the information they need.4 There are two problems
when NFCs are considered. First, only a limited number of routers can be served by the
same NFC. Second, carriers prefer to collocate NFCs with the NDEs that they serve to
avoid the flooding of large amount of information over long-haul IP links.

Therefore, in order to enable NetFlow and utilize the data properly, operators need
to identify: 1) a proper configuration for each router enabled to support NetFlow (NDE);
and 2) a proper location for each NetFlow Collector (NFC).

The goal of this paper is to provide a methodology and a set of recommendations to op-
timizing the NetFlow deployment process. More precisely we are interested in identifying
which routers and which linecards on routers should be NetFlow-enabled, such to cover a
major portion of network traffic while minimizing the total capital investment required.
We refer to the problem of covering a given fraction of traffic on the selected routers
while minimizing the total cost as the Optimal NetFlow Location Problem (ONLP). The
solution to this problem will assist an operator in two situations: i) For an operator who
has decided to deploy NetFlow, identify the proper locations of routers to enable NetFlow

3 An IP flow is identified as the combination of seven fields as Source and Destination IP addresses, Source and
Destination Port numbers, IP protocol type, ToS bytes and Input Logical Interface (ifIndex).

4 NetFlow Data Analyzer (NDA) is a NetFlow-specific traffic analysis tool that enables the users/operators to
retrieve, display and analyze NetFlow data collected from several NFC modules.
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to achieve a lowest capital investment; ii) For an operator who has not decided to deploy
NetFlow, obtain a partial NetFlow deployment to achieve a best-coverage with a limited
investment for the operator to examine the functions and benefits of NetFlow. We formu-
late ONLP into an Integer Linear Program (ILP) model. We also propose two efficient
heuristic algorithms to solve it. We demonstrate results from both solving the ILP and
applying the heuristics and show great cost benefits can be achieved by carefully choosing
the locations of NetFlow deployment.

We target NetFlow and IP networks in this paper to demonstrate how location opti-
mization for a given network functionality should be pursued without losing the generality
that, the methodology proposed in this paper can also be applied to other services/features
in other types of networks.

The rest of the paper is organized as follows. In Section 2, we formally state ONLP
and propose an Integer Linear Programming model which can be solved for the optimal
solutions of ONLP. In Section 3, we introduce two efficient heuristic algorithms to solve
ONLP for larger-sized networks, for which the optimal solutions are too expensive to
compute. Numerical results are presented in Section 4 demonstrating the trade-off between
traffic coverage and required investment and performances achieved by both the ILP and
the heuristics. Section 5 provides recommendations on a NetFlow deployment strategy
with the best coverage-cost trade-off and concludes the paper.

2 Optimal NetFlow Location Problem: Problem Statement
and ILP Formulation

We consider a network with a set of routers and a set of interfaces on these routers.
Our goal is to monitor a portion of the traffic switched by these interfaces by enabling
NetFlow on the linecards that these interfaces reside on. The solution to the NetFlow
location problem can then be applied a set of interfaces in a given network which switch
a particular traffic type independently [7]. We can formally state the Optimal NetFlow
Location Problem (ONLP) as follows.
Given:

– The routers in a network R = {R1, R2, . . . , RN}, and for each router Ri ∈ R, a set of
linecards IRi = {IRi

1 , IRi
2 , . . . , IRi

Si
}.

– A set of PoPs P = {1, 2, . . . , L}, and for each PoP i, the set of routers associated:
Pi ⊆ R. Pi ∩ Pj = φ for ∀i, j : i 6= j and ∪1≤i≤LPi = R.

– A traffic volume ti,j associated with each linecard IRi
j on each router Ri.

– A cost function F for any router Ri to have NetFlow enabled at a subset of linecards
I ′Ri ⊆ IRi , F : R×I → Z+ ∪{0}, where Z+ denotes the set of positive integers, and
I = ∪1≤i≤NIRi .

– A cost function C for the collectors deployed at PoP i when n (n ≥ 0) routers in Pi

are NetFlow-enabled, C : Z+ ∪ {0} → Z+ ∪ {0}.
– A coverage ratio D : 0 < D ≤ 1.

We need to find a subset of routers R′ ⊆ R such that for each Ri ∈ R′, NetFlow is
enabled on a non-empty subset of linecards I ′Ri ⊆ IRi , and at least D of the total traffic
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is covered by NetFlow: ∑
i:Ri∈R′

∑
j:I

Ri
j ∈I′Ri

ti,j ≥ D ×
∑

1≤i≤N

∑
1≤j≤Si

ti,j,

while at the same time, minimizing∑
i:Ri∈R′

F (Ri, I ′Ri) +
∑

1≤j≤L

C(|R′ ∩ Pj|),

where | · | denotes the cardinality of a set.
We formulate the Optimal NetFlow Location Problem (ONLP) as an Integer Linear

Program (ILP). Different constraints may be applied to different routers. We consider
Cisco GSR routers [5] and 7500 routers [6] in this exercise. In [7], we discuss the details of
their capability in supporting NetFlow and we also set up a testbed to study the impact of
NetFlow on 7500 routers and determine the need and cost of upgrading a 7500 linecard.
Although totally different methods are applied to obtain cost figures for both families
of routers, from the modeling perspective, the main differences between both families of
routers are the following. First, when upgrading a 7500 linecard, only the processor and
memory are upgraded and the interfaces on the linecard remain unchanged, while the
entire linecard is replaced when upgrading a GSR linecard which implies that the number
of interfaces on the linecard may change with the upgrade. Second, a router consists of a
Route Switch Processor (RSP) and a number of linecards. When upgrading a 7500 router’s
linecards, sometimes we need to upgrade the RSP on this router as well. However, when
upgrading a GSR router’s linecards, we do not need to upgrade the GSR’s RSP because
most of the processing is done by the linecards. These differences will be reflected in the
ILP formulation.

2.1 Notation

Let G7500 and GGSR be the set of all 7500 and GSR routers, respectively. Let P =
{1, 2, . . . , L} be the set of all PoPs in the network and Pi represent the set of routers
belonging to PoP i. A router is present in one and only one PoP. For a router g, let S(g)
be the set of slots on router g, whose cardinality is denoted by |S(g)|. Let t(g, s) be the
traffic processed at slot s on router g. We define the specific notations for 7500 routers,
GSRs, collectors and traffic coverage respectively.

7500 routers Let c(g) be the minimal cost to upgrade the current configuration of
router g to one that supports NetFlow. c(g) = 0 if the current one supports NetFlow.
Binary parameter r(g) = 1 if such an upgrade is available, and r(g) = 0 otherwise. Let
c(g, s) be the minimal cost to upgrade the current configuration at slot s, router g to one
that supports NetFlow. c(g, s) = 0 if the current configuration supports NetFlow. Binary
parameter r(g, s) = 1 if such an upgrade is available, and r(g, s) = 0 otherwise.

GSR routers Let T be the set of all linecard types present on the routers in GGSR.
For each g ∈ GGSR we define T (g) as the set of linecard types present on router g. Each
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linecard type t ∈ T may or may not be upgraded to another linecard type that supports
NetFlow. Let r(t) be a binary parameter which equals to 1 if linecard type t can be
upgraded to a new version supporting NetFlow and 0 otherwise. Let c(t) represent the
cost to upgrade if r(t) = 1. For each router g ∈ GGSR and for each t ∈ T (g) we define Vg(t)
as the set of slot-indices where a linecard of type t is present. Let pg,s(t) represent the
number of used ports of the linecard of type t ∈ T (g) in slot s on router g in the current
configuration. Let ag(t) denote the number of available ports in the upgraded version of
linecard t ∈ T .

Collectors Let C represent the cost of a single collector. Let N be the maximum number
of routers that can be supported by a single collector. According to [1], N = 5 and varies
with traffic and the NetFlow sampling rate. In this study, we assume N to be constant
since so far there has been no public documentation on how N varies. The model can be
easily extended to incorporate different constraints on N .

Traffic Coverage We define D (0 < D ≤ 1) as the minimum fraction of traffic that
needs to be covered by NetFlow.

2.2 Decision Variables

The following decision variables are to be solved:

– Binary variable η(g, s) for g ∈ GGSR

⋃
G7500, s ∈ S(g) equals to 1 if slot s on router g

is selected to run NetFlow, and 0 otherwise.
– Binary variable γ(g) for ∀g ∈ G7500 equals to 1 if router g is selected to run NetFlow,

and 0 otherwise.
– Integer variable νg(t) describes the number of linecards of type t ∈ T (g) on router

g ∈ GGSR that need to be upgraded to run NetFlow.
– Integer variable NCi is the number of collectors needed at PoP i to cover all the routers

that have NetFlow enabled.

2.3 Objective

The objective of the ONLP problem is to minimize the total cost expressed by

F = F7500 + FGSR + FCol,

where F7500 =
∑

g∈G7500
(c(g)γ(g)+

∑
s∈S(g) c(g, s)η(g, s)), FGSR =

∑
g∈GGSR

∑
t∈T (g) νg(t)c(t),

and FCol =
∑

i∈P NCi × C.

2.4 Constraints

• Relationship between variables γ and η for 7500 routers:

γ(g) ≤
∑

s∈S(g)

η(g, s) ≤ γ(g)|S(g)| ∀g ∈ G7500 (1)
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Constraint (1) links the variables γ associated to each router with variables η associated
to each slot. The left inequality in (1) forces γ(g) to be 0 if none of its slots has been
selected to run NetFlow. The right inequality in (1) forces γ(g) to be 1 if one or more of
its slots have been selected to run NetFlow.

• Relationship between r(g) and γ(g), and r(g, s) and η(g, s):

r(g) ≥ γ(g) ∀g ∈ G7500 (2)

r(g, s) ≥ η(g, s) ∀g ∈ G7500

⋃
GGSR,∀s ∈ S(g) (3)

Constraints (2) and (3) guarantee that a router/slot can be selected to have NetFlow
enabled only if its current configuration supports NetFlow or it can be upgraded to another
configuration that supports NetFlow.

• Number of interfaces on GSR routers:

ag(t)νg(t) ≥
∑

s∈Vg(t)

η(g, s)pg,s(t) ∀g ∈ GGSR,∀t ∈ T (g) (4)

Constraint (4) guarantees that we invest in the minimum number of linecards necessary
according to the selection we made. For example, if router g has two linecards of type t
with one port being used on each, and the upgraded version of linecard type t has four
ports available, then Constraint (4) implies that only one upgraded version of linecard
type t is necessary, i.e. νg(t) ≥ 1. When the total cost is minimized by the objective
function, νg(t) will be forced to be 1.

• Fraction of the total traffic to be covered by enabling NetFlow on specific routers
and slots:∑

g∈G7500

∑
s∈S(g)

t(g, s)η(g, s) +
∑

g∈GGSR

∑
s∈S(g)

t(g, s)η(g, s) ≥ D ×
∑

g∈G7500
⋃
GGSR

∑
s∈S(g)

t(g, s) (5)

Constraint (5) ensures that the final solution selected must cover at least a D fraction
of the total traffic. It is clear that the larger D is, the larger will be the number of slots
enabled to support NetFlow and the associated deployment cost.

• The number of collectors needed per PoP:

N ×NCi ≥
∑
g∈Pi

γ(g) ≥ NCi ∀i ∈ P (6)

Constraint (6) ensures that for any PoP, if there are routers with NetFlow enabled,
the number of collectors in this PoP will be sufficient to cover all these routers. At the
same time, no collectors should be placed at any given PoP where no router is enabled
with NetFlow.
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3 Heuristic Algorithms

We can prove that the Optimal NetFlow Location Problem (ONLP) is NP-hard by reduc-
ing the NP-complete problem Knapsack [8] to ONLP [7], which means that, there exist
problem instances that are not likely to be solved within reasonable amount of time. For
example, size of the network studied, changes in the network traffic distribution, changes
in the pricing of the upgrade options, are crucial factors for which we may encounter prob-
lems in solving the ILP model to optimality. Therefore, heuristic algorithms are needed.
We develop two heuristic algorithms in this section. To simplify the discussion, we assume
that there is no need to upgrade 7500 RSPs. This assumption is verified by our network
data which shows the current CPU utilization on 7500 RSPs is extremely low [7]. Hence
we only consider three types of cost in the heuristics associated respectively with: i) col-
lectors, ii) GSR linecard upgrade, and iii) 7500 linecard upgrade. The heuristics can be
easily extended if 7500 RSP cost were to be included.

The input and output of the two heuristics are the same as those of the ILP model. We
remind the reader that t(g, s) and c(g, s) are the traffic and the cost of upgrade associated
with slot s on router g, respectively. In addition, the following notations/variables are
used in the heuristics:

– Ttotal, the total traffic under consideration. The target is to cover D×Ttotal by NetFlow.

– Tcovered, the variable representing the traffic that is covered by NetFlow.

– Ctotal, the variable representing the total cost of deployment which is the objective in
the ILP.

To make the presentation concise, we assume all linecards are upgradeable to support
NetFlow. The heuristics can be easily generalized to cover the other case.

We first develop a heuristic called “Max-Plus (MP)” and a formal specification is in
Algorithm 1. In MP, we start with a network with no NetFlow and keep adding NetFlow-
enabled router slots until the required traffic coverage is met. Collectors are added as
needed. The admissibility of a slot is based on traffic flowing through the slot and the
associated cost for enabling NetFlow, including the necessary collector deployment as
well. After each selection, slot with the currently largest traffic/cost ratio will be added
as NetFlow-enabled.

The second heuristic, called “Least-Minus (LM)” approaches the problem from the
opposite direction and a formal specification can be found in Algorithm 2. In LM, we start
with a network with full NetFlow coverage and keep removing NetFlow-enabled router
slots and collectors until the traffic coverage is right at or below the required threshold.
The admissibility of a slot for NetFlow removal is also based on traffic associated and the
“cost” for enabling NetFlow on this slot, including both the upgrade cost and a “fair”
share of the collector cost at the PoP. After each selection, slot with the currently lowest
traffic/cost ratio will be removed. At the end, if the resulted traffic coverage is below the
requirement, the last slot that has been removed (and its associated collector if applicable)
is added back.
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Algorithm 1 Heuristic I - Max-Plus (MP)
1.0 Initialize Tcovered = 0, and Ctotal = 0. Set

Tremaining = Ttotal ×D − Tcovered (7)

1.1 Examine all slots without NetFlow enabled. For each slot s on router g at PoP p, calculate Ccollector(g, s), as
the additional collector cost at PoP p if slot s were to be selected to enable NetFlow.

Ccollector(g, s) =


0 if router g has NetFlow on, or if collectors

at PoP p can support one more router
C otherwise

(8)

CostPerBit(g, s) = (c(g, s) + Ccollector(g, s))/Min(t(g, s), Tremaining) (9)

1.2 Enable NetFlow on slot s at router g with the smallest CostPerBit(g, s). Set Tcovered = Tcovered + t(g, s),
and Ctotal = Ctotal + c(g, s) + Ccollector(g, s). Update Tremaining by Eqn. (7).

1.3 Repeat Steps 1.1 through 1.2 until Tremaining ≤ 0 and return.

4 Numerical Results

In this section, we present numerical results obtained by applying the ILP model and the
heuristics on Sprint’s North America IP backbone network (SNAIB-NET) with real traffic.
We consider traffic carried on all links between gateway (GW) routers and backbone (BB)
routers. We choose to enable NetFlow on gateway routers because it is more cost-effective
to upgrade gateway routers than backbone routers as we found out by going through the
router configurations [7].

4.1 Platform and Speed

We solve the ILP models using CPLEX [9] running on a 2.4 GHz Xeon processor with
1 GB RAM space. The time it takes to solve the ILP models for SNAIB-NET gateway
routers ranges from a few seconds to 30 minutes. Note that we solved for several hundred
of routers which is a subset of SNAIB-NET. Therefore, for networks of sizes less than
hundreds of routers, it is feasible to use the ILP model to find an optimal solution for
ONLP. The heuristics runs much faster - it takes sub-seconds to seconds for each heuristic
to solve the problem for all coverage ratios.

4.2 The ILP Model and the Heuristics

In this subsection, we present the solutions from the ILP and two heuristics and compare
the performance achieved by the heuristics with the optimal solution obtained from the
ILP model. Figure 1(a) shows the normalized cost obtained from solving the ILP model
and the two heuristics to achieve different coverage ratios from 50% to 100%. The costs
are normalized by the cost required to provide 100% coverage, which is the same from
all three methods. We notice that the cost to achieve 95% coverage is only about 45% of
the cost that is required for 100% coverage. In Fig. 1(b), we plot the relative difference,
i.e., the cost difference normalized by the optimal value between the results obtained by
each heuristic and those obtained by solving the ILP. We can see that the two heuristics
perform differently in terms of optimality. LM performs significantly better than MP. At
50% coverage, the solution from MP is 7% higher than the optimal solution while the
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Algorithm 2 Heuristic II - Least-Minus (LM)
2.0 For each slot s on router g at PoP p, enable NetFlow. Set

Ctotal =
∑

g

∑
s∈S(g)

c(g, s) +
∑

p

NC(p)× C (10)

Tcovered =
∑

g

∑
s∈S(g)

t(g, s) (11)

Textra = Tcovered − Ttotal ×D (12)

2.1 Go to Step 2.3 if Textra ≤ 0. Otherwise, examine all slots with NetFlow enabled. For each slot s on router
g at PoP p, calculate Ccollector(g, s) as how much it is responsible for the collector cost at PoP p. Let Nr(p)
denote the number of routers with NetFlow enabled at PoP p and Ns(g) denote the number of slots with
NetFlow enabled at router g.

Ccollector(g, s) = NC(p)× C/(Nr(p)×Ns(g)) (13)

CostPerBit(g, s) = (c(g, s) + Ccollector(g, s))/t(g, s) (14)

2.2 Find a slot with the largest CostPerBit(g, s) and remove NetFlow at this slot. Assume this slot is slot s on
router g in PoP p. Calculate the reduction of the number of collectors at PoP p as

∆collector(p) =


1 if router g has no other NetFlow-enabled slots, and the remaining

routers at PoP p can be served with one less collector
0 otherwise

(15)

Update NC(p) = NC(p)−∆collector(p), Ctotal = Ctotal− c(g, s)−C×∆collector(p), and Tcovered = Tcovered−
t(g, s). Recalculate Textra by Eqn. (12). Go back to Step 2.1.

2.3 If Textra = 0, Return. Otherwise, return after enabling NetFlow back to the slot picked by the last execution
of Step 2.2, and update the number of collectors.

difference between the results from LM and the optimal results is less than 2% for 50%
coverage and constantly less than 1% for coverage ratios greater than 50%. LM performs
better because it adopts an amortized collector cost in determining which slot to be
NetFlow disabled. However, MP only considers the full collector cost when a collector is
to be added as amortized cost cannot be obtained similarly due to the lack of information
on how many slots will be enabled later on.

Note that in practice, it is not trivial to determine the feasibility of running NetFlow
on a 7500 linecard at a particular network location and to obtain the upgrade cost of a
7500 linecard. We refer the readers to [7] for details.
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5 Conclusions

In this paper, we studied the optimization problem for NetFlow deployment in an IP
network. Specifically, we considered a partial NetFlow deployment to achieve the lowest
cost for a given coverage ratio, which is the Optimal NetFlow Location Problem (ONLP).

We developed an ILP model and two heuristic algorithms to select routers and slots to
support NetFlow and the associated configurations such that a certain amount of network
traffic is covered at a minimum cost.

We solved ONLP for Sprint’s IP backbone network in north America. We presented
numerical results from applying the ILP model and two heuristics. We demonstrated that,
it is possible to achieve significant cost savings by adopting a partial NetFlow deployment
strategy, i.e., to cover a major portion of the network traffic instead of the entire traffic.
A good coverage ratio is suggested as 95%, with 55% cost reduction.

Although our discussion was focused on Cisco NetFlow and the results were collected
from Sprint’s operational IP backbone network only, the results can be referenced in
similar practices and the methodology proposed can be extended and applied to a wide
variety of network location problems to enable different features and services. Besides
NetFlow from Cisco, other vendors also support similar flow-based monitoring services,
such as sFlow [10], and our methodology can be applied to the deployment of sFlow as
well. In addition, as ongoing work, we are extending our approach to network monitoring
functions of finer granularity such as packet trace collection.
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