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Abstract: The delivery of service differentiation in mobile ad hoc networks presents a 
number of technical challenges because of the inherent constraints due to the dynamic nature 
of these environments, such as limited bandwidth and energy capacity. This paper proposes a 
Cross-Layer Architecture for implementing DiffServ (CLAD) in IEEE 802.11 based mobile 
ad hoc networks. This provides differentiated services to four types of applications: 
Conversation, Streaming, Interactive, and Best-effort, by defining Per Hop Behaviours 
(PHBs). Novel features of CLAD include a Least Busy Routing Protocol (LBRP) which is 
designed to discover the least busy routes and evenly distribute the net-work load; a hybrid 
Signalling System which is used to dynamically monitor route states and to regulate adaptive 
real time applications; and an adaptive rate controller which controls traffic rate. Preliminary 
simulation results demonstrate that CLAD can provide efficient service differentiation in 
MANETs. 
Keywords: MANET, DiffServ, QoS, Routing, Signalling, Adaptive Rate Control. 
 
1. INTRODUCTION 

 
QoS provisioning in mobile ad hoc networks presents a number of technical challenges 

because of the network restrictions compared with their wired counterparts. First, the 
bandwidth of a wireless link is normally relatively low in comparison with a wired link. 
Second, fading wireless links are usually intermittent while the wired links are very stable. 
Third, the ad hoc networking environment is dynamic. The topology changes unpredictably as 
each node can move freely. A node can join a network on the fly and shutdown without any 
notification. In addition to these, a mobile node is usually powered by a battery with limited 
capacity. 

Because of the above reasons, the provision of QoS in MANETs has been a hot topic in 
recent years [1-5]. The existing solutions for QoS provisioning in MANETs can be generally 
classified into two categories, namely stateful and stateless. Stateful approaches such as 
INSIGNIA [1] are based on resource reservation. Stateless approaches, on the other hand, do 
not rely on resource reservation, and try to provide a certain degree of service differentiation. 
SWAN [2] is a stateless protocol that provides service differentiation. It applies a distributed 
rate control algorithm in conjunction with a source-based admission control scheme to 
prioritize real time traffic. In SWAN, real time traffic is admitted with a certain maximum 
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amount of bandwidth. Forwarding nodes regulate best-effort traffic flows such that the 
admitted real time traffic can reach the required performance and the link capacity can be 
optimally utilized. Xiao et al proposed FQMM [6], which applies a hybrid provisioning where 
both IntServ and DiffServ scheme are used separately. High priority applications are provided 
with IntServ per-flow QoS guarantees, while lower priority applications are provided with 
per-class differentiation based on DiffServ.

In this paper, we propose a Cross-Layer Architecture for DiffServ (CLAD) to address the 
QoS issues in MANETs. CLAD provides a complete solution for service differentiation in 
MANETs: (i) it employs a Least Busy Routing Protocol for QoS routing and traffic balancing; 
(ii) A hybrid signalling system for system control and coordination is used; (iii) middleware is 
responsible for providing link/network state information; (iv) it employs an adaptive rate 
control based on the channel state. 

The rest of the paper is organized as follows. Section 2 describes the details of CLAD. 
Simulation results are given in Section 3. Finally, the paper is concluded in Section 4. 
 
2. CLAD 

 
A. Service model 

There are generally two generic types of Quality of Services: hard-QoS and soft-QoS.
Hard-QoS guarantees the QoS requirements such as delay, jitter, and bandwidth while 
soft-QoS provides a certain degree of service level. Hard-QoS is extremely difficult to 
provide in a MANET because of their dynamic features. CLAD is designed to provide 
soft-QoS by adapting the Diffserv architecture. In CLAD, multi-layer components cooperate 
to provide service differentiation. The main modules of CLAD are illustrated in Fig. 1. 

Service differentiation is realized by two components in CLAD: a packet Classifier and 
a Weighted Fair Queue (WFQ) scheduler. The classifier classifies the packets into different 
classes in terms of DiffServ Code Point (DSCP) of the packets and puts them into 
corresponding queues of the WFQ. Each queue in WFQ receives different service quality 
according to the pre-assigned weight. The Admission Controller makes the decision whether 
or not to accept the route discovered by the LBRP, with respect to the requirements of the 
application and the available bandwidth along the route. The Marker simply marks the DSCP 
of each packet on each source node according to the application type. The Signalling System 
monitors the resource variation; it initiates probes to determine the available bandwidth along 
a specific route, and coordinates other QoS components to fulfil the common task – providing 
service differentiation to the users. 

CLAD adopts a simple and practical traffic classification strategy as used in the third 
generation wireless telecommunication systems, whereby four traffic classes have been 
defined to suit a wide range of requirements [7]: 

1) Conversation class, which is intended for traffic with a stringent and low delay 
requirement, e.g. VoIP, video conferencing. 2) Streaming class, which is intended for traffic 
without demand on the delay itself, but on the delay variation, e.g. multimedia streaming. 3) 
Interactive class, which is intended for traffic that only has a soft delay constraint, e.g. WWW, 
Telnet, network games. 4) Best-effort class, which is intended for traffic that does not have 
any time constraints, e.g. FTP, E-mails, News. 

The main distinguishing feature between these traffic classes is how delay sensitive the 
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traffic is. Conversation class is meant for traffic which is very delay sensitive while 
Best-effort class is the most delay insensitive traffic class. 

CLAD codepoints are defined in the Pool 2 of the coding space with the last four bits set 
to “1” as shown in Fig. 2. Any of the CLAD codepoints has the form of “xx1111” where “x” 
refers to either “1” or “0”. The definition of CLAD DSCP thus ensures that it is compatible 
with the industry standards in this area. 

We name the services received by four traffic classes after their traffic class names, i.e. 
Conversation Service, Streaming Service, Interactive Service, and Best-effort Service.

Four PHBs are defined with respect to the four types of traffic classes. The PHB of a 
traffic class in CLAD is defined by the percentage of available bandwidth allocated by the 
WFQ on the forwarding node. 

All non-CLAD codepoints are mapped to the above four PHBs to provide compatibility. 
In Fig. 2, the last two bits are specified for experimental use for ECN (Explicit 

Congestion Notification)[8], which is used as part of our signalling system as described later. 
SWAN [2] only provides two types of service, i.e. the real time service and the 

best-effort service, while CLAD provides four types of service that can meet a wider range of 
service requirements, and are aligned with the 3rd generation cellular service classes. 

 
B. Interfaces between layers 

Any cross-layer solution requires information exchange mechanisms between the layers. 
In CLAD, the interfaces between layers comprise two components: a Link State Manager and 
a Middleware component. The purpose of inducing the two components is to provide a unique 
method for accessing the link and network state. In addition to these, an Extended Device 
Driver located in the MAC layer is designed to collect link state information and provide it to 
the Link State Manager. 

The Middleware provides the interfaces for applications to access network information 
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and link state information. It uses synchronous communication for local information access 
and asynchronous communication for remote information access. For example, if an 
application inquires about the locally available bandwidth from the Middleware, it invokes a 
local call to the relevant APIs. If an application queries the available bandwidth along a path, 
the Middleware interacts with the Signalling System which sends a probe packet along the 
path; when the Middleware gets a reply from the Signalling System, it then informs the 
application of the result. The design of the Middleware is outside the scope of this paper. 

 
C. QoS routing protocol 

A Least Busy Routing Protocol (LBRP), which is channel state aware, has been devised 
for CLAD. The purpose of the LBRP is twofold: i) Discovering routes with enough 
bandwidth for communications; ii) Balancing the communications load within the network. 
For this purpose, we employed the Priority Route Discovery Strategy (PRDS) [9], which has 
the ability to construct routes with desirable features by exploiting a competition mechanism. 

A route discovery is initiated when the following events occur: 
� When the forwarding module receives an IP packet from the upper layer application and 

there is no route available in the routing table to the destination; 
� When the routing module receives a route (re)-construction command. This will happen 

in the following situations: i) When the signalling system receives a route request to a 
destination that does not exist in the routing table; ii) When the signalling system probes 
indicate that the active route for a real time application no longer satisfies the application 
requirements. 

� When the routing module of a source node receives a Route Error and there are packets 
waiting to be sent to the destination. 
The route discovery process uses the competition mechanism of the PRDS. It operates in 

the following steps. The source node constructs a Route Request (RREQ) and broadcasts it to 
its neighbours. Upon receiving a non-duplicated RREQ, each node schedules an event for 
rebroadcast the RREQ with a delay estimated according to the channel busy state observed on 
this node in a distributed manner. When the rebroadcast delay expires, the node rebroadcasts 
the RREQ; in this way the RREQ is propagated throughout the network. The first RREQ 
arriving at the destination is expected to have travelled through a path with the least busy state, 
i.e. potentially with the maximum available bandwidth. On receiving the first RREQ, the 
destination initiates a route probe and sends it to the source node along the discovered route. 
When the probing packet arrives at the source node, the Admission Controller will make the 
decision whether or not to admit the discovered path according to the information provided by 
the probing packet and the requirements of the application. As long as the discovered route is 
admitted, data packets are sent to the destination over the route. 

The estimation of the rebroadcast delay of RREQ is thus the key point for the 
PRDS-based route discovery. It works as follows. First, the Channel Utilization (η, the time 
ratio of the busy state of a channel) is obtained from the Link State Manager by API 
invocation. Then, the rebroadcast delay (d) is calculated as, 

())*1.0)/(tanh(* 0max randomudd += η (1) 

Where, dmax is the maximum value of d which is the time interval a node must wait 
before it rebroadcasts the RREQ. tanh() is a hyperbolic tangent function; u0 is a constant and 
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the value of 0.3 is appropriate for most cases [9]. random() is a random function with values 
randomly distributed between 0 and 1. The purpose of this term is to differentiate rebroadcast 
delay between nodes with same η value. 

According to (1), the smaller the Channel Utilization (η), the shorter the rebroadcast 
delay (d), i.e. RREQ on a least busy node goes first. 

Route maintenance is similar as AODV. For traditional applications, the route is 
maintained in the way same as in AODV, that is, when a route breakage is detected, a route 
error will be sent to the source of the route. The source node is responsible for the 
reconstruction of the route. 

With this LBRP, the communication load will be uniformly distributed in the network. 
Fig. 3 illustrates a route discovery example. In this example, there is an active session from 
Node E to H when Node S initiates a route discovery destined for D. In this case, the least 
busy route S-A-B-C-D will be first found instead of the potential shortest route S-G-H-D. Note 
that any node adjacent to the nodes belonging to the active path E-F-G-H is aware of the 
traffic over that path. The path selected by LBRP could be a little longer than AODV. 
However, LBRP will find the path with more available bandwidth and the communication 
load is evenly distributed in the network. As the congestion is unlikely to happen, the control 
overhead such as route re-discovery triggered by congestion is then alleviated. 

 
D. QoS signalling system 

CLAD adopts a hybrid signalling system, which consists of two components: in-band 
signalling and out-of-band signalling. The in-band signalling carries route congestion state 
information and the out-of-band signalling probes for available bandwidth and route state 
along the route and interacts with applications for adaptation via the middleware. 

We adopt the Explicit Congestion Notification (ECN) mechanism as the in-band 
signalling. ECN was originally proposed for controlling and improving TCP performance in 
IP networks [8]. Bits 6 and 7 in the IPv4 TOS octet are designated as the ECN field (Fig. 2). 
The IPv4 TOS octet corresponds to the Traffic Class octet in IPv6, and the ECN field is 
defined identically in both cases. 

Each destination monitors the ECN field of the UDP packets destined for it. Once the 
destination detects a UDP with CE (Congestion Experienced) codepoint during a certain 
period, it immediately sends a probe packet (out-of-band signalling) to the source node along 

0 5 10 15 20 25 30 35 40
0

1

2

3

4

5

6

0

10

20

30

40

50

60

70

80

90

100
0 20 40

C
ha

nn
el

U
til

iz
at

io
n

(%
);

Vi
rtu

al
P

ac
ke

tD
el

ay
(m

s)

B
it

R
at

e
(M

bp
s)

Simulation Time (sec)

Network Load
Predicted Saturation Bandwidth
Consumed Bandwidth(Channel Throughput)
Data Dropped Rate
Channel Utlization
Virtual Packet Delay

 

Fig.4 Saturation bandwidth prediction.

A
B

C

D

M

N

S

E

G L

Link.

The existing route.

H

I

J

New route.

K

F

517



the route. The minimal interval between two consecutive probes is pre-assigned to avoid 
sending too many probes when a destination receives consecutive UDPs with CE. The probe 
packet contains: the current data receiving rate over the session at the destination, number of 
nodes which experienced congestion along the route, the maximum available bandwidth along 
the route. On receiving a probe packet, each intermediate node updates the information in the 
probe packet with respect to its current state. 

When the signalling module in the source node receives a probe packet, it communicates 
with the admission controller, or the upper layer application via the interfaces provided by the 
middleware. The corresponding actions are then taken according to the information contained 
in the probe packet. 

 
E. Adaptive rate controller 

Rate control is more complicated in MANETs than in wired networks because the 
available bandwidth of the wireless channel is variable and unpredictable. A wireless node 
contends for the medium with its neighbours. 

We have devised an adaptive rate controller to control the data rate sent to the network 
(see Fig. 1) so as to avoid over saturation of the channel. Since the channel state is 
time-varying and unpredictable, it is difficult to precisely estimate the channel capacity and 
available bandwidth. We adopt an engineering approach for the adaptive rate controller. 

In a cell (here, a cell is referred to as a region covered by a radio transceiver), the 
Channel Throughput (Consumed Bandwidth) usually increases as the Network Load increases. 
When the network load reaches a certain level, the Channel Throughput does not increase any 
more, i.e. the channel is saturated. We refer to this point as the Critical Channel Saturation 
Point (CCSP). We call the Channel Throughput at CCSP the Saturation Bandwidth. During 
simulation of the system a number of interesting phenomena were observed. Fig. 4 
demonstrates an example. At the CCSP (when simulation time is around 20sec), the Channel 
Utilization reaches its saturation value and remains almost constant when the network load is 
further increased. The Virtual Packet Delay, which is measured from the time when a packet 
is sent to the MAC layer from the upper layer to the time when the ACK is received from the 
network interface, begins to increases dramatically at CCSP. Soon after CCSP, some data 
packets begin to be dropped, i.e. the network is experiencing congestion. We can take 
measures to control the network load by exploiting the above features before congestion 
occurs. SWAN [2] uses a threshold value of the Virtual Packet Delay to predict the onset of 
the congested state in its Adaptive Rate Controller. We adopt the same mechanism in our 
solution. In addition to this, we try to predict the Saturation Bandwidth for rate control and 
admission control. We observed the variation of the Channel Utilization under various 
situations (such as different traffic patterns and packet sizes) and found that the saturated 
Channel Utilization changes within a certain range. In similar environment, the saturated 
Channel Utilization is relative stable. With three hosts in a cell, and a CBR (Constant Bit Rate) 
traffic pattern with 512byte packets, the saturated Channel Utilization is around 78%. We use 
this feature to estimate the channel capacity. In Fig. 4, the solid line with “stars” represents the 
predicted Saturation Bandwidth during the simulation. 

We assume that each unit of Channel Utilization contributes the same available 
bandwidth. This assumption seems practical from the observation in our simulations. For 
example, the total throughput is 1 Mbps when the Channel Utilization is 10%. If the saturated 
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Channel Utilization is 70%, the saturated bandwidth is then 7 Mbps (= 1 Mbps ÷ 10% * 
70%). 

The Shaping Rate is estimated and adapted as follows. 
i) Saturated Bandwidth (β) estimation 
The Link State Manager is responsible for estimating Saturated Bandwidth. It first 

calculates the Current Consumed Bandwidth (BC) by summing the Data Sending Rate (RS)
data receiving rate (RR). 

RSC RRB +=  (2) 
It uses the current Channel Utilization (η), which is measured by the extended device 

driver, and Current Consumed Bandwidth (BC) to estimate Saturated Bandwidth (β).  
ηηβ /CS B∗= (3) 

Where, ηS is the latest saturated Channel Utilization experienced by the node. At the time 
of start-up, a node uses a conservative value of ηS = 0.5 initially.  

ii) Shaping rate (λ)
Shaping rate is simply the difference between β and Data Receiving Rate (RR), at which 

the wireless interface receives IP packets, including all IP packets destining for this node and 
other nodes from the wireless interface. The packet size used for RR calculation does not 
include the frame header size. 

RR−= βλ (4) 
iii) Adaptation of λ according to the link state 
We use the well-known additive increase multiplicative decrease (AIMD) rate control 

mechanism in the same way as SWAN. The difference between the AIMDs of CLAD and 
SWAN is that the initiative value of Shaping Rate (λ) in CLAD is predicted using the above 
mechanism other than pre-assign a small value as SWAN. This makes the AIMD of CLAD 
adapt to the link state more quickly. 

If the Data Sending Rate (RS) approaches the Shaping Rate (λ) and the Virtual Packet 
Delay (dv) does not exceed the pre-assigned threshold, λ progressively increases until dv
reaches its threshold at CCSP. The saturated Channel Utilization (ηS) is updated by the current 
Channel Utilization whenever λ is updated. The new ηS is used for the estimation of β by the 
Link State Manager. In this manner, the Adaptive Rate Controller has the ability of 
remembering and updating the previous CCSP (if any) for λ estimation, and adapting itself 
according to network state. 

The difference of the adaptive rate controller between CLAD and SWAN is that CLAD 
uses an additional mechanism to predict the saturated bandwidth by exploiting the Channel 
Utilization history. This helps the rate controller adapts to the changing environment quickly. 

 
3. PRELIMINARY SIMULATION RESULTS 
 

To evaluate the performance of CLAD, we have implemented it in the Global Mobile 
Simulation (GloMoSim) developing library [10]. In this section, we present the preliminary 
simulation results. In the simulations, IEEE 802.11 Distributed Coordination Function (DCF) 
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with the RTS/CTS option is used as the MAC protocol. The random waypoint model is used 
as the mobility model. In this model, a host randomly selects a destination within the terrain 
range and moves towards that destination at a speed between the pre-defined minimum and 
maximum speed. Once the host arrives at the destination, it remains in its current position for 
a pause time. After the pause time, it randomly selects another destination and speed and then 
resumes movement. In our simulation, the pause time is set to 30 seconds. The maximum and 
minimum speeds of the nodes are 10 m/s and 0 m/s, respectively. The bandwidth of the 
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wireless channel is 2Mbps. The data packet size is 512 bytes. The maximum rebroadcast 
delay in (1) is set to 30ms. The network size is 50 mobile nodes that are evenly distributed in 
the field of 1000m x 1000m at the beginning of each simulation. Ten communication pairs are 
randomly selected in the network for each simulation. The communication range is 250m. 
Each simulation runs for 1000 seconds. 

Two sets of simulations were conducted. In the first simulation, we observed the service 
differentiation received by different types of traffic under heavy network load situation. In the 
second, the performance of CLAD and AODV under different network loads is compared. 
 
A. Service differentiation in CLAD 

In this simulation, each communication source sends 15 packets per second. In each 
instance, one of the sessions has high priority of weight 4 (real time session with the 
bandwidth requirements: maximum 60 kbps, minimum 30 kbps) while others have low 
priority of weight 1 (best effort session). Each session is taken as real time session in turn in 
different simulations. Each simulation is repeated at least 10 times. 

Fig. 5 demonstrates the simulation results. Fig. 5(a) shows the average end-to-end packet 
delay. All sessions in AODV have high delays, which indicate that the network is in 
congestion. In CLAD, on the other hand, delays of all sessions are much smaller than that of 
AODV. In most cases, the real time sessions (with high weight) experience the least delay. Fig. 
5(b) gives the number of routes constructed in each session during the simulation. All sessions 
in AODV construct much more routes than in CLAD. This demonstrates that the packet loss 
resulting from network congestion was treated as the result of route breaks by AODV. Fig. 5(c) 
gives the throughput of each session in different simulations. Most of the real sessions achieve 
higher throughput than the others. The results show that sessions with higher priority receive 
better services than sessions with lower priority. With the QoS routing protocol, adaptive 
applications and congestion control mechanisms, CLAD can effectively balance the network 
load and help minimise congestion. 

 
B. Performance comparisons under different network load 

In this simulation, all the ten communication sessions send packets at same rate varying 
from 2 pkts/sec to 20 pkts/sec. All sessions are best-effort while sessions in CLAD are 
adaptive. 

Fig. 6(a), (b), and (c) illustrate the delay, throughput, and control overhead, respectively, 
under various network load. It is observed that both AODV and CLAD perform well when 
network load is light. Whereas, when the network approaches saturation, the performance 
difference between them is significant. CLAD can effectively keep the network running in the 
normal (uncongested) state with a reasonable control overhead cost (see Fig. 6(c)). When 
network congestion occurs in AODV, the average end-to-end delay and control overhead 
increase dramatically and the total network throughput begins to fall down. 

 
4. CONCLUSIONS 

 
In this paper, we have proposed a complete Cross-Layer Architecture for DiffServ 

(CLAD) in MANETs. CLAD provides four types of soft-quality services, i.e. Conversation, 
Streaming, Interactive, and best-effort services. CLAD is a distributed stateless QoS model. 
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No flow state needs to be maintained in the relaying nodes. A Link State Manager and A 
Middleware are used for cross-layer information exchanges. A Least Busy Routing Protocol 
(LBRP) is designed to discover the least busy route and evenly distribute network load. A 
Signalling System is used to monitor the route state and regulate the adaptive applications. A 
self-learning Adaptive Rate Controller is used to predict the shaping rate with respect to the 
channel state. All the components cooperate together to provide DiffServ functionality for 
MANETs. Preliminary simulation results demonstrate that CLAD can provide efficient 
service differentiation. 
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