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Abstract—The use of mobile devices such as smartphones is
becoming very widespread, and the variety of usage patterns is
increasing. Consequently, the factors that affect the end-to-end
quality of service (QoS) of mobile communications are becoming
much more diverse. These factors are not only due to the wireless
communication environment but also to other attributes of mobile
communications such as the type of access network (e.g., wireless
local area network or cellular network), application, and mobile
device used. We propose a mobile QoS tomography method that
enables us to identify the cause of QoS degradation when such
degradation is detected. This method involves using a signal
processing technique called compressed sensing to reconstruct
a signal from a series of sampled measurements, assuming that
the signal vector is sparse, which means that it consists of a few
non-zero elements and the remaining elements’ value is zero.
Assuming that the number of dominant attribute(s) (factor(s))
causing the QoS degradations is generally small, we expect to
be able to identify such attributes based on the compressed
sensing. Our method uses the pairs of measured QoS and the
multiple attribute values of mobile communications as input
to the compressed sensing and estimates a multiple attribute
vector in which each element indicates the degree of QoS
degradation caused by the corresponding attribute. We evaluated
our method to verify its effectiveness using two sets of mobile
QoS measurement data.

I. INTRODUCTION

The amount of communication traffic is rapidly increasing,

and traffic patterns are changing due to the widespread use of

different kinds of applications [1]. Consequently, understand-

ing traffic characteristics and quality of service (QoS) through

network measurement is crucial to ensure effective network

management. From the viewpoint of network operations, it

is essential to monitor the current QoS status such as the x

percentile of latencies in a network, and to detect changes in

QoS to promptly identify the cause of QoS degradation.

Another issue, however, is the rapidly increasing mobile

traffic. It has been reported that traffic from wireless and

mobile devices will exceed traffic from wired devices by

2016 [2]. The widespread use of mobile devices such as

smartphones has resulted in increasingly diverse usage patterns

of mobile devices. Accordingly, the factors affecting end-to-

end QoS of mobile communications are also becoming diverse,

and the potential factors are due not only to the wireless

communication environment but also to other attributes of

mobile communications, e.g., the type of access network (e.g.,

wireless local area network (WLAN) or cellular network),

application, and mobile device used. This situation makes it

very hard to identify the cause of QoS degradation, which

leads to a challenging research issue.

In this paper, we propose a mobile QoS tomography method

that enables us to identify the cause of QoS degradation

when such degradation is detected. In this method, we use

a signal processing technique called compressed sensing (CS)

to reconstruct a signal from a series of sampled measurements,

assuming that the signal vector is sparse, i.e., it consists of a

few non-zero elements and the value of the remaining elements

is zero. On the basis of the assumption that the number of

dominant attribute(s) (factor(s)) causing the QoS degradation

is generally small, we expect to identify such attributes using

CS. Specifically, our method uses the pairs of measured QoS

and the multiple attribute values of mobile communications

as input for the CS and then estimates a multiple attribute

vector in which each element indicates the degree of QoS

degradation caused by the corresponding attribute. We then

use the estimated multiple attribute vector to identify the cause

of QoS degradation.

Related work on this issue includes various methods that

have been proposed for network measurement. Among them,

failure localization and network tomography are methods that

identify the location of a link/node failure and estimate the

QoS of each link, respectively, by sending probe packets be-

tween multiple pairs of edge nodes. These methods are focused

on locating link/node failures or estimating link QoS inside

the network with the probe packets, rather than analyzing the

end-to-end mobile QoS and identifying the QoS degradation

factors including mobile devices and applications by collecting

QoS measurement from various mobile devices, on which

we are focusing. We review related work in more detail in

Section II.

This paper is organized as follows. In Section II, we review

related work. We briefly explain the CS in Section III. In

Section IV, we propose a method of mobile QoS tomography

based on CS. In Section V, we explain two measurement

data sets used to evaluate the performance of our method. In

Section VI, we discuss how we evaluated our method to verify

its effectiveness using the measurement data sets. Finally, we

conclude the paper in Section VII.

II. RELATED WORK

Various methods of network measurement and analysis

have been proposed. These include various studies on failure

localization [3]–[5]. For example, methods of identifying the

location of failure link(s) or node(s) by sending probe packets

between multiple pairs of edge nodes were proposed in [3],

[4]. Specifically, this kind of method estimates possible failure

links or nodes from the routing matrix and information on
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which routes are failure routes, i.e., the routes along which the

probe packets do not reach their destinations. When multiple

failure routes are detected, the method locates the smallest

possible number of link(s) that cover all the failure routes.

Coates et al. [6] conducted surveys on various methods of

network tomography, e.g., estimating the QoS of each link in

a network in terms of packet loss ratio and latency by using

probes to measure the QoS of each route (path) between edge

node pairs. In network tomography, it is not always possible

to uniquely determine each link’s QoS when we do the QoS

measurements using unicast probe packets. Some researchers

have introduced the use of multicast based measurements

in order to solve this problem [7]–[9]. For example, Bu et

al. [7] proposed a method of estimating link packet loss

ratio from multicast-based measurements on multiple trees.

Another related work on network tomography is that by Xia

et al. [10], who proposed a method of estimating the delay

distribution of each link. They assumed each link i’s delay

obeys an independent exponential distribution (or mixture of

exponential models) with λi, where λi ̸= λ j(i ̸= j) and then

conducted parameter estimation based on the expectation-

maximization algorithm.

The studies in [11]–[14] investigated the application of CS

to estimate link QoS within the network. Specifically, they

investigated how to infer link QoS degradations assuming that

at most, k links among n links cause the QoS degradations. For

example, Firooz et al. [11] derived the theoretical conditions

on network routing to identify such links when k = 1. Xu et

al. [12] derived the number of necessary measurement paths to

identify such links. Matsuda et al. [13] investigated a method

of detecting low quality links in terms of packet loss ratio,

and Takemoto et al. [14] proposed a way to estimate the

packet loss ratio of links in order to classify which links are

low quality links. Their studies are focused on identifying the

location of link failures or low quality links inside a network

by using probe packets, rather than analyzing the end-to-

end mobile QoS or identifying the QoS degradation factors

including mobile devices and applications by collecting QoS

measurements from various mobile devices, on which we are

focusing.

Nguyen et al. [15] investigated a method of locating the

most congested IP links by using multiple measurements over

a period of time to determine the congestion probabilities of

the links. Saito [16] theoretically analyzed the observability

and independence of a system monitored using networked

distributed sensors. Duffield [17] proposed an algorithm called

the smallest consistent failure set inference algorithm for a

tree network, which makes it possible to estimate bad links

(where the quality of a link is treated as binary, i.e., good or

bad) based on the observations of path quality between the

root and leaves.

III. COMPRESSED SENSING

We briefly explain CS according to [18]. Let u ∈ Rn be

an unknown vector, which can represent a 2D or 3D object

of interest, e.g., magnetic resonance imaging (MRI). Suppose

that we have m linear measurements of an unknown signal u

yi =< φi ·u >+vi, i = 1, . . . ,m (1)

where < · > denotes the inner product, v =
[v1, . . . ,vi, . . . ,vm]

T ∈ Rm is the noise, and φi ∈ Rn are

known signals. Suppose we know a priori that u is

compressible or has a sparse representation in a transform

domain. In this case, if φi are well chosen, then we may be

able to reconstruct u even when the number of measurements

m is smaller than the size n.

CS attempts to exploit the sparsity of the original signal in

the transform domain by solving a problem of the form

minimize ∥Φu−y∥2
2 +λ∥Wu∥1, (2)

where u ∈ Rn is the variable being minimized, Φ =
[φ1 · · ·φm]

T ∈ Rm×n is called the compressed sensing matrix,

W ∈ Rn×n is called the sparsifying transform, λ > 0 is the

regularization parameter, y = [y1, . . . ,yi, . . . ,ym]
T ∈ Rm, and

∥ · ∥p is lp norm. In particular, when W is invertible, we

can reformulate the above problem as the l1-regularized least

squares problem:

minimize ∥Az−y∥2
2 +λ∥z∥1, (3)

where z ∈ Rn is the variable being minimized and the problem

data or parameters are A = ΦW−1 ∈ Rm×n and y ∈ Rm.

There are some efficient algorithms to solve this prob-

lem [19]. In this paper, we use the algorithm proposed in [18],

where the empirical complexity was O(n1.2).

IV. PROPOSED METHOD

Fig. 1 shows the networked system that monitors QoS

assumed in this paper; it consists of mobile devices, an

access network (e.g., WLAN, 3G, or Long-Term Evolution

(LTE)), core network (such as a cellular backbone network),

the Internet, and content servers providing content such as

movies. When a mobile device of a user, who agrees to

the QoS monitoring, is used to conduct communication, e.g.,

downloading content from a content server, the end-to-end

QoS such as latency, packet loss ratio, or throughput of the

communication, is measured by the device. The measured

QoS and multiple attribute information of the communication

are sent to a monitoring system. Examples of the multiple

attributes are the type of device, operating system (OS), type

of application used, location of the mobile device, type of

access network, and server location.

After collecting the QoS measurements and the attribute

information, the monitoring system analyzes the data. If QoS

degradation is detected, the system identifies the cause of

it. We use CS to do this. Specifically, our method uses the

pairs of measured QoS and the multiple attribute values as CS

inputs and estimates a multiple attribute vector in which each

element indicates the degree of QoS degradation caused by

the corresponding attribute.

A flowchart of our proposed method is shown in Fig. 2. We

explain each step in the following paragraphs.
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Fig. 1. Networked system that monitors QoS

Step 1: Collection of measured QoS

Step 3: Estimation of end-to-end QoS 

degradation degree

Step 2: Construction of attribute vector

Step 4: Estimation of degree of QoS 

degradation caused by each attribute

Step 5: Identification of QoS 

degradation attributes

Fig. 2. Flowchart of our method

For convenience, the notations utilized in this section are

summarized in Table I.

Step 1: Collection of measured QoS

In the monitoring system, we collect the pair of the mea-

sured QoS y and attribute information x of each communi-

cation flow (we also use the equivalent term “flow” to mean

TABLE I
LIST OF NOTATIONS

xk attribute vector of flow k

yk measured QoS of flow k

y∗ threshold for y

y′k QoS degradation degree of flow k

Ω set of flow data (xk,yk)
Ωo set of flow data in normal state
Ωt set of flow data extracted when QoS degradation is detected
d number of attributes
mi number of categories in attribute i

xi, j xi, j = 1 (0) if (unless) the value of attribute i is in jth category
D number of dimensions of xk

z QoS degradation vector
z′ degradation indicator vector (binary vector)

zi, j QoS degradation degree caused by attribute i’s jth category

z′i, j z′i, j = 1 (0) if (unless) attribute i’s jth category is degradation factor

za the average value of elements in z

Sza set of indices corresponding to the elements (in z) exceeding za

H parameter to construct SH

SH set of indices corresponding to the largest H elements in z

Su union of SH and Sza

H ′ number of elements whose value is set to 1 in z′ (1 ≤ H ′ ≤ |Su|)
th threshold for no. of attributes of flow matching degradation factors
ȳk representative value of QoS for flows with xk

F F-measure
β weight used to calculate F-measure

“communication flow”) from each device. We call the pair of

(x,y) “flow data”. We denote the set of flow data (x,y) as Ω.

Let the kth flow data in Ω be (xk,yk) ∈ Ω. We define that kth

flow data is in a normal (or degraded) state if (or unless) yk

satisfies a predetermined threshold for QoS y∗. For example,

when yk is the latency or the packet loss ratio, the normal (or

degraded) state means yk ≤ y∗ (or yk > y∗). When yk is the

throughput, the normal (or degraded) state means yk ≥ y∗ (or

yk < y∗). The system extracts (xk,yk) in the normal state from

Ω and defines the set of extracted flow data as Ωo. If the time

series of the QoS has some cyclic patterns (e.g., the mean

values of daytime and nighttime are different), we construct

Ωo for each time period during which we can regard the time-

series as being in the steady state.

Step 2: Construction of attribute vector

We denote the number of attributes as d, and prepare mi

categories to classify the value of attribute i (i = 1, . . . ,d). For

example, we consider the case of d = 2 where attributes 1

and 2 respectively indicate the type of access network and

the type of device. For the attribute i = 1, the access network

type, we categorize the types into WLAN, 3G, or LTE, i.e.,

the 1st category is WLAN, the 2nd category is 3G, and the

3rd category is LTE (in this case, m1 = 3), for example. For

attribute i = 2, the device type, we prepare m2 = 3 categories,

e.g., the 1st category (Type 1 device), 2nd category (Type 2

device), and 3rd category (Type 3 device). Hereafter, we call

this example Ex-1.

The system constructs an attribute vector x as

x = [x1,1, · · · ,x1,m1
, · · · ,xd,1, · · · ,xd,md

], (4)

where the variable xi, j = 1 (or 0) if (or unless) the value of

attribute i is in the jth category. The number of dimensions D

of x is D = ∑d
i=1 mi. For the example of Ex-1, if the attributes’

values of the observed flow data are {WLAN, Type 2 device},

x is constructed as xex = [1,0,0,0,1,0].

Step 3: Estimation of end-to-end QoS degradation degree

Before applying the CS to the observed flow data (x,y), we

first need to estimate the end-to-end QoS in the normal state

and then calculate the degree of end-to-end QoS degradation,

y′, by subtracting the estimated QoS in the normal state from

y. We explain why we need this procedure. The end-to-end

QoS such as latency has a nonzero value (as the baseline)

even in the normal state. Thus, we need to subtract such

a baseline from y and then apply the CS to the data after

subtracting it, i.e., y′, because the CS is only applicable

when reconstructing a sparse vector. In the context of QoS

tomography, the estimated sparse vector has a few non-zero

elements, which indicates the increase in latency caused by

the corresponding attributes, and the value of the remaining

elements is zero; i.e., there is no increase in latency caused

by the remaining attributes.

Thus, using the collected (xk,yk) ∈ Ωo, the system con-

structs an estimation formula of QoS y in the normal state as

the function y = f (x) of the multiple attributes x. Specifically,



Proceedings of the 2014 26th International Teletraffic Congress (ITC)

978-0-9836283-9-2 c© 2014 ITC

f (x) is defined by

f (x) = a0 +
d

∑
i=1

mi

∑
j=2

ai, jxi, j. (5)

Then, we estimate the coefficients of a0,ai, j using (xk,yk)∈Ωo

with the least squares method.

Note that Eq. (5) assumes a linear model; i.e., end-to-end

QoS y is calculated as a linear combination of each attribute’s

value xi, j. When y is the latency, we can use the linear model.

In this case, the value of a0 means the average end-to-end

latency of flows whose attribute i’s value is xi,1 = 1 and xi, j = 0

( j > 1) for all i = 1, . . . ,d. If this latency is regarded as the

reference, the value of ai, j is interpreted as the additional delay

to the reference, when a flow’s attribute i’s value is in the jth

category ( j > 1). When y is the packet loss ratio, we transform

y into − ln(1− y) to fit the linear model and then apply it to

Eq. (5), in a manner similar to that in [14]. We discuss the

case of throughput in Section VI-C.

Next, we estimate y′ as follows. When there exist the flow

data (xk,yk) in a degraded state, the system extracts all the

flow data measured during the same period (e.g., 1 hour) as

that when the flow data (xk,yk) in the degraded state were

measured. We denote the extracted data set as Ωt . Then, the

system identifies Ωo corresponding to Ωt . For example, when

Ωt is the set measured during 22:00-23:00, 28th February

(Friday), the corresponding Ωo is the set measured every

Friday night in February. The system uses f (x) for the Ωo to

calculate the end-to-end QoS degradation degree y′k for each

(xk,yk) ∈ Ωt as

y′k =

{

yk − f (xk) if yk > y∗,

0 otherwise,
(6)

when yk is the latency or the packet loss ratio.

Step 4: Estimation of degree of QoS degradation caused

by each attribute

Using (xk,y
′
k) (k = 1, . . . ,n,(n = |Ωt |)), we estimate QoS

degradation vector z, which is defined as

z = [z1,1, · · · ,z1,m1
, · · · ,zd,1, · · · ,zd,md

]T , (7)

where zi, j is the QoS degradation degree caused by at-

tribute i’s jth category. For the example of Ex-1, when

latency is in milliseconds, assume that there are three

sets of flow data (x1,y
′
1) = ([0,1,0,1,0,0],200), (x2,y

′
2) =

([1,0,0,1,0,0],1000), and (x3,y
′
3) = ([0,1,0,0,1,0],0). Also

assume that z = [z1,1,z1,2,z1,3,z2,1,z2,2,z2,3]
T is calculated as

zex = [800,0,0,200,0,0]T for the data. In this case, z1,1 = 800

ms means that the increase in latency from the normal state is

800 ms when a WLAN is used as the access network. Here,

z1,2 = z1,3 = 0 ms means that there is no increase in latency

from the normal state when 3G or LTE is used. Similarly,

z2,1 = 200 ms is the increase in latency when a Type 1 device

is used, whereas z2,2 = z2,3 = 0 means that there is no increase

in latency when a Type 2 or 3 device is used.

We estimate z by solving the following problem using CS.

　 　　

minimize ∥Az−y′∥2
2 +λ∥z∥1 (8)

A =







x1

...

xn






, y′ =







y′1
...

y′n






(9)

We set λ = 0.01 in this paper.

Step 5: Identification of QoS degradation attributes

The monitoring system identifies which attributes are the

main factors causing the QoS degradation, by using z obtained

in Step 4. We define degradation indicator vector z′ as

z′ = [z′1,1, · · · ,z′1,m1
, · · · ,z′d,1, · · · ,z′d,md

]T , (10)

where the variable z′i, j = 1 (or 0) if (or unless) attribute i’s

jth category is the degradation factor. That is, z′ is a binary

vector. We construct z′ from z. There are various methods

of constructing z′. One possible method is as follows. In the

rest of this paper, we use the method described below as the

original method unless otherwise noted.

We first calculate the average value of elements in z as

za = ∑d
i=1 ∑

mi
j=1 zi, j/∑d

i=1 mi. We choose elements whose value

is larger than za. The set of indices corresponding to the

chosen elements is denoted as Sza. We also choose the largest

H elements from z, where H is a predetermined parameter.

The set of indices corresponding to the chosen H elements is

denoted as SH . We calculate the union of Sza and SH as Su. For

example, assume that z is obtained as zex = [800,0,0,200,0,0].
In this case, za = 167 and Sza = [1,4]. If H = 1, SH = [1],
and thus Su = [1,4]. We then choose H ′ indices from Su and

construct a z′ by setting each of the elements corresponding

to the chosen H ′ indices to 1 and each of the other elements

to 0. Here, H ′ is a parameter (1 ≤ H ′ ≤ |Su|). By varying H ′,
we generate multiple patterns of z′ as candidate degradation

indicator vectors. For the zex in example Ex-1, we generate z′

as z′ex = [1,0,0,1,0,0] for H ′ = 2, and z′ex = [1,0,0,0,0,0] or

z′ex = [0,0,0,1,0,0] for H ′ = 1. In total, we generate 2|Su|−1

(= 3 in this example) patterns of z′. We explain the meaning

of z′. When z′ is z′ex = [1,0,0,1,0,0], this means that a WLAN

or Type 1 device is estimated as the degradation factor.

We select the best z′ from the candidates on the basis of

some metric indicating the goodness of z′. As the metric, we

consider the false positive ratio (FPR) and false negative ratio

(FNR). When yk is the latency or the packet loss ratio, we

evaluate FPR and FNR as

FPR = P[xk · z′ > th|ȳk ≤ y∗], (11)

FNR = P[xk · z′ ≤ th|ȳk > y∗]. (12)

Here, xk ·z′ indicates how many attributes of flow k match the

degradation factors, th is the threshold (th = 0 is the default

value), and ȳk is the representative value (mean value is used as

the default in this paper) of observed values yk1
,yk2

, . . . , each

of which has the same attribute vector xk, where (xk,yki
)∈ Ωt .

That is, we regard that ȳk > y∗ is real positive, i.e., an actually
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degraded state, ȳk ≤ y∗ is real negative, i.e., an actually normal

state, xk ·z′ > th= 0 is estimated positive, and xk ·z′ ≤ th= 0 is

estimated negative. For example, in the case of Ex-1, assume

that z′ex = [1,0,0,1,0,0] and th = 0. In this case, flow 1 with

x1 = [0,1,0,1,0,0] and flow 2 with x2 = [1,0,0,1,0,0] are

estimated as positive, while flow 3 with x3 = [0,1,0,0,1,0] is

estimated as negative.

We use F-measure F [20], which takes a value between 0

and 1, and the value becomes close to 1 when FPR or FNR

becomes small. F is calculated as

F = (1+β 2)
Rpre ·Rrec

β 2Rpre +Rrec

, (13)

Rpre = NT P/(NT P +NFP), (14)

Rrec = NT P/(NT P +NFN), (15)

NT P = NP(1−FNR), (16)

NFP = NN ×FPR, (17)

NFN = NP ×FNR. (18)

Here, NT P, NFP, and NFN are the numbers of true positives

(TPs), false positives (FPs), and false negatives (FNs), respec-

tively. Rpre is called Precision, the fraction of TPs to estimated

positives, and Rrec is called Recall, the fraction of TPs to

real positives. NP (or NN) is the number of real positives (or

negatives), i.e., the number of distinct attribute vectors that are

real positives (or negatives). F is the harmonic mean of Rpre

and Rrec, and β (> 0) is a predetermined parameter. When β
is set to β > 1, we weight recall higher than precision. When

β < 1, we put more emphasis on precision than recall.

Among the candidates of z′, we select one z′ that maximizes

F .

V. MEASUREMENT DATA

We use two measurement data sets, Data sets A and B,

to evaluate the performance of our method. Data set A was

obtained through the following experiments. The experiment

participants used various types of smartphones, each of which

was capable of measuring QoS and accessing Internet sites

from various locations. For each access, the latency was

measured and collected as the end-to-end QoS. At the same

time, the attribute information of the communication was also

collected. Examples of attributes are the type of smartphone

device and websites accessed. From the attribute information,

we constructed D = 9-dimensional attribute vector x, where

d was set to d = 4. This experiment was conducted from

2013/1/17 to 2013/4/4. The number of flows was 574, and

there were 11 distinct attribute vectors.

The cumulative distribution function (CDF) of latencies

is shown in Fig. 3, where the latency is normalized by

the maximum latency. We can see from the graph that the

normalized latency value has a wide range from 10−3 to 1.

To confirm that end-to-end QoS (latency) is not determined

only by the wireless communication environment such as the

received signal strength indicator (RSSI), we investigated the

correlation between latency and RSSI. The scatter plot is

shown in Fig. 4. The plot seems to indicate that there is no
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Fig. 4. Normalized latency vs. RSSI

correlation. The correlation coefficient was 0.16. Therefore,

we need to investigate the cause of QoS degradation while

taking into account various factors, which will be shown in

Section VI-A.

Data set B was provided by IID Inc. [21]. The QoS

was measured using the speed test application, RBB TO-

DAY SPEED TEST [22]. As the QoS, TCP throughput in

the upstream and downstream directions, and latency were

measured. The data set used in this paper was collected

from 2013/11/1 to 2013/11/30. Attribute information was also

collected. Examples of attributes are the type of network (3G

or LTE) and the locations of mobile devices. We constructed

D = 63-dimensional attribute vector x, where d was set to

5. The number of flows was 478,306, and there were 1,431

distinct attribute vectors.

Fig. 5 shows the scatter plot of TCP throughput in the

downstream direction vs. latency. We only plotted 1/10 of the

flows during 11/1-11/7 because the total number of all flows

was too large to plot. In the figure, the value of throughput or

latency is normalized by the maximum value. From the graph,

we find that when the latency increases, the TCP throughput is

degraded. In Section VI-B, we thus focus on the latency. We

also discuss how to analyze TCP throughput in Section VI-C.

VI. PERFORMANCE EVALUATION OF OUR METHOD

We use Data set A to understand the fundamental character-

istics of our method. We use Data set B, whose size is much

larger than that of Data set A, to show that our method works
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when the data size and the number of dimensions become

large.

A. Analysis of Data set A

In this evaluation, we set the threshold y∗ to a value such

that 348 of 574 flows were classified as in the normal state.

We first constructed an estimation formula in Eq. (5) using

348 flows in the normal state. Then, we sorted 574 flows

in order of observed time and extracted 20 flows using a

sliding window whose size was set to 20. If there was at

least one flow in the degraded state and at least one flow in

the normal state in window i, we proceeded with Step 4 in

Section IV. We show the obtained QoS degradation vectors

in Fig. 6, where the x-axis is the window id, the y-axis is the

element id in the QoS degradation vectors, and the z-axis is

the value of the corresponding element in the vectors, which

is normalized by the maximum value. As we can see, a small

number of elements have a large value, which indicates an

increase in latency caused by the attributes corresponding to

the elements. By observing the QoS degradation vectors, we

can expect to estimate the cause of QoS degradation. As shown

in Fig. 6, the elements with large values varied with time,

which means the cause of QoS degradation was time-varying.

The corresponding attributes were related to factors such as

the type of network, type of OS, and type of access site.

For example, when the window id is around 400 in Fig 6, the

3rd element in z has a large value. To verify that this estimation

is correct, we show the values of latency y normalized by

y∗ and the attribute vector x in the corresponding window in

TABLE II
NORMALIZED LATENCY y/y∗ AND x IN A WINDOW

y/y∗ x

4.308 0 0 1 1 0 0 1 0 1
1.166 0 0 1 1 0 0 1 0 1
4.222 0 0 1 1 0 0 1 0 1
3.798 0 0 1 1 0 0 1 0 1
0.716 0 1 0 0 1 0 1 1 0
3.454 0 0 1 1 0 0 1 0 1
1.32 0 0 1 1 0 0 1 0 1
0.056 1 0 0 1 0 0 1 0 1
0.756 0 1 0 0 1 0 1 1 0
0.942 0 0 1 1 0 0 1 0 1
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Table II. We only show the values of the first ten pairs due

to space limitations. From the table, we find that latency y is

large (small) if (unless) the 3rd element in x is 1. This implies

that our method works.

To evaluate the performance of our method, we evaluated

the F-measure when we conducted Step 5 in Section IV. We

set β = 1 in Eq. (13), the threshold th = 0 in Eqs. (11), and

(12) and H = 1 in Step 5 in Section IV. By varying the number

of chosen elements H ′, we generated multiple patterns of z′

as candidates and then selected one z′ maximizing F-measure.

We show the F-measure of the selected z′ vs window id in

Fig. 7. Note that in this figure, we only show the results

when there was at least one attribute vector xk with ȳk > y∗

and at least one xk with ȳk ≤ y∗ in the window. There were

459 windows. For comparison, we also show the optimal

F-measure, which was calculated by examining all possible

patterns of D = 9-dimensional binary vectors, i.e., 2D patterns.

Note that when D becomes large, it is impossible to obtain the

optimal F-measure. However, since D is 9 in this evaluation,

and therefore, we can examine 2D patterns, we calculated the

optimal value.

The average F-measure of our method was 0.869, and that

of the optimal case was 0.912. We confirmed from the graph

that our method was able to achieve almost the same F-

measure as the optimal case. The average values of (FPR,

FNR) of our method were (0.149,0.0752), and those of the

optimal case were (0.147,0.00363). Even in the optimal case,

it may not be possible to achieve F = 1, i.e., we cannot

find a D = 9-dimensional vector that satisfies both FPR = 0

and FNR = 0. We explain the reason for this. As Case 1,
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assume that only one attribute:category corresponding to the

first element in z always causes a large latency. In this case,

z′ = [1,0,0,0,0,0,0,0,0] can achieve FPR= FNR= 0. On the

contrary, as Case 2, assume that the first element is the main

factor degrading the QoS, but it causes a large latency with

some probability. In Case 2, there is a possibility that flow A

with x = [1,0,1,0,1,0,1,0,1] is observed as being in the de-

graded state while flow B with x = [1,0,0,1,0,1,0,1,1] is ob-

served as being in the normal state. In this case, because flow

B is treated as a real negative, the z′ = [1,0,0,0,0,0,0,0,0]
may cause false positives, even in the optimal case.

As Case 3, assume that the pair of the first and third

elements is the cause of QoS degradation and that we use

z′ = [1,0,1,0,0,0,0,0,0] as the degradation indicator vector.

In this case, if we set th = 0, we misjudge that flow B with

x = [1,0,0,1,0,1,0,1,1] is in the degraded state. In contrast to

Case 2, we can avoid this kind of false judgment of Case 3 by

setting th to 1. When th = 1, the flow B is correctly detected

as being in the normal state. That is, z′ = [1,0,1,0,0,0,0,0,0]
with th = 1 means that the attributes of a flow need to match

the attributes corresponding to both the first and third elements

in z′, to judge that the flow is in the degraded state.

We thus evaluated the performance of our method when

we varied th from 0 to 1. Compared with the results when

th = 0 as shown in Fig. 7, where the average F-measure of

our method and that of the optimal case were 0.869 and 0.912,

respectively, the average values were improved to 0.917 and

0.989, respectively. For reference, the average values of (FPR,

FNR) of our method with th = 0 or 1 were (0.0890,0.0766),
and those of the optimal case were (0.0277,0). In the follow-

ing sections, we thus examine not only th = 0 but also th > 0.

B. Analysis of Data set B

In this section, we show the results of evaluating our method

for the latency data in Data set B. For this purpose, we first

constructed an estimation formula in Eq. (5) using one month

of data. Specifically, we divided Data set B into two subsets,

a daytime set (6:00-18:00) and a nighttime set (18:00-6:00).

For each subset, we constructed the estimation formula using

flow data in the normal state. Here, we set the threshold y∗

to be a certain value such that about 0.97% of all flows were

classified as being in the degraded state.

For each day, we then used a sliding window whose size

swin was set to swin = 2,000 to extract 2,000 flows in order to

conduct Step 4 in Section IV. Specifically, we slid the windows

so that window i’s first and last flows were (1+ sint(i−1))th

and (sint(i−1)+ swin)
th flows in the day, respectively, where

flows are sorted in order of the observed time. We set sint =
500. For example, for the 1st day of Data set B, we have

N1 = 22,512 flows. In this case, the number of windows was

⌊(N1 − swin)/sint⌋+1 = 42. We obtained the QoS degradation

vector for each window by conducting Step 4 and found that a

small number of elements had large values. Similar to the case

of Data set A as shown in Fig. 6, the attributes corresponding

to such elements were time-varying.
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Fig. 8. CDF of F-measure, FPR, and FNR for latency

TABLE III
AVERAGE AND MEDIAN OF F-MEASURE, FPR, AND FNR FOR LATENCY

F-measure FPR FNR

average 0.879 0.0756 0.0294
median 0.897 0.0644 0

We then constructed z′ by carrying out Step 5 in Section IV.

The setting of th was varied between th = 0,1,2. In a pre-

liminary evaluation, we examined various patterns of β and

decided to set β = 6. We selected β , which makes it possible

to reduce FNR at the expense of a certain level of FPR,

because it is better to detect potential QoS degradation factors

than to miss any factors. Larger β indicates more weights

on recall Rrec. From Eq. (15), Rrec = NT P/(NT P + NFN) =
1−NFN/(NT P +NFN) = 1−FNR. Thus, we can reduce FNR

by weighting Rrec.

We also conducted the preliminary evaluation to determine

the setting of H. As H increases, the F-measure improves

because the number of candidates of z′ increases. On the other

hand, a larger H requires a greater calculation cost. When

H ≥ 14, the obtained F-measure did not change very much.

For reference, in our computing environment with two 6-core

2.93-GHz CPUs, we measured the processing delay using user

in a time command, which excludes the disk access time and

processing delay spent on system calls. We regard this user-

time as the processing delay caused by algorithmic procedures

such as comparison operations. We measured the average user-

time for one window on the 1st day (in total, 42 windows).

The user time when H = 14 was just 2.87 minutes, whereas

that when H = 18 was more than 46 minutes. Thus, we set

H = 14.

We evaluated the F-measure, FPR, and FNR of each window

during the 1st to 30th days and calculated the CDF. Fig. 8

shows the CDF of each metric, i.e., the F-measure, FPR, and

FNR. Table III lists the average and median of each metric.

These results indicate that our method can achieve a small

percentage of FPR and FNR.

In Step 5 in Section IV, the average size of |Sza| was 9.75,

and that of |Su| was 14.03. In Step 5, we need to generate

2|Su|−1 patterns of candidates of z′. As an alternative, we con-

sider a method of generating only |Su| patterns of candidates

by choosing the largest H ′′ elements of z and constructing a z′
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TABLE IV
RESULTS OF ALTERNATIVE METHOD

F-measure FPR FNR

average 0.807 0.118 0.0582
median 0.814 0.0949 0

with H ′′ non-zero elements where H ′′ = 1, · · · , |Su|. The results

of this alternative method are presented in Table IV. Table IV

indicates that this alternative method was able to achieve an

FNR value as small as the original method. This implies that a

large value in z is meaningful information to use in identifying

the cause of QoS degradation.

C. Discussion on analysis of TCP throughput

We investigated whether we could apply our method to TCP

throughput. Generally, the end-to-end TCP throughput is not a

linear combination of throughput (or available bandwidth) of

each piece of intermediate network equipment such as a router

or server; therefore, we cannot directly apply our method based

on the linear model as shown in Eqs. (8) and (9). We thus

consider the following approach. We first estimate the packet

loss ratio from the pair of latency and TCP throughput. Then,

we apply our method to the packet loss ratio and the latency

to identify the cause of TCP throughput degradation. It seems

that the latency and the TCP throughput were not measured

in parallel. However, as shown in Fig. 5, the TCP throughput

degraded as the latency increased, as we expected. Therefore,

we use the pair of latency and TCP throughput to estimate the

packet loss ratio.

We use the following formula to estimate the packet loss

ratio [23].

R =
M

T

√

2bp
3

+T0 min(1,3
√

3bp
8
)p(1+32p2)

, (19)

where R is the TCP throughput, M is the maximum segment

size (M is set to 1460 bytes here), T is the round trip time (i.e.,

latency), and p is the packet loss ratio. The notation b is the

number of packets acknowledged by an ACK packet, which is

typically two, and we also use this number. The notation T0 is

TCP retransmission timeout. We assume T0 = max(T0min,Tv)
where T0min is the minimum TCP retransmission timeout and

Tv is the timeout value determined by the observed T . For

simplicity, T0min is set to 1 s in a manner similar to that in

[24], where it is recommended that T0 should be at least 1

s [25] (while different values are used depending on the OS,

e.g., Linux’s T0min is 200 ms [26]). For the Tv, for simplicity,

under the assumption that the round trip time obeys a Poisson

distribution, i.e., the variance is equal to the mean, Tv is set

to Tv = T + 4
√

T , where 4
√

T is the additional term taking

into account the variation of round trip time. (The analysis on

the impact of setting parameters such as T0min and Tv on the

performance of our method is for future study.)

We set the threshold y∗ to define the degraded state in terms

of throughput to be the value where about 0.74% of all flows

are classified as being in a degraded state. We assume that

the packet loss ratio of a flow in the normal state in terms of

throughput is negligibly small and can be treated as zero. For

flows in the degraded state, we estimate the packet loss ratio

using Eq. (19). When the observed throughput of a flow was

extremely small or zero, we set the estimated packet loss ratio

to be a predetermined maximum value, 0.99.

We conducted Step 4 in Section IV for the packet loss

ratio and calculated the QoS degradation vector. Note that we

conducted Step 4 after transforming the packet loss ratio y into

− ln(1− y) to fit the linear model and then zi, j in z obtained

by Step 4 is transformed into 1− exp(−zi, j) to construct the

QoS degradation vector for the packet loss ratio, which is

denoted as zp. At the same time, we also calculated the QoS

degradation vector for the latency, which is denoted as zl .

Using both zp and zl , we construct the degradation indicator

vector for the throughput, which is denoted as z′t . We explain

two methods as follows.

Method 1: Let the ith element in zp be zpi and that in

zl be zli. We estimate the throughput for the ith element by

substituting T = zli and p = zpi into Eq. (19). We denote the

estimated throughput as zti. Then, we construct the QoS degra-

dation vector for the throughput zt as zt = [1/zt1, . . . ,1/ztD].
Using the zt , we determine the degradation indicator vector

for throughput, by completing Step 5 in Section IV.

Method 2: First, using the same procedure as Step 5 in

Section IV, we identify the elements in zp whose value is

larger than the average za and construct the set of the elements’

indices, which is denoted as Szap . We do the same procedure

for zl and denote the identified set as Szal
. If |Szap ∪ Szal

| ≤
H = 14, we calculate Su = Szap ∪Szal

and then add the largest

elements’ indices (except in Szap ∪ Szal
) from zp to Su until

|Su| reaches H. If |Szap ∪Szal
|> H, we first choose the largest

Hl elements in zl where Hl = min(H/2, |Szal
|) and let the set

of Hl elements’ indices be SHl
. We then choose the largest Hp

elements in zp where Hp = min(H −Hl , |Szap |) and let the set

of the chosen elements’ indices be SHp . Then, we calculate

Su = SHl
∪SHp . Using Su, we generate 2|Su|−1 patterns of z′t

and select the best one, by completing Step 5 in Section IV.

Note that in both methods, when evaluating FPR and FNR at

the Step 5, we regard that ȳk < y∗ (or ȳk ≥ y∗) is real positive

(or negative) (while ȳk > y∗ (or ȳk ≤ y∗) is real positive (or

negative) in Eqs. (11) and (12) when yk is the latency or the

packet loss ratio). Here, ȳk is calculated as the harmonic mean

of the observed throughputs. This is because we consider the

harmonic mean to be more meaningful for throughput than the

arithmetic mean, because the harmonic mean of throughputs

represents (the inverse of) the mean file transfer time for the

unit size of the file.

For each method, we evaluated the F-measure, FPR, and

FNR of each window during the 1st to 30th days. Table V

gives the average and median of each metric for Methods 1

and 2. We show the CDF of each metric for Method 1 in Fig. 9

(we omit the results for Method 2 due to space limitations).

We can see from the results that both methods have similar

performance and achieve an average and median percentage
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TABLE V
AVERAGE AND MEDIAN OF F-MEASURE, FPR, AND FNR FOR

THROUGHPUT (METHOD 1, METHOD 2)

F-measure FPR FNR

average (0.781,0.777) (0.0922,0.102) (0.0959,0.0969)
median (0.794,0.792) (0.0517,0.0498) (0,0)
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Fig. 9. CDF of F-measure, FPR, and FNR for throughput under Method 1

of false probabilities of just under ten. As shown in Fig. 9,

there are some large FNR values. A detailed analysis revealed

that this occurs primarily when the observed throughput value

is extremely small or zero. In this case, we set the estimated

packet loss ratio to be a predetermined maximum value, 0.99.

When there are flows with a large packet loss ratio, the

calculated QoS degradation vector has a very large value in

the corresponding flow’s attributes. Therefore, it can happen

that the other attributes have smaller values, and we may miss

the other flows in the degraded state. Finding a way to address

this issue is an item for future study. We confirmed that our

method was able to detect such severely degraded flows.

VII. CONCLUSION

We proposed a method of mobile QoS tomography using

compressed sensing, which is a signal processing technique to

reconstruct a signal from a series of sampled measurements,

assuming that the signal vector has sparseness, i.e., it consists

of a few non-zero elements and the remaining elements’

value is zero. Assuming that the number of dominant factor(s)

causing the QoS degradations is generally small, we used the

pairs of measured QoS and the multiple attribute values of

mobile communications as input for the compressed sensing

and we estimated a multiple attribute vector in which each

element indicates the QoS degradation degree caused by the

corresponding attribute. We then discussed how to identify the

cause of QoS degradation from the multiple attribute vectors

calculated using compressed sensing. We also showed the

effectiveness of our method through evaluation using two sets

of mobile QoS measurement data. In future, we will extend

our method to further improve the performance in the case of

analyzing TCP throughput. We will also investigate how to

correctly select which attributes to be used as well as some

theoretical conditions such as the attribute mix to achieve a

desirable detection probability.
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